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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com

9| Veeam Agent for Microsoft Windows | User Guide


https://www.veeam.com/support.html
https://www.veeam.com/contacts.html
https://www.veeam.com/contacts.html
https://www.veeam.com/documentation-guides-datasheets.html
https://forums.veeam.com/

About This Document

This user guide provides information about Veeam Agent for Microsoft Windows.

Intended Audience

The user guide is intended for anyone who wants to use Veeam Agent for Microsoft Windows 6.0 or later to
protect their computer.
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Overview

Veeam Agent for Microsoft Windows is a data protection and disaster recovery solution for physical and virtual
machines. Veeam Agent for Microsoft Windows can be used to protect different types of computers and devices:
desktops, laptops and tablets. The solution can be installed on Windows-based workstations, physical servers
and virtual machines. To learn about supported OSes, see System Requirements.

NOTE

Veeam Agent for Microsoft Windows can operate in either standalone or managed mode. Depending on the
mode, Veeam Agent provides different features and limitations. To learn more, see Standalone and
Managed Operation Modes.

Veeam Agent for Microsoft Windows offers a variety of features to protect your data. You can:

e Create a Veeam Recovery Media on an external hard drive, USB flash drive, CD/DVD/BD, or create an ISO
file with the Veeam Recovery Media on disk.

e Create an entire system image backup, back up specific computer volumes or individual folders with files.
Backups can be stored on an external hard drive, in a network shared folder, in object storage, in a Veeam
backup repository or Veeam Cloud Connect repository.

In case of a disaster, you can perform the following restore operations:

e Start the OS from the Veeam Recovery Media and use Veeam Agent for Microsoft Windows and standard
Microsoft Windows tools to diagnose and fix problems.

e Perform bare metal restore.
e Restore necessary data from backups to its original location or a new location.

Veeam Agent for Microsoft Windows integrates with Veeam Backup & Replication. Backup administrators who
work with Veeam Backup & Replication can perform advanced tasks with Veeam Agent backups: perform data
restore tasks with Veeam Agent backups, manage Veeam Agent backup jobs or backups created with these jobs.
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Solution Architecture

Veeam Agent for Microsoft Windows is set up on a computer whose data you want to protect.

Veeam Agent for Microsoft Windows has a one-service architecture. When you install the product, Veeam Agent
deploys the following components on the computer:

o Veeam Agent for Microsoft Windows Service is a Microsoft Windows service responsible for performing all
types of backup and restore tasks. The service is started automatically when you power on the computer,
and runs in the background under the Local System account.

e Veeam Agent Trayis a tray agent that communicates with the Veeam Agent for Microsoft Windows Service
to let you monitor the backup operation status and provide quick access to main functions of Veeam Agent
for Microsoft Windows: starting backup and restore operations, viewing statistics for created backups and
so on. The Veeam Agent Tray starts when you log on to the system and runs in the background.

e Tostore its configuration data, Veeam Agent uses the SQLite database engine. SQLite requires only few
files to install and takes little resources to run.

NOTE

The account under which Veeam Agent for Microsoft Windows Service runs should not be changed.
Configurations with custom account are not supported.

¢ Veeam Agent for Microsoft Windows
Service
Veeam Agent Tray

E SQLite database engine
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Standalone and Managed Operation Modes

Veeam Agent can operate in two modes: standalone mode and managed mode. The current User Guide covers
subjects related to Veeam Agent operating in the standalone mode only. Depending on the operation mode,
Veeam Agent has different functionality and limitations.

Standalone Mode

In this mode, Veeam Agent operates as a standalone product. To use Veeam Agent operating in the standalone
mode, you must manually install the product directly on the computer whose data you want to protect.

For Veeam Agent operating in the standalone mode, data protection, disaster recovery and administration tasks
are performed by the user. You can also use Veeam Agent operating in the standalone mode with Veeam Backup
& Replication. In this scenario, you can use backup repositories managed by Veeam Backup & Replication as a
target location for Veeam Agent backups and use the Veeam Backup & Replication console to perform a number
of tasks with Veeam Agent backup jobs and backups. To learn more, see Integration with Veeam Backup &
Replication.

You can also use Veeam Backup & Replication as a gateway for creating backups targeted at the following types
of repositories:

e Veeam Cloud Connect repository. To learn more, see Backup to Veeam Cloud Connect.

e Object storage repository.

With Veeam Agent operating in the standalone mode, you can also back up data directly to object storage.
To learn more about both options, see Backup to Object Storage.

Managed Mode

In this mode, Veeam Agent operates under control from one of the following Veeam products:

e Veeam Backup & Replication

You can automate management of Veeam Agents on multiple computers in your infrastructure in the
Veeam Backup & Replication console. You can configure Veeam Agent backup policies and perform other
data protection and administration tasks on remote computers. To use the Veeam Agent management
functionality in Veeam Backup & Replication, you must install Veeam Backup & Replication on the Veeam
backup server.

To use Veeam Agent operating in the managed mode, you must deploy the product in one of the following
ways:

o From Veeam Backup & Replication

o Manually using external tools

To learn more about managed Veeam Agent deployment, see the Protected Computers Discovery and
Veeam Agent Deployment section in the Veeam Agent Management Guide.

For Veeam Agent managed by Veeam Backup & Replication, data protection, data restore and
administration tasks are performed by a backup administrator in the Veeam Backup & Replication console.
To learn about managing Veeam Agent in Veeam Backup & Replication, see the Veeam Agent Management
Guide.
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e Veeam Service Provider Console

You can use Veeam Service Provider Console to manage Veeam Agents on multiple computers in your
infrastructure. When Veeam Agent is managed by Veeam Service Provider Console, you can configure
backup job settings, start and stop backup, change global settings, update and uninstall Veeam Agent and
collect Veeam Agent data for monitoring and billing.

To manage Veeam Agent from Veeam Service Provider Console, you must install Veeam Service Provider
Console management agent and Veeam Agent on the computer whose data you want to protect. After
that, in Veeam Service Provider Console, you must activate Veeam Agent on the protected computer to
set it into the managed operation mode.

For Veeam Agent managed by Veeam Service Provider Console, data protection, data restore and
administration tasks are performed by a backup administrator in Veeam Service Provider Console.

Backup administrator can enable a read-only access mode for Veeam Agent installed on the protected
computer. When you work directly with Veeam Agent operating in the read-only access mode, you can
perform a limited set of operations, including:

o Running the backup job manually.
o Viewing backup session statistics.
o Restoring individual files.

To learn about deploying and managing Veeam Agent with Veeam Service Provider Console, see Veeam
Service Provider Console Guides. Select the guide that suits your user role.
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Data Backup

We recommend that you regularly back up data stored on your computer. Backup creates a safety copy of your
data. If any kind of disaster strikes, you can restore your data from the backup and be sure that you will not lose
the necessary information.

You can set up Veeam Agent for Microsoft Windows to perform automatic scheduled backups (triggered at
specific time of the day or on specific events), or you can choose to back up data manually when needed. You
can back up the entire computer image, specific computer volumes or individual folders with files.

Backups created with Veeam Agent for Microsoft Windows can be saved to one of the following locations:

Removable storage device

Local computer drive

Network shared folder

On-premises or cloud-based object storage

Backup repository managed by a Veeam backup server

Cloud repository managed by a Veeam Cloud Connect service provider
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Backup Types

Veeam Agent for Microsoft Windows lets you create the following backup types:
e Volume-level backup
e File-level backup

In the file-level backup, you can select what personal data to back up. To learn more, see Personal Data
Backup.

When backing up the operating system data, you can select the desired backup type. To learn more, see System
State Data Backup.

Volume-Level Backup

You can set up Veeam Agent for Microsoft Windows to create a volume-level backup. The volume-level backup

captures the whole image of a data volume (also called logical drive or partition) on your computer. You can use
the volume-level backup to restore a computer volume, specific files and folders on the volume or perform bare
metal recovery.

You can back up all computer volumes or specific computer volumes.

e When you back up the entire computer image, Veeam Agent captures the content of all volumes on your
computer. The resulting backup file contains all volume data and Microsoft Windows OS system data:
system partition and boot partition. For GPT disks on Microsoft Windows 8.1, 10, 11, 2012, 2012 R2, 2016,
2019 and 2022, Veeam Agent additionally backs up the recovery partition.

Volumeas
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A [System volume]

B
[

User computer E F:h Targek storage
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e When you back up a specific computer volume, Veeam Agent captures only that data that resides on this
specific volume: files, folder, application data and so on.

If you choose to back up the system volume (volume on which Microsoft Windows is installed), Veeam
Agent automatically includes the System Reserved partition into the backup scope. You can exclude the
System Reserved partition from the backup if necessary. In this case, Veeam Agent will capture only data
on the system volume.

To learn more, see System State Data Backup.

Volumes
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File-Level Backup

You can set up Veeam Agent for Microsoft Windows to create a file-level backup. The file-level backup captures
only data of individual folders on the computer. You can use the file-level backup to restore files and folders
that you have added to the backup scope.

Veeam Agent lets you create two types of file-level backups:

e You caninclude individual folders into the backup. When you recover from such backup, you will be able
to restore folders that you have selected to back up, and files in these folders.

Volumes
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Target storage

e You can create a hybrid backup that will include folders and specific computer volumes. When you recover
from such backup, you will be able to restore the following components:

o For backed-up volume: the entire volume and individual files and folders on this volume.
o For backed-up folders: folders that you have selected to back up, and files in these folders.
Volumes
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System State Data Backup

To be able to restore critical components related to the OS and start the OS after recovery, you must include in
the backup the system volume (volume on which the OS is installed) and the System Reserved/UEFI or other
system partitions. To simplify this process, Veeam Agent for Microsoft Windows offers you to add the Operating
system component to the backup scope. When you select to back up the operating system data, Veeam Agent
automatically includes in the backup all data related to the OS. You can include the operating system data in the
volume-level and file-level backup.
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System State Backup in Volume-Level Backup

To include the operating system data in the volume-level backup, select the Operating system check box. When
you select to back up the operating system data, Veeam Agent automatically includes in the backup the system
volume and existing system partitions. If some additional system partitions appear on the Veeam Agent
computer in the future, for example, after the OS upgrade, Veeam Agent will add these partitions to the backup
scope too.

£53 Mew Backup lob X
Wolumes
w Choose wolumes to back up.
Marne Choose directories to backup:

Ciperating systern
Backup Mode
The following file systern objects: Total sizer 62,5 GB

IR [ s

[J== Local Disk ()
[J= Local Disk {F:
Local Storage =1 Systemn Reserved

Destination

Guest Processing
Schedule

Surmmary

Showw systern and hidden volumes

< Previaus Finish Cancel

Alternatively, you can explicitly select to back up the system volume. When you select to back up the system
volume, Veeam Agent automatically includes existing system partitions in the backup. However, if additional
system partitions appear on the Veeam Agent computer, Veeam Agent may be unable to back up such volumes.
Thus, we recommend that you use the Operating system option to create system state data backup.
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System State Backup in File-Level Backup

To include the operating system data in the file-level backup, select the Operating system check box. When you
select to back up the operating system data, Veeam Agent automatically includes in the backup all data related
to the OS: the system volume and existing system partitions.
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Tao specify file inclusion and exclusion settings, click &dvanced Advanced

< Previaus Finish Cancel
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Alternatively, you can manually select to back up the system volume and system partitions.

In this case, you will be able to exclude specific folders related to the OS from the backup (for example, the
Users folder and Documents and Settings folder). When you select to back up the Operating system data, you
cannot choose which components related to the OS must be backed up and which must be excluded.

£53 New Backup lob x

Files
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£ Previous Finish Cancel

Personal Data Backup

You can include personal data in the backup. In the file-level backup, to simplify this process, Veeam Agent for
Microsoft Windows offers you to add the Personal files component to the backup scope. When you select to
back up the personal data, Veeam Agent automatically includes in the backup data related to Veeam Agent
computer user profiles.

Personal Data Backup in File-Level Backup

To include personal data in the file-level backup, select the Personal files option. When you select to back up
the personal data by default, Veeam Agent includes in the backup all data stored in the Users folder on the
system volume excluding application data and data related to roaming user profiles. If you store personal
folders of user profiles in custom locations, Veeam Agent backs up them too. If you do not want to back up
default personal data, you can change the backup scope by selecting what folders Veeam Agent includes in the
Personal files component.
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TIP

e By default, in the Personal Folders window, all options are selected in the Backup user profile
folders list excluding the Application Data option and the Exclude roaming profiles option is
selected.

Veeam Agent 3.0 and 4.0, select all options in the Backup user profile folders list and clear the
Exclude roaming profiles option. Note that in this case, the only difference is that Veeam Agent 6
also backs up selected folders of user profiles that are stored in custom locations.

want to get these warnings, you can disable them with a registry value. To learn more, contact
Veeam Customer Support.

e If you want Veeam Agent to back up personal data close to the way personal data was backed up in

e If Veeam Agent fails to back up personal data, Veeam Agent displays a warning message in the job
session and a warning notification for each folder that Veeam Agent failed to back up. If you do not

You can use the Other files and folders option to back up all folders and files that are located in the Users folder
on the system volume, but are not available in the Personal Folders window. Keep in mind that depending on

the Other files and folders option, Veeam Agent behaves in one of the following ways:

e If the option is cleared, Veeam Agent backs up only selected personal folders in the Users folder on the
system volume and personal folders stored in custom locations. Keep in mind, that in such case Veeam
Agent backs up only those user profiles that are related to authenticated users. As a result, for example,
default and system user profiles will be excluded. Besides that, temporary and corrupted user profiles will

be excluded too.

e If the option is selected, Veeam Agent backs up all files and folders in the Usersfolder on the system

volume and personal folders stored in custom locations, but excludes personal data according to the
options that you cleared.
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Alternatively, you can explicitly select to back up the Usersfolder. In this case, you still will be able to exclude
specific subfolders of the Users folder from the backup. But you will need to exclude subfolders for each user
manually. You will also need to find user folders stored in custom locations and include subfolders there if
necessary. Thus, we recommend that you use the Personal files component to create personal data backup.
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Personal Data Backup in Volume-Level Backup

Typically, data and settings of the Veeam Agent computer users are located in the Users folder on the system
volume, for example, C:\Users. Thus, to include the operating system data in the volume-level backup, you

must explicitly select to back up the system volume.
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How Backup Works

During backup, Veeam Agent for Microsoft Windows performs the following operations:

1.

Veeam Agent creates a Microsoft VSS snapshot of the volume whose data you want to back up. The VSS
snapshot helps make sure that the data on the volume is consistent and does not change at the moment
of backup.

o Inthe Free and Workstation product editions, the VSS snapshot type depends on the OS of the Veeam
Agent computer. On Microsoft Windows Client OSes, Veeam Agent creates a copy-only VSS snapshot.
On Microsoft Windows Server OSes, Veeam Agent creates a full VSS snapshot.

o Inthe Server product edition, the VSS snapshot type depends on the specified application-aware
processing settings. To learn more, see Application-Aware Processing.

Veeam Agent does not create a VSS snapshot for the EFI system partition on GPT disks, because its data
does not change during backup. For the System Reserved and other system partitions, VSS snapshot can
be created if there is enough free disk space on the partition.

NOTE
Condider the following:

e By default, Microsoft Windows does not include offline Outlook Data Files (.ost) into a VSS
snapshot. As a result, these files are not included into Veeam Agent backups, too.

e If the Microsoft VSS technology fails to create a VSS snapshot for some reason, Veeam Agent
for Microsoft Windows retries the operation up to 3 times.

Veeam Agent reads data from the created VSS snapshot, compresses it and copies it to the target location.
o For volume-level backup, Veeam Agent copies data blocks of the whole volume.

o For file-level backup, Veeam Agent creates a volume inside the backup file in the target location. The
content of the volume in the backup file is synchronized with the volume on the source: Veeam Agent
for Microsoft Windows copies only those data that you have selected to back up.

During incremental backup, Veeam Agent uses Changed Block Tracking (CBT) to retrieve only those data
blocks that have changed since the previous backup session. To learn more, see Change Block Tracking.

In the target location, Veeam Agent stores copied data to the backup file.

If an application on the computer uses transaction logs to maintain the database consistency, Veeam
Agent can truncate transaction logs upon successful backup.

o Inthe Free and Workstation product editions, Veeam Agent truncates transaction logs depending on
the OS of the Veeam Agent computer. On Microsoft Windows Client OSes, Veeam Agent does not
truncate logs. On Microsoft Windows Server OSes, Veeam Agent always truncates logs.

o Inthe Server product edition, Veeam Agent truncates logs depending on the specified application-
aware processing settings. To learn more, see Application-Aware Processing.

IMPORTANT

The Veeam Agent Service runs under the LocalSystem account. On Microsoft SQL Server 2012, this account
does not have necessary permissions to truncate transaction logs. If you want Veeam Agent to
automatically truncate transaction logs, you need to manually add the LocalSystem account to a group
that has the SQL Server System Administrator rights.
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Backup Job

Veeam Agent for Microsoft Windows lets you configure a scheduled backup job that will perform backup
automatically in a timely manner. You can set up the backup job once and forget about running the backup
operation manually. Veeam Agent for Microsoft Windows will periodically launch the job to back up necessary
data on your computer.

The backup job settings define what data you want to back up, what the target location and retention policy for
created backups are and how often you want to back up your data. If necessary, you can re-configure the backup
job at any time or remove the job.

Depending on the product edition, you can configure one or more backup jobs in Veeam Agent for Microsoft
Windows:

e For the Free product edition, you can configure one backup job only.

e For the Workstation product edition, you can configure an unlimited number of backup jobs targeted at a
Veeam Cloud Connect repository plus one backup job targeted at any other supported backup location
(local or removable computer drive, network shared folder or Veeam backup repository).

e For the Server product edition, you can configure an unlimited number of backup jobs targeted at any
supported backup location.

To learn more about product editions, see Product Editions.

For example, you can configure one backup job to create volume-level backup and another backup job to create
file-level backup. Or you can configure backup jobs targeted at different backup locations to keep several copies
of your backed-up data. You can also configure multiple backup jobs with individual schedule to fine-tune
automatic backup creation process.

Settings of the backup job apply to ad-hoc backups as well: standalone full backups, active full backups and
incremental backups.
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Backup Job Schedule

Veeam Agent for Microsoft Windows launches the backup job according to the schedule you define. Scheduling
options available for the backup job differ depending on the edition of Veeam Agent:

e For the Free and Workstation product editions, you can schedule the job to start at specific time daily or
on specific week days. You can also instruct Veeam Agent to automatically perform backup on specific
events. To learn more, see Scheduling Options in Free and Workstation Editions.

e For the Server product edition, you can configure daily, monthly and periodic backup job schedule. You
can also specify settings for automatic job retries and configure a backup window. To learn more, see
Scheduling Options in Server Edition.

If you configure multiple backup jobs in Veeam Agent, you can specify individual schedule for each job. Veeam
Agent processes backup jobs sequentially, one after another. If the backup job must start upon schedule at the
time when another backup job is already running, the job will wait for the running job to complete, and start
afterwards.

For portable devices, Veeam Agent does not start a backup job on the defined schedule if a device is working on
battery and the battery level is below 20%.

If a backup job fails, Veeam Agent automatically retries the job. In the Free and Workstation editions, Veeam
Agent retries the job every 10 minutes within the next 23 hours. In the Server edition, you can specify retry
settings along with other scheduling options. To learn more, see Automatic Job Retries and Job Retry

In any edition, Veeam Agent can wake your computer from sleep at the time when the backup job must start. To
learn more, see Computer Wake Up from Sleep.

Scheduling Options in Free and Workstation Editions

You can schedule the backup job to start at specific time daily or on specific week days. You can also instruct
Veeam Agent for Microsoft Windows to automatically perform backup on specific events.

Missed Backup Schedule

Veeam Agent for Microsoft Windows does not perform scheduled backups if the computer is powered off. To
handle situations of short power outage or computer restart, Veeam Agent provides a tolerance window of 15
minutes for scheduled backups.

For example, you have configured the backup job to run daily at 10:00 PM. At 9:55 PM, there is a power outage
that lasts for 10 minutes. When the computer is on again at 10:05, Veeam Agent will automatically launch the
scheduled job to back up your data.

Additionally, you can instruct Veeam Agent to resume missed daily backup. If the computer is powered off at
the time when the scheduled backup job must start, and you power on the computer later, Veeam Agent will
not wait for the next scheduled backup. Instead, Veeam Agent will start the backup job right after the computer
is powered on to ensure no necessary data is lost because of the missed backup.

Backup on Specific Events

In addition to the basic job schedule, you can instruct Veeam Agent to launch the backup job on specific events.
Veeam Agent lets you trigger backup on the following events:

e Lock — the user locks the computer.

e Log off — the user performs a logout operation on the computer.
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e When backup target is connected — the target backup location becomes available: the user attaches a
known removable storage device to the computer or a network connection to the backup repository is
established.

You can instruct Veeam Agent to eject the removable storage device after the backup job successfully
completes. This helps to protect backup files in the target location from encrypting ransomware, such as
CryptoLocker.

Backup on specific event helps you ensure that you capture all changes made within a specific time interval —
for example, during a working day. When the necessary event occurs, Veeam Agent automatically launches the
scheduled backup job. As a result, you can be sure that all changes made within some period of time are backed
up, and you do not lose your data.

If you choose to perform backup on specific events, you can restrict the frequency of backup job sessions. You
can instruct Veeam Agent not to start the backup job at specific events more often than once a specified time
interval, for example, not more often than every 2 hours. This option does not affect daily schedule. Daily
backups are performed according to the defined schedule regardless of the specified time interval.

Backup on specific events helps you fine-tune the backup job schedule. For example, you can specify the
following scheduling settings for the backup job:

e The backup job must start automatically at 10:00 PM every day.
e The backup job must start at computer lock.
e The backup job must not run more often than every 2 hours.

Veeam Agent will launch the backup job at the end of the working day, when you lock your computer. In
addition, Veeam Agent will perform backup at 10:00 PM regardless of the time interval between the computer
lock and scheduled backup.

If you lock your computer later than at 10:00 PM, Veeam Agent will perform backup in the following order. At
10:00 PM, Veeam Agent will launch the backup job upon the daily schedule. If the time interval between the
scheduled backup and computer lock is greater than 2 hours, Veeam Agent will additionally perform backup at
computer lock. If the time interval between the scheduled backup and computer lock is not greater than 2
hours, Veeam Agent will not perform backup at computer lock.

Automatic Job Retries

Veeam Agent for Microsoft Windows supports automatic retries for the scheduled backup job. If the backup job
is started on the defined daily schedule and fails for some reason, Veeam Agent automatically retries the job
every 10 minutes within the next 23 hours.

If the backup job fails and Veeam Agent retries the job session, Veeam Agent does not transfer all the data
again. Instead, Veeam Agent continues data transfer that was started before the backup job fail. To do so,
Veeam Agent compares hash values for data blocks on source and target. After the hash comparison, Veeam
Agent transfers only those data blocks that were not transferred before the job fail. If data blocks on source
were changed before the automatic retry, Veeam Agent transfers these data blocks as well.

If you edit certain job configuration options before the automatic retry, Veeam Agent may require to transfer all
the data to target again. These options include backup scope, data compression, storage optimization, data
encryption. Keep in mind that if you back up data to the Veeam backup repository and change data encryption
options on the Veeam Backup & Replication side, Veeam Agent transfers all the data to the repository again.

Veeam Agent does not fail the backup job session in case Veeam Agent computer is put into sleep or hibernate
mode during the job session, and the backup job is targeted at one of the following locations:

e Local computer drive

e Network shared folder
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After the computer is turned on and the connection is restored, Veeam Agent operates in the same way as in
case of automatic job retry. Veeam Agent does not transfer all the data again, but continues the job session
from the point where it stopped.

Limitations for Automatic Job Retry

e Veeam Agent continues data transfer after the backup job fail only if you configured a job that creates
volume-level backups. To learn more about volume-level backups, see Volume-Level Backup.

e Veeam Agent does not perform automatic retry for jobs started manually.

e Veeam Agent does not automatically retry the backup job if the job session is started when the computer
is powered on after missed daily backup.

e Veeam Agent retries a job only if the previous job session has failed. Veeam Agent does not perform a
retry if a job session has finished with the Success or Warning status.

e For portable devices, Veeam Agent does not automatically retry the backup job if a device is working on
battery and the battery level is below 20%.

Scheduling Options in Server Edition

You can schedule the backup job to start automatically at specific time. Veeam Agent for Microsoft Windows
lets you configure the following settings for the job:

e Scheduling settings
e Jobretry settings

e Backup window settings

Automatic Startup Schedule

Veeam Agent for Microsoft Windows lets you configure the following scheduling settings for jobs:
e You can schedule the backup job to run at specific time every day or on selected days
e You can schedule the backup job to run periodically at specific time intervals

e You can schedule the backup job to run continuously

Job Started at Specific Time

You can schedule the backup job to start at specific time daily, on specific week days or monthly on selected
days.

This type of schedule requires that you define the exact time when the job must be started. For example, you
can configure the job to start daily at 10:00 PM or every first Sunday of the month at 12:00 AM.

10:00 PM 10:00 PM 10:00 PM  10:00 PM 10:00 PM  10:00 PM  10:00 PM
s | e | e | e | e | e —

“sun | vion [ tue W wea i | e [ sar |
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Job Started at Specific Time Intervals

You can schedule the backup job to start periodically throughout a day at a specific time interval. The time
interval between job sessions can be defined in minutes or hours. For example, you can configure a job to start
every 30 minutes or every 2 hours.

For periodically run jobs, reference time is midnight (12:00 AM). Veeam Agent for Microsoft Windows always
starts counting defined intervals from 12:00 AM, and the first job session will start at 12:00 AM. For example, if
you configure a job to run with a 4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM,
4:00 PM and so on.

12:00 AM  4:00 AM  8:00 AM 12:00PM 4:00PM  8:00 PM  12:00 AM

If necessary, you can specify an offset for periodically run jobs. The offset is an exact time within an hour when
the job must start. For example, you can configure the job to start with a 4-hour interval and specify offset
equal to 15 minutes. In this case, the job will start at 12.15 AM, 4:15 AM, 8:15 AM, 12:15 PM, 4:15 PM and so on.

12:15 AM 4:154M  8:15AM  12:15PM <4:15PM  8:15PM  12:15 AM

If a session of the periodically run job does not fit into the specified time interval and overlaps the next planned
job session, Veeam Agent for Microsoft Windows starts the next backup job session at the nearest scheduled
interval. For example, you set up the job to run with a 4-hour interval. The first job session starts at 12:00 AM,
takes 5 hours and completes at 5:00 AM. In this case, Veeam Agent for Microsoft Windows will start a new job
session at 8:00 AM.

12:00 AM 5:00 AM S:00 AM 12:00PM 4:00PM 8:00 PM  12:00 &AM

Job Run Continuously

You can schedule the job to run continuously — that is, in a non-stop manner. A new session of the continuously
running job starts as soon as the previous job session completes. Continuously run job can help you implement
near-continuous data protection (near-CDP) for the most critical applications.

4:15 AM 12:37 FM 8:31 PM
e | ——— | —— | —

Job Retry

You can instruct Veeam Agent for Microsoft Windows to retry the backup job several times if the initial job
session fails. By default, Veeam Agent for Microsoft Windows automatically retries a failed job for 3 times within
one job session. If necessary, however, you can define a custom number of retries in the job settings.
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If a backup job fails and Veeam Agent retries the job session, Veeam Agent does not transfer all the data again.
Instead, Veeam Agent continues data transfer that was started before the backup job fail. To do so, Veeam
Agent compares hash values for data blocks on source and target. After the hash comparison, Veeam Agent also
transfers only those data blocks that were not transferred before the job fail. If data blocks on source were
changed before the retry, Veeam Agent transfers these data blocks as well.

If you edit certain job configuration options before the retry, Veeam Agent may require to transfer all the data
to target again. These options include backup scope, data compression, storage optimization, data encryption.
Keep in mind that if you back up data to the Veeam backup repository and change data encryption options on
the Veeam Backup & Replication side, Veeam Agent transfers all the data to the repository again.

Veeam Agent does not fail the backup job session in case Veeam Agent computer is put into sleep or hibernate
mode during the job session, and the backup job is targeted at one of the following locations:

e Local computer drive
e Network shared folder

After the computer is turned on and the connection is restored, Veeam Agent operates in the same way as in
case of job retry. Veeam Agent does not transfer all the data again, but continues the job session from the point
where it stopped.

Limitations for Job Retry

e Veeam Agent continues data transfer after the backup job fail only if you configured a job that creates
volume-level backups. To learn more about volume-level backups, see Volume-Level Backup.

e Veeam Agent does not perform retry for jobs started manually.

e Veeam Agent does not retry the backup job if the job session is started when the computer is powered on
after missed daily backup.

e Veeam Agent retries a job only if the previous job session has failed. Veeam Agent does not perform a
retry if a job session has finished with the Success or Warning status.

e For portable devices, Veeam Agent does not retry the backup job if a device is working on battery and the
battery level is below 20%.

Backup Window

If necessary, you can specify a backup window for the backup job. The backup window is a period of time on
week days when the job is permitted to run.

The backup window can be helpful if you do not want the data protection job to produce unwanted overhead for
the production environment or do not want the job to overlap production hours. In this case, you can define the
time interval during which the job must not run.

If the job exceeds the allowed window, it will be automatically terminated. In this case, data transport and
backup chain transformation processes are stopped.

IMPORTANT

The backup window does not affect the process of uploading backup files from the backup cache to the
target storage. If Veeam Agent creates one or more backup files in the backup cache, and then the backup
target becomes available, Veeam Agent uploads backup files to the target location immediately, regardless
of the specified backup window.
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Backup Window for Periodically Run Job

If you define the backup window for the job that runs periodically at specific time intervals, Veeam Agent will
immediately start the job after the denied window is over. All subsequent backup job sessions will be performed
according to specified scheduling settings.

For example, you have configured the job to run with a 4-hour interval with an offset of 15 minutes. The allowed
backup window for the job is 7:00 PM to 8:00 AM. Veeam Agent will run this job in the following way:

1. The first job session will start at 12:15 AM (since midnight is a reference time for periodically run jobs).
2. The next job session will start at 4:15 AM.

3. The job session at 8:15 AM will not be performed, because it falls into the denied period of the backup
window.

4. The next job session will start immediately after the denied period is over: at 7:15 PM.

5. After that, Veeam Agent for Microsoft Windows will run the job by the defined schedule: at 8:15 PM, 12:15
AM and so on.

1215AM 15AM 15 AM TSPM  &15PM 12:15 AM
e || e | — | o | — | —

Denied interval
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Computer Wake Up from Sleep

If your computer is in the standby mode at the time when the backup job must start, Veeam Agent for Microsoft
Windows automatically wakes your computer from sleep. The wake-up feature lets you schedule your backup at
night. At the defined time, Veeam Agent for Microsoft Windows will wake up the computer and perform a
scheduled task. If necessary, you can additionally instruct Veeam Agent for Microsoft Windows to bring the
computer back to the standby mode or power off the computer after the backup is finished.

Veeam Agent for Microsoft Windows wakes up the computer by default, unless the power saving settings on the
computer prohibit this. If the wake up operation is not possible for some reason, the computer will remain in the
standby mode, and the backup operation will not be performed. You can instruct Veeam Agent for Microsoft
Windows to resume missed backup in such situations. To learn more, see Missed Backup Schedule.

IMPORTANT

[For tablets running Microsoft Windows 8.1 or later] If at the moment of backup a computer is in the
Connected Standby power saving mode, Veeam Agent for Microsoft Windows will fail to wake it up due to
limitations set by the OS itself.
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Ad-Hoc Backup

You can create ad-hoc backups of your data when you need.

Ad-hoc backups let you capture your data at a specific point in time. You can create ad-hoc backups before you
perform some alterations on your computer: install new software or enable a new feature. Ad-hoc backups help
you protect your computer from potential data corruption or data loss that can be caused by these operations. If
an error occurs, you can always restore data from the ad-hoc backup and bring your computer system to a state
before the alteration was made.

Veeam Agent for Microsoft Windows lets you create the following types of ad-hoc backups:
e Incremental backup

e Standalone full backup

Ad-Hoc Incremental Backup

If you want to create a new backup of your data in addition to backups created with the scheduled backup job,
you can perform ad-hoc incremental backup. Ad-hoc incremental backup adds a new restore point to the backup
chain. For example, you may want to back up your data before you install new software on your computer or
enable a new feature.

For ad-hoc incremental backup, Veeam Agent for Microsoft Windows uses settings specified for the backup job.
For example, if you have configured the backup job to perform backup of a specific volume, the ad-hoc
incremental backup operation will create an incremental backup of this volume and save it in the target location,
next to existing backup files in the backup chain.

(_D_
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| backup
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scheduled backups vib .vib vib
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Unlike the backup job started upon schedule, the ad-hoc incremental backup task is not retried automatically. If
the task fails for some reason, you will have to start it manually again.

Veeam Agent for Microsoft Windows treats restore points created by ad-hoc incremental backup as regular
restore points, and applies to them retention policy settings specified for the backup job. To learn more, see
Backup Retention Policy.

Standalone Full Backup

Sometimes you need to create a full backup of your data. For example, you may want to save a copy of your
data on a CD or DVD or create a full backup of all data on your computer at some point in time. In these
situations, you can perform standalone full backup.

When Veeam Agent for Microsoft Windows performs standalone full backup, it produces a full backup of your
data in a separate folder in the target location. The standalone full backup is not associated with subsequent
incremental backups. You can use it as an independent restore point for data recovery.
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To create a standalone full backup, Veeam Agent for Microsoft Windows uses settings specified for the backup
job. For example, if you have configured the backup job to perform backup of a specific volume, the standalone
full backup will create a full backup of this volume in a separate folder in the target location.

Unlike the backup job started upon schedule, the standalone full backup task is not retried automatically. If
standalone full backup fails for some reason, you will have to start the standalone full backup task manually
again.

The standalone full backup is not removed by retention. To remove it, you must manually delete the full backup
file from disk.

NOTE
You cannot perform standalone full backup if the backup job is targeted at one of the following locations:

e Veeam backup repository
e Veeam Cloud Connect repository
e Object storage

Standalone Full Backup to Another Location

You can create a standalone full backup in a separate location that is not specified as a target location in the
backup job settings. For example, you may want to save a copy of your data on a removable storage device
while your scheduled backup job is targeted at the network shared folder.

Backup to another location practically does not differ from regular standalone full backup. The only difference is
that you must manually select a target location in which Veeam Agent for Microsoft Windows will save the
backup file. You can save backup files to the following locations:

e Removable storage device
e Local computer drive
e Network shared folder

You cannot use a Veeam backup repository or Veeam Cloud Connect repository as a target for backup to another
location.
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Parallel Disk Processing

Veeam Agent for Microsoft Windows supports parallel disk processing. If you included several disks of the
Veeam Agent computer in the backup scope, Veeam Agent will process disks simultaneously.

How Parallel Disk Processing Works

During backup, Veeam Agent for Microsoft Windows creates a Microsoft VSS snapshot of the volume whose
data you want to back up as described in section How Backup Works. After the VSS snapshot is created, Veeam
Agent transfers data blocks of disks to the target storage simultaneously.

The number of disks that are simultaneously processed by Veeam Agent is limited by repository settings on the
Veeam Backup & Replication side. During the backup job session, Veeam Backup & Replication compares the
number of currently processed disks to the limit specified in the properties of the backup repository. If the
number of currently processed disks is greater than the limit, Veeam Agent will not transfer data of a new disk.
Only after data transfer for at least one of the disks completes, Veeam Agent starts data transfer for the next
disk. To learn more, see the Limitation of Concurrent Tasks section in the Veeam Backup & Replication User
Guide.

You can also limit the number of disks that are processed simultaneously with a registry value. Keep in mind
that if the number of simultaneously processed disks is limited by both repository settings and registry value,
Veeam Agent uses the lower limit. To learn more about the registry value, see this Veeam KB article.

If processing of at least one disk fails, the entire backup job session completes with an error.

Limitations for Parallel Disk Processing

e Parallel disk processing is available only in the Server edition of Veeam Agent for Microsoft Windows.

e Veeam Agent offers parallel disk processing for backups that are created in the following types of target
locations:

o Veeam backup repository
o Veeam Cloud Connect repository
e Parallel disk processing is not supported for dynamic disks.

e Parallel disk processing is not performed for file-level backups.
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Backup Chain

Every backup job session produces a new backup file in the target location. Backup files make up a backup chain.
The backup chain can contain files of two types: full backups and incremental backups.

e During the first backup job session, Veeam Agent performs full backup. Veeam Agent copies all data that
you have chosen to back up (entire volumes and folders) and stores the resulting full backup file (VBK) in
the target location. The full backup takes significant time to complete and produces a large backup file:
you have to copy the whole amount of data.

e During subsequent backup job sessions, Veeam Agent performs incremental backups. It copies only new or
changed data relatively to the last backup job session and saves this data as an incremental backup file
(VIB) in the target location. Incremental backups typically take less time than full backup: you have to
copy only changes, not the whole amount of data.

Mon Tue Wed Thu Fri cat

After several backup cycles, you have a chain of backup files in the target location: the first full backup file and
subsequent incremental backup files. Every backup file contains a restore point for backed-up data. A restore
point is a "snapshot" of your data at a specific point in time. You can use restore points to roll back your data to
the necessary state.

Sun

To recover data to a specific restore point, you need a chain of backup files: a full backup file plus a set of
incremental backup files following this full backup file. If some file from the backup chain is missing, you will
not be able to roll back to the necessary state. For this reason, we recommend that you do not delete separate
backup files manually. To learn more, see Deleting Backups.

Required backup files

Restore
point
Sun Mon Tue Wed Thu Fri Sat

Types of Backup Files

Veeam Agent produces backup files of the following types:
e VBK — full backup file.

e VIB —incremental backup file.
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e VBM — backup metadata file. The backup metadata file is updated with every backup job session. It
contains information about the computer on which the backup was created, every restore point in the
backup chain, how restore points are linked to each other and so on. The backup metadata file is required
for performing file-level and volume-level restore operations.

NOTE

For backup jobs with database log backup options enabled, Veeam Agent for Microsoft Windows
additionally produces backup files of the following types:

e VLB, VSM and VLM files — for Microsoft SQL Server transaction log backups
e VLB, VOM and VLM files — for Oracle archived log backups

Keep in mind that Veeam Agent creates VLM files only in backup chains started in Veeam Agent for
Microsoft Windows 5.0 and later. If you upgrade Veeam Agent and continue the backup chain that was
started in the earlier Veeam Agent version, Veeam Agent will not create VLM files in this backup chain.

Short-Term Retention Policy

Restore points in the backup chain are not kept forever. They are removed according to the retention policy. The
short-term retention policy helps maintain the life cycle of restore points and make sure that backup files do not
consume the whole disk space.

Short-term retention policy depends on the edition of Veeam Agent for Microsoft Windows:

e Inthe Free and Workstation editions, Veeam Agent retains restore points for a certain number of days. To
learn more, see Retention Policy in Free and Workstation Editions.

e Inthe Server edition, you can select the logic behind the short-term retention policy. Veeam Agent can
retain restore points for a certain number of days or retains a certain number of latest restore points that
is defined by the user. To learn more, see Retention Policy in Server Edition.

You can also specify the retention policy for outdated backups — backups for which Veeam Agent does not
create new restore points within a specified time period. To learn more, see Retention Policy for Outdated
Backups.

Retention Policy in Free and Workstation Editions

In the Free and Workstation editions, Veeam Agent for Microsoft Windows retains restore points for the last N
days; the number of days is defined by the user. During every backup job session, Veeam Agent for Microsoft
Windows checks if there is any obsolete restore point in the backup chain. If some restore point is obsolete, it is
removed from the chain.

For retention policy settings, Veeam Agent for Microsoft Windows takes into account not calendar days but days
on which backup files were successfully created.

For example, you have configured the backup job in the following way:
e The backup job runs daily.

e The retention policy is set to 5 days.
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The backup job has successfully run 3 times and created 3 restore points in the backup chain. After that, you
have turned off your computer for 10 days. When you turn on your computer, Veeam Agent for Microsoft
Windows runs a backup job by schedule and creates a new restore point. The earliest restore point, however, is
not removed from the backup chain. At the end of a new backup job session, the backup chain will have only 4
restore points created during 4 days when the backup job was successfully run.
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Removing Backups by Retention

When removing obsolete restore points, Veeam Agent does not just delete backup files from disk. It transforms
the backup chain so that the backup chain always contains a full backup file on which subsequent incremental
backup files are dependent. To maintain the consistency of the backup chain, Veeam Agent uses the following
rotation scheme:

1. During every backup job session Veeam Agent adds a backup file to the backup chain and checks if there is
an obsolete restore point.

MNew restore
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2. If an obsolete restore point exists, Veeam Agent transforms the backup chain. As part of this process, it
performs the following operations:

a. Veeam Agent re-builds the full backup file to include in it data of the incremental backup file that
follows the full backup file. To do this, Veeam Agent injects into the full backup file data blocks from
the earliest incremental backup file in the chain. This way, a full backup ‘moves' forward in the backup
chain.

Injecting data blocks
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b. The earliest incremental backup file is removed from the chain as redundant: its data has already been
injected into the full backup file, and the full backup file includes data of this incremental backup file.
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If the backup chain contains several obsolete restore points, the rebuild procedure is similar. Data from
several restore points is injected to the re-built full backup file. This way, Veeam Agent makes sure that
the backup chain is not broken, and you will be able to recover your data to any restore point.

Injecting data blocks
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Retention Policy in Server Edition

In the Server edition, you can select the logic behind the short-term retention policy. Veeam Agent offers the
following options:

Veeam Agent retains restore points for the last N days; the number of days is defined by the user. In this
case, Veeam Agent works in a similar way as in the Free or Workstation editions. To learn more, see
Retention Policy in Free and Workstation Editions.

Veeam Agent retains the number of latest restore points defined by the user.

During every backup job session, Veeam Agent checks if there is any obsolete restore point in the backup chain.
If some restore point is obsolete, it is removed from the chain.

Removing Backups by Retention

When removing obsolete restore points, Veeam Agent does not just delete backup files from disk. It transforms
the backup chain so that the backup chain always contains a full backup file on which subsequent incremental
backup files are dependent. To maintain the consistency of the backup chain, Veeam Agent uses the following
rotation scheme:

1.

During every backup job session Veeam Agent adds a backup file to the backup chain and checks if there is
an obsolete restore point.
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2. If an obsolete restore point exists, Veeam Agent transforms the backup chain. As part of this process, it
performs the following operations:

a. Veeam Agent re-builds the full backup file to include in it data of the incremental backup file that
follows the full backup file. To do this, Veeam Agent injects into the full backup file data blocks from
the earliest incremental backup file in the chain. This way, a full backup ‘'moves' forward in the backup
chain.

Injecting data blocks
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b. The earliest incremental backup file is removed from the chain as redundant: its data has already been
injected into the full backup file, and the full backup file includes data of this incremental backup file.
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If the backup chain contains several obsolete restore points, the rebuild procedure is similar. Data from
several restore points is injected to the re-built full backup file. This way, Veeam Agent makes sure that
the backup chain is not broken, and you will be able to recover your data to any restore point.

Injecting data blocks
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Retention Policy for Outdated Backups

In addition to specifying general retention policy settings, you can define retention policy for outdated backups.
An outdated backup is a backup for which no new restore points were created within the last N days. Retention
policy for outdated backups helps to avoid keeping redundant data in the target location: once the outdated
backup retention period is over, an outdated backup is automatically removed from the target location.

Veeam Agent for Microsoft Windows offers retention policy for outdated backups that are created in the
following types of target locations:

e Veeam backup repository

e Veeam Cloud Connect repository
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To specify retention policy for outdated backups, you must enable the Remove deleted items data after <N>
days option in backup job settings and specify the number of days for which data of outdated backups must be
retained in the backup repository. By default, Veeam Agent for Microsoft Windows retains outdated backups for
30 days. You can change the number of days to retain outdated backups if necessary.

Consider the following:

e You must use retention policy for outdated backups wisely. We strongly recommend that you set
retention policy for outdated backups to 7 days or more to prevent unwanted data loss.

e The Remove deleted items after <N> days option lets you control data of backups for which Veeam Agent
for Microsoft Windows does not produce new restore points for some time. In addition to it, Veeam Agent
for Microsoft Windows applies general retention policy rules to maintain the necessary number of restore
points in the backup chain. To learn more, see Backup Retention Policy.
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How Retention Policy for Outdated Backups Works

Although you specify retention policy settings for outdated backups in Veeam Agent for Microsoft Windows,
actions required to track and delete outdated Veeam Agent backups are taken on the Veeam Backup &
Replication side.

To perform necessary actions, Veeam Backup & Replication uses the Veeam Agent backup retention job that
runs on the backup server. The Veeam Agent backup retention job runs upon schedule, at 12:30 AM daily.

NOTE

You can change the schedule for the Veeam Agent backup retention job with registry values. For more
information, contact Veeam Customer Support.
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During the Veeam Agent backup retention job session, Veeam Backup & Replication performs the following
operations:

1. Veeam Backup & Replication checks the configuration database to detect Veeam Agent backups that
reside in the backup repository.

2. For each Veeam Agent backup, Veeam Backup & Replication checks whether the following conditions are
met:

a. The configuration database contains information about the backup job that created the Veeam Agent
backup.

The configuration database does not contain information about the backup job that created the
backup in the following cases:

= The backup job that created the backup was removed in Veeam Agent for Microsoft Windows.
= The Veeam Agent backup was imported in the Veeam Backup & Replication console.

= The Veeam Agent backup is a standalone full backup.

If the configuration database does not contain information about the backup job that created the
backup, Veeam Backup & Replication does not remove such a backup from the backup repository.

b. The Remove deleted items after <N> days option is enabled in the backup job settings. If the option is
enabled, Veeam Backup & Replication checks whether the following conditions are met:

= No new restore points were created by the backup job for the last N days.
= No new backup job sessions were detected by Veeam Backup & Replication for the last N days.

= [For backup jobs with database log backup enabled] No database log copies (Microsoft SQL
Server transaction log or Oracle archive log copies) were created by the database log backup job
for the last N days.

Where N is the number of days specified for the Remove deleted items data after <N> days
option.

3. If all the conditions listed in the step 2 are met, Veeam Backup & Replication removes the Veeam Agent
backup from the configuration database and deletes actual backup files from the backup repository.

Long-Term Retention Policy (GFS)

The long-term or Grandfather-Father-Son (GFS) retention policy allows you to store backup files for long
periods of time — for weeks, months and even years. For this purpose, Veeam Agent does not create any special
new backup files — it uses backup files created while backup job runs and marks these backups with specific GFS

flags.

To mark a backup file for long-term retention, Veeam Agent can assign to the file the following types of GFS
flags: weekly (W), monthly (M) and yearly (Y). The types of GFS flags that Veeam Agent assigns depend on the
configured .
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NOTE
Consider the following:

e GFS flags can be assigned only to full backup files created during the time period specified in GFS
policy settings.

e If you store your backups in object storage, and you do not configure Veeam Agent to perform
active full backups periodically, Veeam Agent will create a full backup based on the last incremental
backup and will assign a GFS flag to this full backup. If some data blocks required to create the full
backup already reside in the object storage repository, the full backup will contain links to such data
blocks. To avoid extra costs, Veeam Agent does not retrieve actual data blocks from the object
storage repository.

If Veeam Agent assigns a GFS flag to a full backup file, this backup file can no longer be deleted or modified.
Veeam Agent does not apply short-term retention policy settings to the full backup file. For example, Veeam
Agent ignores the backup file when determining whether the number of allowed backup files is exceeded.

When the specified retention period ends, Veeam Agent unassigns the GFS flag from the full backup file. If the
backup file does not have any other GFS flags assigned, it can be modified and deleted according to the short-
term retention policy.

Veeam Agent assigns GFS flags in the similar way as Veeam Backup & Replication does for VM backup files. To
learn about logic behind GFS flags, see the Assignment of GFS Flags and Removal of GFS Flags sections in the
Veeam Backup & Replication User Guide.

Limitations

When planning to use GFS retention policy, consider the following limitations:

e [Applicable to all backup targets except object storage] While applying the GFS retention policy, Veeam
Agent does not create new full backup files. You must configure your backup jobs in a way you do not lose
any essential data due to an insufficient number of full backup files. For example, if you configure monthly
GFS retention, you need at least one full backup file per month.

e If a GFS flag is assigned to a full backup file in an active backup chain, the following applies:
o Veeam Agent cannot transform the backup chain according to the short-term retention policy.
o Veeam Agent is not able to merge data from incremental backup files into the full backup file.

e Veeam Agent assigns GFS flags only after you save GFS retention policy settings. This means that GFS
flags are assigned only to those backup files created after the configuration, while backup files created
earlier are not affected and previously assigned flags are not modified.

e You cannot store full backups to which GFS flags are assigned in backup repositories with rotated drives.

e Retention policy for deleted items does not apply to full backup files to which GFS flags are assigned.

Active Full Backup

In some cases, you need to regularly create a full backup. For example, your corporate backup job may require
that you create a full backup on weekend and run incremental backup on work days. To let you conform to these
requirements, Veeam Agent lets you create active full backups.

When Veeam Agent performs active full backup, it produces a full backup file and adds this file to the backup
chain.
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The active full backup resets the backup chain. All incremental backup files use the latest active full backup file
as a new starting point. A previously used full backup file and its subsequent incremental backup files remain on
the disk. After the last incremental backup file created prior to the active full backup becomes outdated, Veeam

Agent automatically deletes the previous backup chain. To learn more, see Retention Job for Active Full
Backups.
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You can create active full backups manually or schedule a backup job to create active full backups periodically.

e Tocreate an active full backup manually, use the Active full backup command from the Veeam Agent Tray
menu. To learn more, see Creating Active Full Backups.

e Toschedule active full backups, specify scheduling settings in the Advanced Settings window of the New
Backup Job wizard. You can schedule active full backups to run weekly, for example, every Saturday, or
monthly, for example, every first Thursday of a month.
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Retention Job for Active Full Backups

To be able to restore data from a Veeam Agent backup, you need to have a full backup file and a chain of
subsequent incremental backup files on the disk. If you delete a full backup file, the whole chain of incremental
backup files will become useless. In a similar manner, if you delete any incremental backup file before the point
to which you want to roll back, you won't be able to restore data (since later incremental backup files depend on
earlier incremental backup files).

For this reason, if you create an active full backup, in some days there will be more restore points on the disk
than specified by retention job settings. Veeam Agent will remove the full backup chain only after the last
incremental backup file in the chain becomes outdated.

For example, the retention job is set to 3 restore points. A full backup file is created on Sunday, incremental
backup files are created on Monday and Tuesday, and an active full backup is created on Wednesday. Although
the backup chain now contains 4 restore points, Veeam Agent will not delete the previous backup chain. Veeam
Agent will wait for the next 2 incremental backup files to be created, and only then will delete the whole
previous chain, which will happen on Friday. As a result, although the retention job is set to 3 restore points, the
actual number of backup files on the disk will be greater for some time.

3 restore points
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Full backup full backup
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Veeam Agent treats the active full backup in the same way as a regular full backup. If some restore point
becomes obsolete, Veeam Agent will re-build the full backup file to include in it data of the incremental backup
file that follows the full backup file. After that, Veeam Agent will remove the earliest incremental backup file
from the chain as redundant.
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In some situations, running active full backups periodically may not be an option. Active full backups are
resource-intensive and consume considerable amount of network bandwidth. As an alternative, you can create
synthetic full backups.
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NOTE
Consider the following:

e Synthetic full backup is available only in the Workstation and Server editions of Veeam Agent for
Microsoft Windows.
e Synthetic full backup is not available for backup jobs targeted at object storage.

In terms of data, the synthetic full backup is identical to a regular full backup. Synthetic full backup produces a
VBK file that contains all data that you have chosen to back up. The difference between active and synthetic full
backup lies in the way how backed-up data is retrieved:

e When you perform active full backup, Veeam Agent for Microsoft Windows reads backed-up data,
compresses it and copies it to the target location.

e When you perform synthetic full backup, Veeam Agent for Microsoft Windows does not retrieve all
backed-up data from the Veeam Agent computer. Instead, it creates a new incremental backup and then
synthesizes a full backup from data you already have on the target location. Veeam Agent for Microsoft
Windows accesses the previous full backup file and a chain of subsequent incremental backup files in the
backup chain including a new incremental backup, consolidates data from these files and writes
consolidated data into a new full backup file. As a result, the created synthetic full backup file contains
the same data as an active full backup.

The synthetic full backup has a number of advantages:

e The synthetic full backup does not use network resources: it is created from backup files you already have
on the target location.

e The synthetic full backup produces less load on the production environment: it is synthesized right on the
target location.

Veeam Agent for Microsoft Windows treats synthetic full backups as regular full backups. As well as any other
full backup file, the synthetic full backup file resets the backup chain. All subsequent incremental backup files
use the synthetic full backup file as a new starting point.

A previously used full backup file and its subsequent incremental backup files remain on the disk. After the last
incremental backup file created prior to the synthetic full backup becomes outdated, Veeam Agent for Microsoft
Windows automatically deletes the previous backup chain. To learn more, see Retention Policy for Synthetic Full
Backups.

To create synthetic full backups, you must enable the Create synthetic full backups periodically option and
schedule creation of synthetic full backups on specific days in the backup job settings.
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Retention Policy for Synthetic Full Backups

To be able to restore data from a Veeam Agent backup, you need to have a full backup file and a chain of
subsequent incremental backup files on the disk. If you delete a full backup file, the whole chain of incremental
backup files will become useless. In a similar manner, if you delete any incremental backup file before the point
to which you want to roll back, you will not be able to restore data (since later incremental backup files depend
on earlier incremental backup files).

For this reason, if you set up the backup job to create synthetic full backups, in some days there will be more
restore points on the disk than specified by retention policy settings. Veeam Agent for Microsoft Windows will
remove the full backup chain only after the last incremental backup file in the chain becomes outdated.

For example, the retention policy is set to 3 restore points. A full backup file is created on Sunday, incremental
backup files are created Monday through Saturday, and synthetic full backup is scheduled on Thursday.
Although the retention policy is already breached on Wednesday, the full backup is not deleted. Without the full
backup, backup chain is useless, leaving you without any restore point at all. Veeam Agent for Microsoft
Windows will wait for the next full backup file and 2 incremental backup files to be created, and only then will
delete the whole previous chain, which will happen on Saturday.

3 restore points
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Keep in mind that if the backup job is set up to create synthetic full backups, Veeam Agent for Microsoft
Windows will never transform the backup chain. Instead, Veeam Agent for Microsoft Windows will always wait
for the next full backup file and the necessary number of incremental backup files to be created, and only then
will delete the whole previous chain. In the example above, Veeam Agent for Microsoft Windows will delete the
previous chain every Saturday. As a result, although the retention policy is set to 3 restore points, the actual
number of backup files on the disk will be greater most of the time.
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How Synthetic Full Backup Works

To create a synthetic full backup, Veeam Agent for Microsoft Windows performs the following steps:

1. On a day when synthetic full backup is scheduled, Veeam Agent for Microsoft Windows triggers a new
backup job session. During this session, Veeam Agent for Microsoft Windows first performs incremental
backup in a regular manner and adds a new incremental backup file to the backup chain. Incremental
backup helps Veeam Agent for Microsoft Windows ensure that the synthetic full backup includes the
latest changes of the backed-up data.
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2. Atthe end of the backup job session, Veeam Agent for Microsoft Windows builds a new synthetic full
backup using backup files that are already available in the backup chain, including the newly created
incremental backup file.
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3. When the synthetic full backup is created, Veeam Agent for Microsoft Windows deletes the incremental
backup file created at the beginning of the job session. As a result, you have a backup chain that consists
of a full backup file, set of incremental backup files and synthetic full backup file.

Synthetic
Full backup full backup
Mew
incremental
Incremental backups backup
Sun hMon Tue Wed Thu Fri Fri

4. Every next job session creates a new incremental restore point starting from the synthetic full backup
until the day on which synthetic full backup is scheduled. On this day, Veeam Agent for Microsoft
Windows creates a new synthetic full backup.

Compact of Full Backup File

If you do not create periodic full backups, the backup job constantly transforms the full backup file in the
backup chain to meet retention policy settings. The transformation process, however, has a side effect. In the
long run, the full backup file grows large and gets badly fragmented. The file data occurs to be written to non-
contiguous clusters on disk, and operations of reading and writing data from and to the backup file slow down.

To resolve the fragmentation problem, you can instruct Veeam Agent for Microsoft Windows to compact the full
backup file periodically. During the file compact operation, Veeam Agent creates a new empty file and copies to
this file data blocks from the original full backup file. As a result, the full backup file gets defragmented and the
speed of reading and writing from and to the file increases.

NOTE

Keep in mind that some data blocks belonging to data deleted from the backup source may not be deleted
during the compact operation. As a result, the difference in size between the original and the new full
backup files may not be equal to the size of the excluded data blocks. In this case, you can manually create
an active full backup and reset the backup chain. To learn more about the active full backup, see Active
Full Backup.

To compact the full backup file periodically, you must enable the Defragment and compact full backup file
option in the backup job settings and define the compact operation schedule. By default, the compact operation
is performed on the last Saturday of every month. You can change the compact operation schedule and instruct
Veeam Agent for Microsoft Windows to perform it weekly or monthly on specific days.
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Limitations for Full Backup File Compact

The full backup file compact has the following limitations:

e The Defragment and compact full backup file option can be enabled only for backup jobs for which active
full and synthetic full backups are not scheduled.

e The Defragment and compact full backup file option is not available for backup jobs targeted at object
storage.

e The compact full backup file operation is not performed during backup job sessions that produce active
full backups. If the backup job starts again on the same day when the active full backup was created,
Veeam Agent for Microsoft Windows does not perform the compact full backup operation. This limitation
helps reduce the number of backup operations — Veeam Agent considers that the full backup is recent and
does not need to be rebuilt.

If such situation occurs, Veeam Agent for Microsoft Windows triggers the full backup file compact
operation during the next backup job session that produces an incremental backup file on another day.

e The target location must have enough space to store a file of the full backup size. During the compact
process, Veeam Agent for Microsoft Windows creates auxiliary files that exist in the target location until
the end of the compact operation.

e If you change the block size in backup job settings, Veeam Agent for Microsoft Windows does not change
the block size in the compacted backup file till the next full backup. However, if you change compression
settings in backup job settings, during the next compact file operation Veeam Agent for Microsoft
Windows changes the compression level for the compacted backup file.

e The file compact operation is not performed during a backup job session that creates a restore point in the
backup cache.
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e The file compact operation is not performed during the backup cache synchronization process.

Removal of Deleted Drives Data

During the compact operation, Veeam Agent for Microsoft Windows does not copy all data blocks from the VBK
file to the newly created file. It copies only data blocks of Veeam Agent computer drives whose information is
stored in the Veeam Agent for Microsoft Windows database. If a drive was removed from the Veeam Agent
computer, its data is not copied to the new full backup file. This approach helps reduce the size of the full

backup file and remove unnecessary data from it.
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Backup to Object Storage

If you want to store your data in a cloud-based or on-premises object storage, you can create backup jobs
targeted at the object storage or another storage that uses object storage as a back end.

You can store Veeam Agent backups in the following object storage types:
e S3 compatible (including Wasabi Cloud and IBM Cloud)
e AmazonS3
e Google Cloud Storage
e Microsoft Azure Blob Storage

Depending on your backup infrastructure, object storage can be available in different configurations. To learn
more, see the following subsections:

e Backup destinations
e Connection types

e Considerations and Limitations

Backup Destinations

You can back up Veeam Agent computer data to object storage in the following ways:

e Directly to object storage. In this case, Veeam Agent connects to the object storage and creates a backup
repository in this storage.

Keep in mind that to connect to object storage, you need to specify an account with access permissions to
read and write data.

To learn more, see Object Storage Settings.

e To object storage added as a Veeam backup repository. In this case, an object storage repository is created
in Veeam Backup & Replication. Veeam Agent connects to Veeam Backup & Replication and uses this
Veeam backup repository.

To learn more, see Veeam Backup Repository Settings.

e To object storage added as a Veeam Cloud Connect repository. In this case, a Veeam Cloud Connect service
provider creates an object storage repository in Veeam Backup & Replication and exposes it as a cloud
repository to tenants. Veeam Agent connects to the service provider and uses the Veeam Cloud Connect
repository.

To learn more, see Veeam Cloud Connect Repository Settings.

Connection Types

If you back up data to object storage added as a Veeam backup repository or Veeam Cloud Connect repository,
you must configure a repository beforehand on the Veeam Backup & Replication side. Depending on the
repository configuration, Veeam Backup & Replication provides one of the following connection types to the
repository in the object storage:
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e Connection through a gateway server. With this connection type, Veeam Agent connects to the repository
using a proxy component — a gateway server that is assigned in the Veeam Backup & Replication console.
The backup data is transferred from the Veeam Agent computer to the gateway server, then it is
transferred from the gateway server to the repository.

e Direct connection. With this connection type, Veeam Agent connects directly to the repository. The
backup data is transferred from the Veeam Agent computer to the repository without proxy components.
The access to this repository is managed by Application Programming Interface (API) that is provided by
an external cloud service provider.

Considerations and Limitations

Before you configure a backup job to store backups in object storage, consider the following:

Veeam Agent for Microsoft Windows does not support direct backup to the Microsoft Azure Blob Storage
under the general-purpose V1 storage account type.

e You can store backups only in those S3 compatible storage repositories that are accessible over the HTTPs
protocol.

e If you want to back up your data directly to the S3 compatible storage, you must additionally specify
access permissions settings for the storage. For direct access, enable the Agents share credentials to
object storage repository or the Provided by IAM/STS object storage capabilities access control option. To
learn more, see the Managing Permissions for S3 Compatible Object Storage section in the Veeam Backup
& Replication User Guide.

e Veeam Agent does not support backup to object storage for which lifecycle rules are enabled. Enabling
lifecycle rules may result in backup and restore failures.

Backup Immutability

If you store your backup files in an object storage repository, Veeam Agent allows you to protect backup data
from deletion or modification by making that data temporarily immutable. It is done for increased security:
immutability protects data in your recent backups from loss as a result of attacks, malware activity or any other
injurious actions.

IMPORTANT

Backup immutability uses native object storage capabilities. You may incur additional APl and storage
charges from the storage provider.

Supported Object Storage Types

Veeam Agent supports backup immutability for the following object storage types:
e AmazonS3
e S3 compatible storage that supports S3 Object Lock (including Wasabi)
e Microsoft Azure Blob Storage

NOTE

Veeam Agent does not support backup immutability for the Google Cloud storage.
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Before You Begin

Before you configure immutability for Veeam Agent backups, you must prepare the target storage account.
Depending on the selected object storage type, perform the following actions:

e [S3 Compatible and Amazon S3 storage] When you create the S3 bucket, you must enable versioning and
the S3 Object Lock feature for the bucket. For more information, see AWS documentation.

e [S3 Compatible and Amazon S3 storage] After you create the S3 bucket with Object Lock enabled, make
sure that the default retention is disabled to avoid unpredictable system behavior and data loss. To
disable the default retention, edit the Object Lock retention settings as described in AWS documentation.

e [Microsoft Azure Blob storage] You must enable blob versioning and version-level immutability support in
the storage account. For more information, see Microsoft Azure documentation.

Consider the following about backup immutability:

e The effective immutability period consists of the user-defined immutability period and the block
generation period automatically appended by Veeam Agent. For more information, see How Backup
Immutability Works and Block Generation.

e [S3 Compatible and Amazon S3 storage] Veeam Agent will use the compliance retention mode for each
uploaded object. For more information on retention modes of S3 Object Lock, see AWS documentation.

e [Microsoft Azure Blob storage] Do not enable immutability for already existing containers in the Microsoft
Azure Portal. Otherwise, Veeam Agent will not be able to process these containers properly and it may
result in data loss.

Configuring Backup Immutability

Depending on how you create the backup job and configure connection to object storage, you can define backup
immutability settings in one of the following ways:

e [Backup Job wizard] You must specify the immutability period at the Bucket step of the wizard. For more
information, see Object Storage Settings.

e If you create the backup job that is targeted at an object storage repository configured as a Veeam backup
repository or Veeam Cloud Connect repository, the immutability period in the settings of the repository
must be specified in Veeam Backup & Replication. For details, see the Adding Object Storage Repositories
section in the Veeam Backup & Replication User Guide.

Backup Immutability and Retention Policy

Backup immutability operates with backup data and related metadata (checkpoints) on the object storage side.
Retention policy operates with logical representation of the stored data, or restore points, on the Veeam Agent
side. These two mechanisms act independently from each other.

Veeam Agent will remove the irrelevant restore points per the defined backup retention policy. If the data
associated with the removed restore point is still immutable, such data will remain in the repository until
expiration of the immutability period. After that it will be automatically removed from the storage.
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Limitation of Backup Immutability

If you use Veeam Agent in the standalone mode, you can restore the immutable data that is associated with a
restore point removed by retention policy only in Veeam Backup & Replication console. In Veeam Backup &
Replication, you must perform the following actions:

1. Add the object storage repository that contains the necessary data to Veeam Backup & Replication. For
more information, see the Adding Object Storage Repositories section in the Veeam Backup & Replication
User Guide.

2. Roll back to the necessary checkpoint. For more information, see the Immutability section in the Veeam
PowerShell Reference.

3. Remove the repository from the Veeam Backup & Replication infrastructure. For more information, see the
Removing Backup Repositories section in the Veeam Backup & Replication User Guide.

After that, you will be able to use Veeam Agent to restore data from the object repository in a regular manner.

How Backup Immutability Works

After you specify the immutability period for a backup and run the backup job for the first time, Veeam Agent
will append an additional period of 10 days to the specified immutability period. This additional period is called
block generation. The resulting effective immutability period is the sum of the user-defined immutability period
and the block generation period. All data blocks transferred to the target repository within the block generation
period will have the same immutability expiration date. For example, data block aadded on day 1 of the block
generation period will have the same immutability expiration date as block 6 added on day 9. For more
information, see Block Generation.

During the effective immutability period, the following operations with backup data in the object storage
repository will be prohibited:

e Manual removal of data from the backup repository.
e Removal of data by backup retention policy.
e Removal of data using any object storage provider tools.

e Removal of data by the technical support department of the object storage provider.

Extension of Effective Immutability Period

During each transfer of data to the object storage repository, Veeam Agent creates a new checkpoint file with
metadata that describes the latest state of the backup in the storage. The immutable blocks of data from a
previous checkpoint may be reused in the newly created checkpoint. Veeam Agent keeps reused, or dependent,
blocks of data locked by continuously assigning them to new generations and extending their effective
immutability period. This guarantees that the effective immutability period is no less than the immutability
period defined by user.

During data transfer, the effective immutability period for the backup is set as follows:

e [For new data blocks in the checkpoint] Immutability is set anew. The user-defined immutability period is
appended with a 10-day block generation period.

e [For data blocks reused from the previous checkpoint] Immutability is extended to the immutability
expiration date set for the new blocks.
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e [For data blocks that are not reused in the checkpoint] Immutability is not extended. Such data blocks will
remain in the repository until their immutability period is over. After that Veeam Agent will automatically
remove them from the repository.

Block Generation

When you specify an immutability period for the recent backups, Veeam Agent will automatically add 10 days to
the immutability expiration date. This period is called block generation. The block generation period serves to
reduce the number of requests to the object storage repository, which results in lower traffic and reduced
storage costs. You do not have to configure it, the block generation period is applied automatically.

When the block generation period is appended to the user-defined immutability period, it means there is no
need to extend the immutability period for old data blocks when adding new data blocks to the backup during
that block generation period.

Consider this example. When you create a full backup to start a backup chain, all data blocks transferred to the
object storage repository are new. For these new blocks of data, Veeam Agent will add the block generation
period of 10 days to the specified immutability period. If the immutability period is set by user to the default
period of 30 days, the effective immutability period with the added block generation period will become 40
days. The first full backup starts its generation that will last for 10 days. All new and reused data blocks within
this block generation period will have the same immutability expiration date. For instance, a data block that was
transferred to the target repository on day 9 will have the same immutability expiration date as a data block
transferred on day 1. This mechanism guarantees that the effective immutability period for all the data blocks
within a generation is no less than 30 days.

If a block generation period is over but data blocks from that generation are reused in the newly created
checkpoint, their effective immutability period is automatically extended to ensure that the effective
immutability period for all the data blocks in the new checkpoint is no less than the user-defined immutability
period. For more information, see How Backup Immutability Works.
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Backup to Deduplicating Storage Appliances

You can store backups in the deduplicating storage appliances added as backup repositories. To learn the full
lists of supported appliances and their requirements and limitations, see the Deduplicating Storage Appliances
section in the Veeam Backup & Replication User Guide.

If you want to use immutability with the deduplicating storage appliances, consider the limitations listed in the
following subsections:

e HPE StoreOnce Immutability and Veeam Agents

e Dell Data Domain Immutability and Veeam Agents

HPE StoreOnce Immutability and Veeam Agents

Veeam Backup & Replication supports immutability for the HPE StoreOnce Catalyst repositories starting from
version 12.0 with cumulative patch P20230223 or P20230412.

If you want to use immutability with HPE StoreOnce Catalyst repositories, make sure that the value for the
Maximum ISV Controlled Data Retention setting in HPE StoreOnce exceeds or is equal to the value of each of
the following settings configured in Veeam Backup & Replication:

e The immutability period specified in the backup repository settings.
e The long-term retention period configured in backup job settings.

If the value of at least one of these periods exceeds the maximum value set for immutability in HPE StoreOnce
Catalyst Store, consider the following:

e If you use Veeam Backup & Replication version 12.1:

o If the immutability period specified in the backup repository settings exceeds the maximum value set
for immutability in HPE StoreOnce Catalyst Store, Veeam Backup & Replication applies immutability
to the created backups according to the maximum value set for immutability in HPE StoreOnce
Catalyst Store.

o If the long-term retention period configured in backup job settings exceeds the maximum value set
for immutability in HPE StoreOnce Catalyst Store, the immutability period for backups with GFS flags
is set according to the maximum value set for immutability in HPE StoreOnce Catalyst Store. For
example, if the backup is stored for 1 year, but the maximum value for immutability in HPE StoreOnce
Catalyst Store is set to 6 months, the backups will be immutable for 6 months.

e If you use Veeam Backup & Replication version 12.0 with cumulative patch P20230223 or P2023041,
Veeam Backup & Replication does not apply immutability to the created backups.

To learn more about immutability for the HPE StoreOnce Catalyst repositories, see the HPE StoreOnce and
Immutability section in the Veeam Backup & Replication User Guide.

Dell Data Domain Immutability and Veeam Agents

Starting from Veeam Backup & Replication version 12.1, Veeam Backup & Replication supports the Dell Data
Domain retention lock feature.

If you want to use immutability with the Dell Data Domain backup repository, make sure that the immutability
period in the backup repository settings lies in the range between the minimum and maximum retention periods
configured in Dell Data Domain. The minimum and maximum values are included into the range.
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If the immutability period configured in Veeam Backup & Replication lies outside the established range, the
immutability is set equal to the nearest range value. If the long-term retention period configured in Veeam
Backup & Replication lies outside the established range, the immutability for them is set according to the
nearest range value. For example, if the backup is stored for 1 year, but the range for immutability in Dell Data
Domain is set to from 2 to 6 months, the backups will be immutable for 6 months.

To learn more about immutability for the Dell Data Domain backup repositories, see the Retention Lock section
in the Veeam Backup & Replication User Guide.
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Health Check for Backup Files

You can instruct Veeam Agent for Microsoft Windows to periodically perform the health check for your backups.
Veeam Agent offers two different health check mechanisms:

e Inthe first case, Veeam Agent performs a CRC check for metadata and a hash check for data blocks in the
backup file to verify their integrity. The health check verifies the latest restore point in the backup chain to
make sure that the restore point is consistent, and you will be able to restore data from this restore point.
To learn more, see Standard Health Check.

e Inthe second case, Veeam Agent does not perform a hash check for data blocks, but verifies metadata for
the whole backup, not just the latest restore point. This mechanism uses less traffic than the standard
health check as it does not read data from data blocks. This type of health check is intended and is the
default option for object storage targets. To learn more, see Health Check for Object Storage.

Health Check Schedule

To run the health check periodically, enable the Perform backup files health check option in the backup job
settings and define the health check schedule. By default, the health check is performed on the last Friday of
every month. You can change the schedule and run the health check weekly or monthly on specific days.

When you configure the health check schedule, consider the following:

e The health check runs automatically during the first incremental backup job session on the days specified
in the health check schedule. If the backup job runs several times on a specified day, the health check is
performed only with the first run of the backup job on that day. For example, if the job is scheduled to run
several times on Saturday, and the health check is scheduled on Saturday, the health check will only be
performed during the first backup job session on Saturday.

The health check is not performed during the first full backup or subsequent active full backup job
sessions.

e |f Veeam Agent does not run any backup jobs on the day specified in the health check schedule, the health
check will be performed during the first backup job session following that day.

For example, you scheduled to run the health check every last day of a month, while the backup job is
scheduled to run every day and create an active full backup on Sundays. If the last day of a month falls on
a Sunday, the health check will be preformed on the following Monday with the first incremental backup
job session on that day.

Limitations for Health Check

e The health check is not performed during an active full backup job session started manually or
automatically by schedule.

e The health check is not performed during a backup job session that creates a restore point in the backup
cache.

e The health check is not performed during the backup cache synchronization process.

Health Check Retries

The health check itself is started during the backup job session or the job retry session if the backup job session
has failed. If the attempts are not successful, Veeam Agent for Microsoft Windows will perform the health check
during the last job retry in any case.
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If the health check detects corrupted data, Veeam Agent for Microsoft Windows completes the backup job with

the Errorstatus and starts the health check retry process. The health check retry starts as a separate backup job
session. During the health check retry, Veeam Agent attempts to transport data blocks for the corrupted restore
point from the Veeam Agent computer to the target location.

For a backup job started automatically upon schedule, the number of health check retries is equal to the number
of job retries specified in the job settings. For a job started manually, Veeam Agent for Microsoft Windows
performs 1 health check retry.

NOTE
Consider the following:

e If Veeam Agent for Microsoft Windows fails to fix the corrupted data during all health check retries,
you must retry the job manually. In this case, Veeam Agent will transport the necessary data blocks
from the Veeam Agent computer to fix the corrupted restore point.

e If you try to restore data from a corrupted restore point, Veeam Agent will display a warning
message informing you that the restore operation may fail or the restored data may be corrupted.

Standard Health Check

During the standard health check, Veeam Agent performs a CRC check for metadata and a hash check for data
blocks in the backup file to verify their integrity. The health check helps make sure that the restore point is
consistent, and you will be able to restore data from this restore point.

You can use the standard health check for all backup targets.

NOTE

Keep in mind that for the object storage targets, Veeam Agent offers another health check mechanism as
default. To learn more, see Health Check for Object Storage.

To run the standard health check periodically, enable the Perform backup files health check option in the
backup job settings and define the health check schedule.
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How Standard Health Check Works

When Veeam Agent for Microsoft Windows saves a new restore point to the backup location, it calculates CRC
values for backup metadata and hash values for data blocks in the backup file, and saves these values in the
metadata of the backup file, together with the backed-up data. During the health check session, Veeam Agent
uses these values to make sure that a verified restore point is consistent.

NOTE

If the backup job is targeted at a Veeam backup repository or cloud repository, and you perform the health
check for the encrypted backup files, Veeam Backup & Replication will pass encryption keys to the Veeam
backup repository or cloud repository. For more information on encryption, see Data Encryption.

Veeam Agent for Microsoft Windows performs the health check in the following way:

1. During the backup job session, Veeam Agent for Microsoft Windows creates a new restore point in the
backup chain.

2. At the end of the backup job session, Veeam Agent for Microsoft Windows performs the health check. It
calculates CRC values for backup metadata and hash values for data blocks in the backup file and
compares them with the CRC and hash values that are already stored in the backup file.

During the health check, Veeam Agent for Microsoft Windows verifies the latest restore point in the
backup chain (restore point created with the current backup job session — the session during which the
health check is performed). If the latest restore point in the backup chain is incomplete (for example, if
the current backup job session completed with an error), Veeam Agent checks the restore point preceding
the latest one.

If the health check does not detect data corruption, the backup job session completes in a regular way.
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3. If the health check detects corrupted data, Veeam Agent for Microsoft Windows completes the backup job
with the Errorstatus and starts the health check retry process. The health check retry starts as a separate
backup job session.

Depending on the revealed data corruption, Veeam Agent performs the following actions:

o If the health check detects corrupted backup metadata in the full backup file, Veeam Agent marks the
backup chain starting from this full restore point as corrupted in the Veeam Agent for Microsoft
Windows database. During the health check retry, Veeam Agent transports the entire data selected
for backup from the Veeam Agent Computer, creates a new full backup file in the target location and
saves transported data blocks to this backup file.

o If the health check detects corrupted backup metadata in the incremental backup file, Veeam Agent
removes information about this incremental restore point and subsequent incremental restore points
from the Veeam Agent for Microsoft Windows database. During the health check retry, Veeam Agent
transports incremental data relatively to the latest valid restore point in the backup chain from the
Veeam Agent computer, creates a new incremental backup file in the target location and saves
transported data blocks to this backup file.

o If the health check detects corrupted data blocks in the full or incremental backup file, Veeam Agent
marks the restore point that includes the corrupted data blocks and subsequent incremental restore
points as corrupted in the Veeam Agent for Microsoft Windows database. During the health check
retry, Veeam Agent transports data blocks from the Veeam Agent computer. In addition, Veeam
Agent transports data blocks that have changed since the backup job session that has triggered the
health check. Veeam Agent stores these data blocks to the latest restore point that has been created
with the current backup job session (session that has triggered the health check retry).

You can view the health check result in the restore point statistics. If the health check finds corrupted
data, it will display information on where corrupt data has been detected — in metadata or blockstore, as
well as list all restore points that share the corrupted data blocks.
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Health Check for Object Storage

For backup jobs targeted at object storage, Veeam Agent offers a special health check mechanism that differs
from the standard health check in the following ways:

e The health check for object storage verifies metadata for the whole backup, not just the latest restore
point.

e The health check for object storage does not read data from data blocks; it only lists data blocks to make
sure all blocks in the storage are available for rebuilding every restore point in the backup chain.

The health check for object storage works faster than the standard health check and helps save traffic.
NOTE
The health check mechanism described in this section is only available for object storage targets.

To run the special health check for object storage periodically, select the Perform backup files health check

check box in the backup job settings and define the health check schedule. Make sure that the Verify content of
each object in backup check box is not selected.
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If necessary, you can enable the standard health check mechanism for object storage targets. To do so, select
the Verify content of each object in backup check box in the backup job settings. Keep in mind that enabling this
setting may result in additional charges from your object storage provider.
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How Health Check for Object Storage Works

Veeam Agent performs the health check of a backup in the following way:

1.

During the backup job session after a new incremental backup file is created, Veeam Agent starts the

health check of the whole backup. Veeam Agent checks if the metadata of the backup is consistent and no
metadata is missing. Veeam Agent also checks if all data blocks for every restore point are available in the

storage. Veeam Agent does not read data from data blocks.

If Veeam Agent does not find any corrupted data, the health check completes successfully.

If Veeam Agent detects corrupted data, the health check completes with an error. Depending on the
detected data inconsistency, Veeam Agent behaves in one of the following ways:

o If the health check detects corrupted metadata, Veeam Agent marks the backup as corrupted in the
Veeam Agent configuration database; the backup job session fails. During the next scheduled or
manual backup job session, Veeam Agent will create a full backup and will start a new backup chain.
The corrupted backup will become orphaned and will remain in the repository — you can keep or
delete it.

o If the health check detects corrupted data blocks in the latest restore point in the backup chain,
Veeam Agent launches the health check retry.

During the health check retry, Veeam Agent restarts the backup job to create a new restore point and

transports data blocks from the Veeam Agent computer including the blocks that contain corrupted
data and the blocks that have changed since the backup job session that has triggered the health
check. Veeam Agent will not perform another health check after the job retry is finished; the next
health check will run according to the defined schedule during another incremental backup job
session.
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o If the health check detects corrupted data blocks in an inactive backup chain, Veeam Agent does not
launch the health check retry. Veeam Agent marks the backup and all related restore points as
corrupted. The backup job session ends with a warning message.

You can view the health check result in the restore point statistics. If the health check finds corrupted
data, it will display information on where corrupt data has been detected — in metadata or blockstore, as
well as list all restore points that share the corrupted data blocks.

NOTE
Consider the following:

In case of immutable backups, Veeam Agent performs the health check only for valid restore points
according to the retention policy. Immutable data associated with removed restore points can still remain
in the repository depending on the immutability period, but Veeam Agent will not perform the health
check for such data.

For information about backup immutability settings, see Backup Immutability.
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Changed Block Tracking

To perform incremental backup, Veeam Agent for Microsoft Windows needs to know what data blocks have
changed since the previous job session. To get the list of changed data blocks, Veeam Agent for Microsoft
Windows uses the changed block tracking mechanism, or CBT. CBT increases the speed and efficiency of
incremental backups.

To keep track of changed data blocks, Veeam Agent for Microsoft Windows can use the following mechanisms:

e Default CBT mechanism — this mechanism is enabled by default in all installations of Veeam Agent for
Microsoft Windows. To learn more, see Default Changed Block Tracking Mechanism.

e Veeam CBT driver — this driver helps Veeam Agent for Microsoft Windows keep track of changed data
blocks in a more efficient way. This functionality is available if the Veeam Agent computer meets a list of
requirements. To learn more, see Veeam Changed Block Tracking Driver.

Default Changed Block Tracking Mechanism
Veeam Agent for Microsoft Windows performs the changed block tracking differently depending on the backup
type:

e (BT for volume-level backup

e (BT for file-level backup

CBT for Volume-Level Backup

In case of the volume-level backup, Veeam Agent for Microsoft Windows performs changed block tracking in
the following way:

1. During the full backup job session, Veeam Agent reads the Master File Table (MFT) of the backed-up
volume. Veeam Agent uses MFT records to create digests with file system metadata, transfers the created
digests to the target location and stores them to the resulting backup file.

2. During subsequent incremental job sessions, Veeam Agent performs the following operations:

a. Reads the Master File Table (MFT) of the backed-up volume and creates the new digests with file
system metadata.

b. Interacts with the target backup location to obtain digests from the backup file that was created
during the previous job session.

c. Compares new and previous digests to detect files whose data blocks have changed on the volume
since the previous job session.

During incremental backup, Veeam Agent for Microsoft Windows reads from the VSS snapshot only
data blocks pertaining to files that have changed since the previous job session. If Veeam Agent
cannot calculate information about the changed files, for example, if it fails to retrieve digests from
the backup file, Veeam Agent will need to read all data blocks from the VSS snapshot. As a result, the
backup may take significantly more time.
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NOTE

Veeam Agent for Microsoft Windows uses the default CBT mechanism for NTFS volumes only. As a result,
for volumes that use other file systems, incremental backup will require greater time, because Veeam
Agent for Microsoft Windows will read all data from the VSS snapshot to detect what blocks have changed
since the last job session.
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CBT for File-Level Backup

In case of the file-level backup, Veeam Agent for Microsoft Windows performs changed block tracking in the
following way:

1. During the full backup job session, Veeam Agent creates a new NTFS partition in the backup file. Veeam
Agent uses this partition to store all backed-up files and folders.

2. During subsequent incremental job sessions, Veeam Agent performs the following operations:

d.

NOTE

Compares the last modification time attribute of files on the Veeam Agent computer and files in the
backup. This operation allows Veeam Agent to detect files that have changed since the previous job
session.

Transfers data blocks that contain metadata related to each changed file and its parent folders from
the target backup location to the Veeam Agent computer.

If the backed-up file system has a complex folder structure with many hierarchy levels, and you back
up data to a remote location, during incremental backup, the inbound network traffic on the Veeam
Agent computer may exceed by far the outbound traffic. Significant amount of data can be
transferred to the Veeam Agent computer even if few files are changed since the previous job session.

Replaces file system metadata in the downloaded data blocks with the current file system metadata.

Transfers data blocks with current metadata from the Veeam Agent computer to the target backup
location along with changed files. In the target backup location, Veeam Agent stores data and
metadata to the newly created backup file.

Consider the following:

Veeam Agent for Microsoft Windows detects changed files using the last modification time
attribute. If you change the file in any way, but the last modification time attribute remains
unchanged, Veeam Agent will not back up this file during an incremental job session.

If the backed-up file has changes, Veeam Agent will copy to the target location not only changed
data blocks of the file but the entire file. To save space on the target storage, consider using the
volume-level backup. To learn more, see Backup Types.
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Veeam Changed Block Tracking Driver

You can set up Veeam Agent for Microsoft Windows to use the Veeam CBT driver instead of the default CBT
mechanism. The Veeam CBT driver is a class filter driver for volume devices that helps Veeam Agent keep track
of changed data blocks in a more efficient way. The driver is intended for computers running applications with
large database files. The Veeam CBT driver is supported for volume-level and file-level backups.

NOTE

In case of the file-level backup, consider the following:

Veeam Agent does not use the Veeam CBT driver to back up deduplicated files.

Veeam Agent uses the Veeam CBT driver to back up files of 50 MB and larger including files with
unchanged last modification time attribute.

When you run a backup job for the first time after switching to the Veeam CBT driver, the job may
take a significant time to finish. This happens because the Veeam CBT driver cannot retrieve all
necessary information about changed data blocks from backup files created with the default CBT
mechanism. In this case, files for backup of which Veeam Agent uses the Veeam CBT driver are
backed up as a whole.

The Veeam CBT driver is designed to track data blocks that changed since the last run of the backup
job. If you work with a file in an application that downloads the entire file into RAM, after you save
the changes, all file blocks will be overwritten. Veeam Agent backs up such a file as a whole upon
the next run of the backup job.

To use the Veeam CBT driver, the Veeam Agent computer must meet the following requirements:

Run a 64-bit version of Microsoft Windows OS.

Run one of the following OSes:
o Microsoft Windows 11 (from version 21H2 to version 23H2).
o Microsoft Windows 10 (from version 1803 to version 22H2).

o Microsoft Windows Server OS that is supported by Veeam Agent. For more information, see System

Requirements.

Run the Workstation or Server edition of Veeam Agent for Microsoft Windows.
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IMPORTANT
Consider the following:

e  Prior to installing the Veeam CBT driver on a computer running Microsoft Windows Server 2008 R2
SP1, make sure that update KB3033929 is installed in the OS.
The update adds the SHA-2 code signing support that is required for verification of the Veeam CBT
driver signature. Without this update installed, the OS running on a protected computer will fail to
boot after you install the Veeam CBT driver. To learn more, see this Microsoft KB article.

e Do not install the Veeam CBT driver on a computer running Microsoft Windows Server 2008 R2 SP1,

2012 or 2012 R2 if one or more volumes on this computer are encrypted with Microsoft BitLocker (or
other encryption tool), or if you plan to use Microsoft BitLocker to encrypt volumes on this
computer. Concurrent operation of Microsoft BitLocker and Veeam CBT driver may result in driver
failures and may prevent the OS from starting.

e Do not install the Veeam CBT driver on a computer if you plan to use devices with hardware
encryption made according to the TCG Opal Security Subsystem Class Specification. Operation of the
driver on such devices may lead to a crash of the operating system. To learn more about the TCG
Opal Security Subsystem Class Specification, see this Trusted Computing Group webpage.

To enable the advanced CBT mechanism provided by the Veeam CBT driver, you need to install the driver in the
Veeam Agent control panel. You can perform this operation at any time you need. To activate the driver after
installation, Veeam Agent needs to reboot the computer. After computer reboot, the Veeam CBT driver will
start keeping track of changed data blocks on computer volumes whose data you have selected for backup in
the Veeam Agent backup job settings.

In contrast to the default CBT mechanism that supports NTFS volumes only, the Veeam CBT driver can keep
track of changed data blocks on volumes that use the following file systems:

e FAT (only for volume-level backups)
e NTFS
e ReFS

Information about changed data blocks is registered in special VCT files. VCT files are stored in the
C:\ProgramData\Veeam\EndpointData\CtStore folder on the Veeam Agent computer. When the backup job
runs, Veeam Agent for Microsoft Windows uses VCT files to find out what data blocks have changed since the
last run of the job, and copies only changed data blocks from the backed-up volume.

If you use the Veeam CBT driver, the C:\ProgramData\Veeam\EndpointData\CtStore folder accessibility
is crucial for a successful backup. Consider the following:

e The folder and its content must not be compressed or encrypted.

e The folder and its parent folders must not be reparse points.
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NOTE
Consider the following:

e If the Veeam Agent computer shuts down unexpectedly, the Veeam CBT driver may fail to register
information about changed data blocks in a VCT file. In this case, during the next backup job session,
Veeam Agent for Microsoft Windows will need to read all data from the backed-up volume to create
incremental backup. As a result, incremental backup will require greater time.

e If data blocks are changed on a volume while this volume is mounted on another Windows-based
machine, during the next backup job session, Veeam Agent for Microsoft Windows will also read all
data from the volume to create incremental backup.

e The Veeam CBT driver cannot detect data block changes made on a volume that is mounted in a
non-Windows OS. For example, such changes can be made when you boot your computer using a
Linux-based antivirus rescue disk. To continue the backup chain after such changes, you need to
create active full backup instead of incremental backup. Alternatively, you can reset CBT. To learn
more, see Resetting CBT.
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Data Compression

Veeam Agent provides mechanisms of data compression and deduplication. Data compression and deduplication
let you decrease traffic going over the network and disk space required for storing backup files.

Data Compression

Data compression decreases the size of created backups but affects duration of the backup procedure. Veeam
Agent allows you to select one of the following compression levels:

Compression Compression Description

Level Algorithm

None No compression This compression level is recommended if you plan to store backup
files on storage devices that support hardware compression and
deduplication.

Dedupe-friendly Rle Optimized compression level for very low CPU usage. You can

select this compression level if you want to decrease the load on
the CPU of the Veeam Agent computer.

Optimal Lz4 The default recommended compression level. It provides the best
ratio between size of the backup file and time of the backup
procedure.

High Zstd 3 Provides additional 10% compression ratio over the Optimal level

at the cost of about 10x higher CPU usage.

Extreme Zstd 9 Provides the smallest size of the backup file but reduces the backup
performance. We recommend that you use the extreme
compression level only on Veeam Agent computers with modern
multi-core CPUs (6 cores recommended).

You can change data compression settings for existing backup jobs. New settings will not have any effect on
previously created backup files in the backup chain. They will be applied to new backup files created after the
settings were changed.

Compression settings are changed on the fly. You do not need to create a new full backup to use new settings —
Veeam Agent for Microsoft Windows will automatically apply the new compression level to newly created
backup files.
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Storage Optimization

Depending on the type of storage you select as a backup target, Veeam Agent uses data blocks of different size,
which optimizes the size of a backup file and job performance. You can choose one of the following storage
optimization options:

e The 4 MB option is recommended for backup jobs that can produce very large full backup files — larger
than 16 TB. With this option selected, Veeam Agent for Microsoft Windows uses data block size of 4096
KB.

Large data blocks produce a smaller metadata table that requires less memory and CPU resources to
process. Keep in mind, however, that this storage optimization option will provide the largest size of
incremental backup files.

e The1MB option is recommended for backup to SAN, DAS or local storage. With this option selected,
Veeam Agent uses data block size of 1024 KB.

The SAN identifies larger blocks of data and therefore can process large amounts of data at a time. This
option provides the fastest backup job performance.

e The 512 KB option is recommended for backup to NAS and onsite backup. With this option selected,
Veeam Agent uses data block size of 512 KB. This option reduces the size of an incremental backup file
because of reduced data block sizes.

e The 256 KB option is recommended if you plan to use WAN for offsite backup. With this option selected,
Veeam Agent uses data block size of 256 KB. This results in the smallest size of backup files, allowing you
to reduce the amount of traffic over WAN.

NOTE

If you change storage optimization settings, the new settings will be applied only after an active full

backup is created. Veeam Agent will use the new block size for the active full backup and subsequent
backup files in the backup chain. For more information on scheduling active full backups, see Backup

Settings.
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Guest Processing

For Server edition of Veeam Agent for Microsoft Windows, you can specify guest processing options. Veeam
Agent for Microsoft Windows offers the following guest processing options:

e Application-aware processing. You can create transactionally consistent backups of servers running
applications that support Microsoft VSS. Application-aware processing guarantees that you can perform
restore from Veeam Agent backups without data loss.

e Pre-freeze and post-thaw scripts. You can use pre-freeze and post-thaw scripts to quiesce applications
that do not support Microsoft VSS.

e Transaction log truncation. You can set up the backup job to truncate transaction logs after the job
successfully completes.

e Transaction log backup for Microsoft SQL Server and Oracle. You can set up the backup job to back up
transaction logs from servers running Microsoft SQL Server and archived logs of Oracle database systems.

e File system indexing. You can set up the backup job to create a catalog of files and folders on the Veeam
Agent computer OS. If you use Veeam Agent for Microsoft Windows with Veeam Backup & Replication,
you will be able to search for individual files in Veeam Agent backups and perform 1-click restore in Veeam
Backup Enterprise Manager.

File system indexing is optional. If you do not enable this option in the backup job settings, you will still
be able to perform 1-click restore from the Veeam Agent backup. For more information, see the Veeam
Backup Enterprise Manager User Guide.

Supported Applications

Veeam Agent for Microsoft Windows supports VSS-aware processing for the following systems:

Microsoft Active Directory The following versions of Microsoft Active Directory Domain Services
Domain Controllers servers (domain controllers) are supported:

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012

e Microsoft Windows Server 2008 R2 SP1

Minimum supported domain and forest functional level is Windows Server
2003.

Microsoft Exchange The following versions of Microsoft Exchange are supported:
e Microsoft Exchange 2019
e Microsoft Exchange 2016
e Microsoft Exchange 2013 SP1
e Microsoft Exchange 2013
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Microsoft SharePoint The following versions of Microsoft SharePoint Server are supported:

e Microsoft SharePoint Server Subscription Edition
e Microsoft SharePoint Server 2019
e Microsoft SharePoint Server 2016
e Microsoft SharePoint Server 2013

All editions are supported (Foundation, Standard, Enterprise).

Microsoft SQL Server The following versions of Microsoft SQL Server are supported:

e Microsoft SQL Server 2022

e Microsoft SQL Server 2019

e Microsoft SQL Server 2017

e Microsoft SQL Server 2016

e Microsoft SQL Server 2014

e Microsoft SQL Server 2012

e Microsoft SQL Server 2008 R2
e Microsoft SQL Server 2008

All editions of Microsoft SQL Server except LocalDB are supported.

Oracle Oracle Database from version 11g to version 21c is supported for the
following operating systems (32-bit and 64-bit architecture):
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012
e Microsoft Windows Server 2008 R2 SP1

Important notes:

e Automatic Storage Management (ASM) is not supported.

e Oracle Real Application Clusters (RAC) are not supported.

e Oracle servers using Data Guard are not supported.

e Oracle Database Express Edition is supported.

e Configurations with different versions of Oracle Database deployed
on the same server are not supported.

e 32-bit Oracle running on 64-bit operating systems is not supported.

Application-Aware Processing

To create transactionally consistent backups of servers that run VSS-aware applications such as Microsoft SQL
Server, Microsoft SharePoint, Microsoft Exchange or Oracle, you must enable application-aware processing for
the backup job.
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Application-aware processing is Veeam's proprietary technology based on Microsoft VSS. Microsoft VSS is
responsible for quiescing applications and creating a consistent view of application data on the OS of the Veeam
Agent computer. Use of Microsoft VSS ensures that there are no unfinished database transactions or incomplete
application files when Veeam Agent creates a Microsoft VSS snapshot and starts copying backed-up data to the
target location. For more information about Microsoft VSS, see this Microsoft article.

In the Server edition of Veeam Agent, the type of the VSS snapshot depends on application-aware processing
settings:

e |f application-aware processing is disabled for the backup job, Veeam Agent creates a copy-only VSS
snapshot.

e If application-aware processing is enabled and the Perform copy only option is selected, Veeam Agent
creates a copy-only VSS snapshot.

e |f application-aware processing is enabled and the Process transaction logs with this job option is
selected, Veeam Agent creates a full VSS snapshot.

To learn more, see Specify Application-Aware Processing Settings.
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Application-aware processing is supported for Microsoft Windows 2008 R2 SP1 and later. To use application-
aware processing, you must have the latest updates installed on the Veeam Agent computer OS. To learn more,
see Supported Applications.

IMPORTANT

If your computer OS runs an application that does not support Microsoft VSS (there is no VSS writer for this
particular type of application, for example, MySQL), Veeam Agent for Microsoft Windows will not be able

to utilize Microsoft VSS and application-aware processing for this application. To process such applications,
you can use pre-freeze and post-thaw scripts. For more information, see Pre-Freeze and Post-Thaw Scripts.
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Pre-Freeze and Post-Thaw Scripts

If Veeam Agent computer runs applications that do not support Microsoft VSS, you can instruct Veeam Agent for
Microsoft Windows to run custom scripts during the backup job session. For example, the pre-freeze script may
quiesce the file system and application data to bring the computer OS to a consistent state before Veeam Agent
for Microsoft Windows creates a Microsoft VSS snapshot. After the VSS snapshot is created, the post-thaw script
may bring the OS and applications to their initial state.

Veeam Agent for Microsoft Windows supports scripts in the EXE, BAT and CMD file format.

Scripts must be created beforehand. You must specify paths to them in the backup job settings. Scripts must
reside on a local drive of the Veeam Agent computer.

When the backup job starts, Veeam Agent for Microsoft Windows executes scripts specified for the job. A script
is considered to be executed successfully if "0" is returned.

The default time period for script execution is 10 minutes. If the script fails to execute before the timeout
expires, Veeam Agent for Microsoft Windows displays an error message in the job session and error or warning
messages issued during script execution.
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Limitations for Pre-Freeze and Post-Thaw Scripts

Veeam Agent for Microsoft Windows has one limitation for pre-freeze and post-thaw scripts: you cannot stop a
job when the pre-freeze or post-thaw script is executed. If the script hangs up, Veeam Agent for Microsoft
Windows waits for 10 minutes and then continues running the job depending on the script processing mode.
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Transaction Log Truncation

If you back up database systems that use transaction logs, for example, Microsoft SQL Server, you can instruct
Veeam Agent for Microsoft Windows to truncate transaction logs so that logs do not overflow the storage
space. Veeam Agent for Microsoft Windows provides the following options of transaction logs handling:

e Truncate logs

e Do not truncate logs

e Back up logs periodically
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Truncate Logs

You can instruct Veeam Agent for Microsoft Windows to truncate logs after a backup is successfully created.

With this option selected, Veeam Agent for Microsoft Windows behaves in the following way:

e If the backup job completes successfully, Veeam Agent for Microsoft Windows produces a backup file and
truncates transaction logs on the Veeam Agent computer. As a result, you have the backup file that
contains a computer image, image of a specific data volume or individual folders at a specific point in time.

In this scenario, you can recover a database to the point in time when the backup file was created. As
transaction logs on the Veeam Agent computer are truncated, you cannot use them to get the restored

database to some point in time between backup job sessions.

e If the backup job fails, Veeam Agent for Microsoft Windows does not truncate transaction logs on the
Veeam Agent computer. In this scenario, you can restore computer data from the most recent point in the
backup and use database system tools to apply transaction logs and get the database system to the

necessary point in time after the restore point.
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Do not Truncate Logs

You can choose not to truncate transaction logs. We recommend this option if you use another backup tool
together with Veeam Agent for Microsoft Windows.

For example, you can use Veeam Agent for Microsoft Windows to create a computer image backup and instruct
the native Microsoft SQL Server log backup job to back up transaction logs. If you truncate transaction logs with
Veeam Agent for Microsoft Windows, the chain of transaction logs will be broken, and the Microsoft SQL Server
log backup job will not be able to produce a consistent log backup.

With this option selected, Veeam Agent for Microsoft Windows produces a backup file and does not trigger
transaction log truncation. As a result, you have a backup file that contains a computer image, image of a
specific data volume or individual folders captured at a specific point in time, and transaction logs. You can use
transaction logs to restore the Veeam Agent computer to any point in time between job sessions. To do this, you
must recover data from the backup file and use database system tools to apply transaction logs and get the
database system to the necessary point in time.

Back Up Logs Periodically

This option can be used if you back up Microsoft SQL Server or Oracle database system.

You can choose to back up database logs with Veeam Agent for Microsoft Windows. With this option selected,
Veeam Agent for Microsoft Windows creates a backup and additionally copies Microsoft SQL Server transaction
logs or Oracle archived logs and saves them to the backup location next to the backup files. To learn more, see
Microsoft SQL Server and Oracle Logs Backup.

In this scenario, you can use transaction logs to restore the Veeam Agent computer to any point in time between
backup job sessions. To do that, you must recover data from the Veeam Agent backup and use Veeam Explorer
for Microsoft SQL Server or Veeam Explorer for Oracle to perform transaction log replay and get the database
system to a necessary point in time.

Copy Only Backup

Some organizations prefer to back up Microsoft SQL Server databases and transaction logs with native Microsoft
SQL Server tools or 3 party backup tools. To restore database systems in a proper way, database administrators
must be sure that they have database backups and a sequence of transaction log backups associated with these
backups at hand.

If you use native Microsoft SQL Server tools or 3¢ party backup tools and also want to back up a machine that
runs Microsoft SQL Server with Veeam Agent for Microsoft Windows, you must enable the Perform copy only
option in the backup job settings.

The Perform copy only option indicates that a chain of database backups is created with native Microsoft SQL
Server means or by a 3¢ party tool, and instructs Veeam Agent to preserve this chain (backup history). If the
Perform copy only option is enabled, Veeam Agent produces the backup of the Copy Backup type that is
independent of the existing chain of database backups and does not contain transaction log data. As a result,
the backup does not change the log sequence number and transaction log backup time. To learn more about
Copy Backup and other VSS backup types, see this Microsoft article.
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IMPORTANT

Consider the following:

e Veeam Agent for Microsoft Windows does not truncate transaction logs after copy-only backup. For
this reason, if you instruct the backup job to perform copy-only backup, you cannot specify
transaction log handing settings for this job.

e Veeam Agent for Microsoft Windows supports one transaction log backup job per Veeam Agent
computer. If you plan to configure several backup jobs using Veeam Agent for Microsoft Windows,
you can enable database log backup settings for one job only.
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Microsoft SQL Server and Oracle Logs Backup

NOTE

Microsoft SQL Server Log Backup

You can instruct the Veeam Agent backup job to create volume level or file-level backups and also periodically
back up database transaction logs. If Microsoft SQL Server fails, you can restore Microsoft SQL Server from the
necessary restore point of the Veeam Agent backup. If you use Veeam Agent for Microsoft Windows with Veeam
Backup & Replication, you can also use Veeam Explorer for Microsoft SQL Server to apply transaction logs and

This and subsequent sections describe application-aware processing of Microsoft SQL Server and Oracle
database systems in Veeam Agent for Microsoft Windows. You can perform item-level recovery of
Microsoft SQL Server and Oracle systems if you use Veeam Agent for Microsoft Windows with Veeam
Backup & Replication. For more information, see Veeam Backup & Replication Documentation.

get databases on the Microsoft SQL Server to the necessary state between backups.
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Requirements for Microsoft SQL Server Transaction Log Backup

e Veeam Agent for Microsoft Windows supports transaction log backups for the following systems:
o Microsoft SQL Server 2022
o Microsoft SQL Server 2019
o Microsoft SQL Server 2017
o Microsoft SQL Server 2016
o Microsoft SQL Server 2014 SP2
o Microsoft SQL Server 2012 SP3
o Microsoft SQL Server 2008 R2 SP3
o Microsoft SQL Server 2008 SP4

e The database whose logs you want to back up must use the Full or Bulk-loggedrecovery model. In this
case, all changes of the Microsoft SQL Server state will be written to transaction logs, and you will be able
to replay transaction logs to restore the Microsoft SQL Server. You can use the Microsoft SQL Server
Management Studio to switch to one of these models. For more information, see this Microsoft article.

Oracle Log Backup

Veeam Agent for Microsoft Windows supports backup of Oracle database archived logs. If you use Veeam Agent
for Microsoft Windows with Veeam Backup & Replication, you can use Veeam Explorer for Oracle to apply
archived logs and get Oracle databases to the necessary state between backups.

Database archived logs are created by the Oracle system. The Oracle database can run in one of the following
logging modes:

e ARCHIVELOG turned on — logs are saved and can be used for recovery purposes.

e ARCHIVELOG turned off — no archived logs are saved. We do not recommend this mode, because it does
not provide proper disaster recovery.

With ARCHIVELOG turned on, the Oracle system stores database archived logs in a certain location on the
machine that runs the database system, as specified by the database administrator. Veeam Agent for Microsoft
Windows allows you to set up the following ways of log handling:

e Instruct the backup job to collect log files from the Oracle system and ship them to the backup location
where they are stored next to regular backup files created by Veeam Agent for Microsoft Windows.

e Skip log processing — log files remain untouched and are preserved within the Veeam Agent backup.

If you enable application-aware processing for Oracle, during the job session Veeam Agent for Microsoft
Windows collects information about the database and processes archived logs according to job settings.
Application-specific settings are configured at the Guest Processing step of the New Backup Job wizard — you
can specify how logs should be managed for Oracle databases.
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Requirements for Oracle Archived Log Backup

e Veeam Agent for Microsoft Windows supports archived log backup and restore for Oracle database version
11.2 and later.

e Automatic Storage Management (ASM) is not supported.
e The database must run in the ARCHIVELOG mode.

Database Log Backup Job

To back up database logs (Microsoft SQL Server transaction logs and Oracle archived logs), you must specify
advanced settings for transaction log backup in the Veeam Agent backup job settings. The resulting job will
comprise two jobs:

e Parent backup job — the backup job that creates a volume-level or file-level backup. The backup job
becomes the parent job after you enable database log backup options at the Guest Processing step of the
New Backup Job wizard.

e Child job — a transaction log backup job. Veeam Agent for Microsoft Windows automatically creates the
child job if transaction log backup is enabled for the backup job. Session data of the transaction log
backup job is stored in the Veeam Agent for Microsoft Windows database and displayed in the Veeam
Agent control panel. To learn more, see Transaction Log Backup Statistics.

The parent job runs in a regular manner — it starts by schedule or is started manually by the user. The
transaction log backup job is triggered by the parent backup job. This sequence ensures that the restore point is
present when it comes to transaction log replay.

NOTE

Veeam Agent for Microsoft Windows supports one transaction log backup job per Veeam Agent computer.
If you plan to configure several backup jobs using Veeam Agent for Microsoft Windows, you can enable
database log backup settings for one job only.

Sessions of Transaction Log Backup Jobs

The transaction log backup job runs permanently in the background, shipping transaction logs to the backup
location at a specific time interval (by default, every 15 minutes). A sequence of time intervals between sessions
of the parent backup job makes up a session of the transaction log backup job.

The transaction log backup session starts and stops in the following way:

e Theinitial session starts when the parent backup job schedule is enabled. After that, the session starts
with every new session of the parent backup job.

e The session ends before the next session of the parent backup job or when this parent backup job is
disabled.

How Microsoft SQL Server Log Backup Works

The transaction log backup for Microsoft SQL Server is performed in the following way:
1. Veeam Agent for Microsoft Windows launches the parent backup job by schedule.

2. The parent backup job creates a volume-level or file-level backup and stores it to the backup location.
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3. Anew session of the transaction log backup job starts. Veeam Agent for Microsoft Windows copies
transaction log files from the log archive destination (set by the Microsoft SQL Server administrator) to a
temporary folder on the Veeam Agent computer file system.

4. Veeam Agent for Microsoft Windows detects what databases currently exist on the Microsoft SQL Server
and maps this data with the information kept in the Veeam Agent for Microsoft Windows database. This
periodic mapping reveals the databases for which Veeam Agent for Microsoft Windows must process
transaction logs during this time interval.

5. Veeam Agent for Microsoft Windows transports transaction log backup copies from the temporary folder
to the backup location and saves them as VLB files. As soon as copies of transaction log backups are saved

to the backup location, transaction log backups in the temporary folder on the Veeam Agent computer are
removed.

TIP

Default location of the temporary folder where Veeam Agent copies transaction log files to is
C:\ProgramData\Veeam\Endpoint\SqglLogBackup. If it is necessary to change the location,
you can use a registry value. To learn more, see this Veeam KB article.

The session of the transaction log backup job remains working until the next start of the parent backup job.
When a new session of the parent job starts, the transaction log backup job stops the current session and then
starts a new session, performing steps 1-5.

Transaction logs that for some reason were not processed during the log backup interval remain in the
temporary folder and are processed during the next log backup interval. To detect these remaining logs, Veeam
Agent for Microsoft Windows enumerates log files in the temporary folder.

NOTE

If a new session of the transaction log backup starts and the parent backup job has not created a new
restore point yet, the transaction log backup job will remain in the idle state, waiting for a new restore
point to be created.
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How Oracle Archived Log Backup Works

The archived log backup for Oracle is performed in the following way:
1. Veeam Agent for Microsoft Windows launches the parent backup job by schedule.
2. The parent backup job creates a volume-Llevel or file-level backup and stores it to the backup location.

3. A new session of the archived log backup starts. Veeam Agent for Microsoft Windows scans the Oracle
system and collects information about databases whose logs must be processed, including:

o List of all databases
o Database state — a database is on or off, in which logging mode it runs
o Paths to all database files (configuration logs and so on) and other data required for backup

Veeam Agent for Microsoft Windows copies archived log files from the log archive destination (set by the
Oracle administrator) to a temporary folder on the Veeam Agent computer.

4. Veeam Agent for Microsoft Windows maps information about the Oracle system collected at the step 3
with information kept in the Veeam Agent for Microsoft Windows database. This periodic mapping helps
reveal databases for which Veeam Agent for Microsoft Windows must ship archived logs to the backup
location during this time interval.

5. Archived log backup files are transferred from the temporary folder on the Veeam Agent computer to the
backup location.

Archived logs that for some reason were not processed during the log backup interval remain in the temporary
folder and are processed during the next log backup interval. To detect these remaining logs, Veeam Agent for
Microsoft Windows enumerates log files in the temporary folder.

NOTE

If a new session of the archived log backup starts and the parent backup job has not created a new restore
point yet, the transaction log backup job will remain in the idle state, waiting for a new restore point to be
created.

L gj FZ—FE

Data to badk u Image-level
? backup
Weeam Agent E E ! 3 _"-7 ] —PE
Computer
(Oracle) Archived logs Temporary i

T folder
4

Target storage

85 | Veeam Agent for Microsoft Windows | User Guide



Retention for Database Log Backups

Transaction log backups are stored in files of the proprietary Veeam format — VLB. Veeam Agent for Microsoft
Windows keeps transaction log backups together with the chain of backup files on the target location.

Veeam Agent for Microsoft Windows removes transaction log backups by retention. You can choose one of the
following retention methods:

e Retain logs according to the image-level backup

e Retain logs for the specified number of days

Retain Logs with Image-Level Backup

By default, Veeam Agent for Microsoft Windows retains transaction log backups together with the
corresponding backup file. When Veeam Agent for Microsoft Windows removes a restore point from the backup
chain, it also removes a chain of transaction logs relating to this restore point.

This method allows you to have both the file-level or volume-level backup and necessary transaction log
backups at hand. If you need to recover a database to some state, you can restore a machine running Microsoft
SQL Server or Oracle from the necessary restore point and perform transaction log replay to bring the database
to the desired state.

Full backup Full backup

Incremental backups Incremental backups

Transaction log backups Transaction log backups

Retain Logs for a Number of Days

You can instruct Veeam Agent for Microsoft Windows to keep transaction logs only for a specific period of time.
This retention setting can be used, for example, if you want to save on storage space and plan to retain
transaction log backups for the last few days. In this case, you will be able to perform transaction log replay
only to one of the most recent states.

If you select this retention method, you must make sure that retention policies for the Veeam Agent backup and
transaction log backup are consistent. The restore point of the volume-level or file-level backup must always be
preserved. If a backup of the database itself is missing, you will not be able to perform transaction log replay.
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File System Indexing

You can instruct Veeam Agent for Microsoft Windows to create an index of files and folders on the Veeam Agent
computer OS during backup. If you use Veeam Agent for Microsoft Windows with Veeam Backup & Replication,
you will be able to search for individual files inside Veeam Agent backups and perform 1-click restore in Veeam

Backup Enterprise Manager.

NOTE

File system indexing is optional. If you do not enable this option in the backup job settings, you will still be
able to perform 1-click restore from the backup created with such backup job. For more information, see
the Preparing for File Browsing and Searching section in the Veeam Backup Enterprise Manager User Guide.
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How File Indexing Works

When you run a backup job with the file indexing option enabled, Veeam Agent for Microsoft Windows performs
the following operations:

1. When the backup job starts, Veeam Agent for Microsoft Windows starts indexing the file system. The
indexing procedure is carried out in parallel with the backup procedure. If indexing takes long, Veeam
Agent for Microsoft Windows will not wait for the indexing procedure to complete. It will start copying
data to the target location and continue file indexing.

2. When file indexing is complete, Veeam Agent for Microsoft Windows collects indexing data, writes it to an
archive file and stores this archive file to the backup file along with the backed-up data.

3. If the backup job is set up to create backups in a Veeam backup repository, when the job completes,
Veeam Guest Catalog Service running on the backup server also saves indexing data in the Veeam Catalog
folder on the backup server.

To learn more about the Veeam Guest Catalog Service, see the Veeam Backup Catalog section in the
Veeam Backup & Replication User Guide.

4. During the next catalog replication session, the global Veeam Guest Catalog Service replicates data from
the backup server to the Veeam Catalog folder on the Veeam Backup Enterprise Manager server.

NOTE
Consider the following:

e If the backup job is set up to create backups in a Veeam Cloud Connect repository, Veeam Backup &
Replication running on the SP backup server does not save indexing data in the Veeam Catalog
folder.

Due to the peculiarities of file indexing algorithms, file indexing takes more time if you backup
volumes with a file system different from NTFS or volumes with data deduplication enabled.
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Data Encryption

Data security is an important part of the backup strategy. You must protect your information from unauthorized
access, especially if you back up sensitive data to remote locations. To keep your data safe, you can use data
encryption.

Data encryption transforms data to an unreadable, scrambled format with the help of a cryptographic algorithm
and a secret key. If encrypted data is intercepted, it cannot be unlocked and read by the eavesdropper. Only
intended recipients who know the secret key can reverse encrypted information back to a readable format.

In Veeam Agent, encryption works at the backup job level. Veeam Agent uses the block cipher encryption
algorithm and stores data in the encrypted format to a backup file.

Encryption is performed on the trusted side depending on the backup target:
e Encryption is performed on the source side for all backup targets except the Veeam backup repository.
e Encryption is performed on the target side if you store backups in the Veeam backup repository.
Decryption is performed on the same side as encryption.

To create encrypted backups, you must enable the encryption option and specify a password that will be used
for data encryption. To learn more, see Storage Settings.

NOTE

You cannot enable encryption options in the properties of the Veeam Agent backup job if you have chosen
to create Veeam Agent backups in a Veeam backup repository. For such jobs, encryption options are
managed by a backup administrator working with Veeam Backup & Replication. To learn more about data
encryption capabilities available in Veeam Backup & Replication, see the Data Encryption section in the
Veeam Backup & Replication User Guide.

Encryption Algorithms

To encrypt data in backups and files, Veeam Agent employs a symmetric key encryption algorithm.

The symmetric, or single-key encryption algorithm, uses a single, common secret key to encrypt and decrypt
data on the trusted side. To restore encrypted data, you must have the same secret key. Users who do not have
the secret key cannot decrypt data and get access to it.

Backu Restore
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Unencrypted | Encrypted : Unencrypted
data | backup file | data
i i
I |
! !
Secret key Secret key

Veeam Agent relies on a hierarchical encryption scheme. Each layer in the hierarchy encrypts the layer below
with a key of specific type.
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Encryption Keys

An encryption key is a string of random characters that is used to bring data to a scrambled format and back to
unscrambled. Encryption keys encode and decode initial data blocks or underlying keys in the key hierarchy.

Veeam Agent uses 4 types of keys:
e 3 service keys generated by Veeam Agent:
o Session Key
o Metakey
o Storage key

e 1key generated based on a user password: a user key.
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Session Keys and Metakeys

The session key is the lowest layer in the encryption key hierarchy. When Veeam Agent encrypts data, it first
encodes every data block in a file with a session key. For session keys, Veeam Agent uses the AES algorithm with
a 256-bit key length in the CBC-mode.

Veeam Agent generates a new session key for every backup job session. For example, if you have created an
encrypted backup job and run 3 job sessions, Veeam Agent will produce 3 backup files that will be encrypted
with 3 different session keys:

e  Full backup file encrypted with session key 1
e Incremental backup file encrypted with session key 2

e Incremental backup file encrypted with session key 3
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The session key is used to encrypt only data blocks in backup files. To encrypt backup metadata, Veeam Agent
applies a separate key — metakey. Use of a metakey for metadata raises the security level of encrypted backups.

For every job session, Veeam Agent generates a new metakey. For example, if you have run 3 job sessions,
Veeam Agent will encrypt metadata with 3 metakeys.
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In the encryption process, session keys and metakeys are encrypted with keys of a higher layer — storage keys.
Cryptograms of session keys and metakeys are stored in the resulting file next to encrypted data blocks.
Metakeys are additionally kept in the Veeam Agent database.

Storage Keys

Backup files in the backup chain often need to be transformed, for example, when the earliest incremental
backup file in the chain becomes obsolete and its data should be included into the full backup file. When Veeam
Agent transforms a full backup file, it writes data blocks from several restore points to the full backup file. As a
result, the full backup file contains data blocks that are encrypted in different job sessions with different session
keys.

To restore data from such "composed" backup file, Veeam Agent would require a bunch of session keys. For
example, if the backup chain contains restore points for 2 months, Veeam Agent would have to keep session
keys for a 2-month period.
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In such situation, storing and handling session keys would be resource consuming and complicated. To facilitate
the encryption process, Veeam Agent uses another type of service key — a storage key.
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For storage keys, Veeam Agent uses the AES algorithm with a 256-bit key length in the CBC-mode. A storage
key is directly associated with one restore point in the backup chain. The storage key is used to encrypt the
following keys in the encryption hierarchy:

e All session keys for all data blocks in one restore point

e Metakey encrypting backup metadata
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During the restore process, Veeam Agent uses one storage key to decrypt all session keys for one restore point,
no matter how many session keys were used to encrypt data blocks in this restore point. As a result, Veeam
Agent does not need to keep the session keys history in the Veeam Agent database. Instead, it requires only one
storage key to restore data from one file.

In the encryption process, storage keys are encrypted with a key of a higher layer — a user key. Cryptograms of
storage keys are stored in the resulting file next to encrypted data blocks, and cryptograms of session keys and
metakeys.

Storage keys are also kept in the Veeam Agent database. To maintain a set of valid storage keys in the database,
Veeam Agent uses retention policy settings specified for the job. When some restore point is removed from the
backup chain by retention, the storage key corresponding to this restore point is also removed from the Veeam
Agent database.

User Keys

When you enable encryption for a job, you must define a password to protect data processed by this job, and
define a hint for the password. The password and the hint are saved in the job settings. Based on this password,
Veeam Agent generates a user key.

The user key protects data at the job level. In the encryption hierarchy, the user key encrypts storage keys for all
restore points in the backup chain.
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Veeam Agent saves a hint for the password to its database and to the backup metadata file (VBM). When you
decrypt a file, Veeam Agent displays a hint for the password that you must provide. After you enter a password,
Veeam Agent derives a user key from the password and uses it to unlock the storage key for the encrypted file.

According to the security best practices, you should change passwords for encrypted jobs regularly. When you
change a password for the job, Veeam Agent creates a new user key and uses it to encrypt new restore points in
the backup chain. If you lose a password that was specified for encryption, you can change the password in the
encryption settings. You can use the new password to restore data from all restore points in the backup chain,
including those restore points that were encrypted with an old password.

How Data Encryption Works

Data encryption is performed as part of the backup process. Encryption works at the source or target side
depending on the backup target. As a result, encryption keys are not passed to the untrusted side, which helps
to avoid data interception.

In Veeam Agent, the encryption process includes the following steps:

1. When you create a backup job, you enable the encryption option for the job and enter a password to
protect data at the job level.

Veeam Agent generates a user key based on the entered password.
When you start an encrypted job, Veeam Agent creates a storage key and stores this key in its database.

Veeam Agent creates a session key and a metakey. The metakey is stored in the Veeam Agent database.

oA W

Veeam Agent processes job data in the following way:
a. The session key encrypts data blocks in the backup file. The metakey encrypts backup metadata.
b. The storage key encrypts the session key and the metakey.
c. The user key encrypts the storage key.

6. Encrypted data blocks are stored to the target location. The cryptograms of the user key, storage key,
session key and metakey are stored in the resulting file next to encrypted data blocks.
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How Data Decryption Works

When you restore data from an encrypted backup file, Veeam Agent performs data decryption automatically in
the background or requires you to provide a password.

e If encryption keys required to unlock the backup file are available in the Veeam Agent database, you do
not need to enter the password. Veeam Agent uses keys from the database to unlock the backup file. Data
decryption is performed in the background, and data restore does not differ from that from an
unencrypted one.

Automatic data decryption can be performed in one of the following situations:

o You encrypt and decrypt the backup file on the same Veeam Agent computer using the same Veeam
Agent database.

o You have included encryption keys into the Veeam Recovery Media and perform bare metal recovery
after booting from this Veeam Recovery Media. To learn more, see Specify Recovery Media Options.

e If encryption keys are not available in the Veeam Agent database, you need to provide a password to
unlock the encrypted file.

Data decryption is performed on the source or target side depending on the backup target. As a result,
encryption keys are not passed to the untrusted side, which helps avoid data interception.

In Veeam Agent, the decryption process includes the following steps. Keep in mind that steps 1and 2 are
required only if you decrypt the file on the Veeam Agent computer other than the computer where the file was

encrypted.

1. You select the backup from which you want to restore data. Veeam Agent notifies you that one or more
files in the backup chain are encrypted and requires a password.

2. You specify a password for the imported file. If the password has changed once or several times, you need
to specify the latest password. In Veeam Agent, you can use the latest password to restore data from all
restore points in the backup chain, including those restore points that were encrypted with an old
password.
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3. Veeam Agent reads the entered password and generates the user key based on this password. With the
user key available, Veeam Agent performs decryption in the following way:

a. Veeam Agent applies the user key to decrypt the storage key.
b. The storage key, in its turn, unlocks underlying session keys and a metakey.
c. Session keys decrypt data blocks in the encrypted file.

After the encrypted file is unlocked, you can work with it as usual.
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computer encrypted files
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Backup Job Encryption

Encryption for the backup job is configured in the advanced job settings. You should enable the encryption
option and specify a password to protect data in backup files produced by the backup job.

NOTE

You cannot specify encryption options for the backup job if you have chosen to save backup files on a
Veeam backup repository. Encryption options for Veeam Agent backup jobs targeted at the backup
repository are managed by a backup administrator working with Veeam Backup & Replication. To learn
more, see the Data Encryption section of the Veeam Backup & Replication User Guide.
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The backup job processing with encryption enabled includes the following steps:

—_

You enable encryption for a backup job and specify a password.

2. Veeam Agent generates the necessary keys to protect backup data.

3. Veeam Agent encrypts data blocks and transfers them to the target location already encrypted.
4

On the target storage, encrypted data blocks are stored in a resulting backup file.

s
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Restore of an encrypted backup file includes the following steps:

1. You select an encrypted backup file and define a password to decrypt the backup file. If the password has

changed once or several times, you need to specify the latest password that was used to encrypt files in
the backup chain.

2. Veeam Agent uses the provided password to generate user key and unlock the subsequent keys for backup
file decryption.

3. Veeam Agent retrieves data blocks from the backup file, sends them to the target volume and decrypts
them on the target volume.
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Resuming Encrypted Backup Chain

In some situations, encryption keys may be unavailable in the Veeam Agent for Microsoft Windows database,
and Veeam Agent cannot create a new encrypted restore point in the backup chain. For example, this may
happen after you change the password for encryption and then recover the entire Veeam Agent computer to a
restore point that was created before you have changed the password. In this case, information about backup in
the Veeam Agent database will become outdated and will not match backup metadata residing on the target
location. To continue the existing encrypted backup chain, you need to provide the latest password in the
Veeam Agent control panel.

When the backup job is started (either manually or upon the defined schedule), Veeam Agent detects the latest
encrypted backup created by this job in the target location and displays a window in the Veeam Agent control
panel offering to enter a password and continue the backup chain. You can choose to perform one of the
following operations:

e To continue the existing encrypted backup chain, you can enter the password specified for encryption and
click OK. If the password has changed more than once, you need to specify the latest password.

After you provide the correct password, Veeam Agent will use this password to decrypt backup metadata
on the target location and update information about backup in its database. After that, Veeam Agent will
create the new incremental backup file in the existing encrypted backup chain. To encrypt this backup file
and subsequent backup files, Veeam Agent will use the password that is kept in its database at the time
when continue the backup chain.

You will be able to use this password to restore data from any restore point in the backup chain, including
restore points that were encrypted with an older password and restore points that were created before
you have enabled the encryption option for the job.

e You can click Cancel to close the notification window and cancel the job. In this case, the next time the
backup job is started, Veeam Agent will again prompt to enter the password.

NOTE

Veeam Agent for Microsoft Windows displays the notification window for 1 hour. If you do not choose any
option, after this time period expires, Veeam Agent will automatically close the window and cancel the job.
If email notification settings are enabled for the backup job, Veeam Agent will also send an email report
informing that the job was canceled.
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Encryption Best Practices

To guarantee the flawless process of data encryption and decryption, consider the following advice.

Password

1. Use strong passwords that are hard to crack or guess. Consider the following recommendations:

d.

b.

The password must be at least 8 characters long.
The password must contain uppercase and lowercase characters.
The password must be a mixture of alphabetic, numeric and punctuation characters.

The password must significantly differ from the password you used previously.

. The password must not contain any real information related to you, for example, date of birth, your

pet's name, your logon name and so on.

2. Provide a meaningful hint for the password that will help you recall the password. The hint for the
password must significantly differ from the password itself. The hint for the password is displayed when
you select an encrypted backup server and attempt to unlock it.

3. Change passwords for encrypted jobs regularly. Use of different passwords helps increase the encryption
security level.

Encryption for Existing Job

If you enable encryption for an existing job, during the next job session Veeam Agent will create active full
backup. The created full backup file and subsequent incremental backup files in the backup chain will be
encrypted with the specified password.

99 | Veeam Agent for Microsoft Windows | User Guide



Encryption is not retroactive. If you enable encryption for an existing backup job, Veeam Agent does not encrypt
the previous backup chain created with this job. However, Veeam Agent encrypts backup metadata. As a result,
you need to enter the password to restore data from unencrypted backup files in the backup chain as well as

from encrypted backup files in this chain.
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Backup Cache

A remote storage specified as a target location for backup files may be unavailable at the time when the backup
job must start. In this case, Veeam Agent cannot create a regular restore point upon the defined schedule. As a
result, the backup chain on the remote storage will not contain a sequence of restore points that precisely
complies with the backup schedule.

To overcome this limitation, Veeam Agent offers the concept of the backup cache. The backup cache is a
temporary local storage in which Veeam Agent creates backup files in case the backed-up data cannot be
transferred to a remote location. When the target location becomes available, Veeam Agent uploads backup
files from the backup cache to the remote storage, adding regular restore points to the backup chain.

The backup cache lets you perform scheduled backup in due time ensuring that the resulting backup chain will
contain "snapshots" of your data at desired points in time. This may be helpful, for example, for laptop users
who go on business trips with no or limited access to the corporate network in which the backup location
resides.

Technically, the backup cache is a local folder on the computer on which Veeam Agent is installed. A user can
define a folder for the backup cache and the size of the backup cache in the backup job settings.

The backup cache is available if the following types of storage are chosen as a target location:
e Network shared folder
e Object storage
e Backup repository managed by a Veeam backup server

e Cloud repository managed by a Veeam Cloud Connect service provider

How Backup Cache Works

When you create a backup job targeted at a remote storage, you can select to use the backup cache in its
properties. The procedure of data backup with the backup cache enabled is performed in the following way:

1. The user enables the backup cache in the properties of the backup job targeted at a remote location.

2. During a regular backup job session, Veeam Agent for Microsoft Windows creates in the backup cache a
map of data blocks on the remote location. Information about data blocks on the remote location is saved
in a file with digests and stored in the folder
C:\ProgrambData\Veeam\EndpointData\CacheDigests.

Veeam Agent for Microsoft Windows will use the created digests to create incremental backup files in the
backup cache when the remote storage itself is unavailable at the time of scheduled backup.

3. |If the target location is unavailable at the time when the scheduled backup job must start, Veeam Agent
for Microsoft Windows creates the new restore point in the backup cache.

The target location is considered as unavailable in the following conditions:

o [For network shared folder] Veeam Agent for Microsoft Windows Service that runs on the protected
computer cannot connect to the network shared folder. In this case, Veeam Agent for Microsoft
Windows will immediately start creating the new restore point in the backup cache.

o [For object storage] Veeam Agent for Microsoft Windows Service that runs on the protected computer
cannot connect to the object storage.
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o [For Veeam backup repository] Veeam Agent for Microsoft Windows Service cannot connect to the
Veeam Backup Service that runs on the backup server to which the backup repository specified as a
target location for Veeam Agent backups is connected.

o [For Veeam Cloud Connect repository] Veeam Agent for Microsoft Windows Service cannot connect to
one of the following services on the Veeam Cloud Connect provider side:

= Veeam Backup Service that runs on the backup server used for managing the Veeam Cloud
Connect infrastructure.

= Veeam Cloud Connect Service that runs on the backup server used for managing the Veeam
Cloud Connect infrastructure.

= Veeam Cloud Gateway Service that runs on a cloud gateway deployed in the Veeam Cloud
Connect infrastructure.

In case the connection to the target location is lost when the backup job is already running, Veeam Agent
for Microsoft Windows performs backup based on the following rules:

o [For network shared folder] Veeam Agent for Microsoft Windows immediately switches to the backup
cache and writes to the backup cache all data that must be backed up within the current backup job
session. If some data has already been transferred to the target location, Veeam Agent for Microsoft
Windows starts the data transfer operation from the beginning and transfers all backed-up data to the
backup cache.

o [For object storage, Veeam backup repository and Veeam Cloud Connect repository] Veeam Agent for
Microsoft Windows tries to reconnect to the target location. The reconnection process may last 30
minutes or more. After the reconnection period expires, Veeam Agent for Microsoft Windows switches
to the backup cache and writes to the backup cache only remaining data that has not been transferred
to the target location yet. Data that has been already transferred to the target location remains in the
backup repository.

The process of data backup to the backup cache practically does not differ from the regular one. The
difference is that the resulting backup file is saved to the local folder instead of the remote storage.

If the target location becomes available after Veeam Agent for Microsoft Windows has started creating a

restore point in the backup cache, Veeam Agent for Microsoft Windows will not switch back to the target
location. Instead, Veeam Agent for Microsoft Windows will create a restore point in the backup cache and
then upload this restore point to the target location.

4. After the remote storage becomes available, Veeam Agent for Microsoft Windows uploads backup files
that were created in the backup cache to the target location. If more than one restore point was created in
the backup cache, these restore points are uploaded to the target location sequentially, one by one.

Until all restore points are uploaded from the backup cache to the target location, Veeam Agent for
Microsoft Windows will continue to create new restore points in the backup cache even if the target
location is available at the time when the backup job is running.

102 | Veeam Agent for Microsoft Windows | User Guide



C

Data to back up

User computer

|
3
o il
TR e——— 2 ——

Backup cache
Targek storage

; f

Established connection

Insuccessful connection

Limitations for Backup Cache

The backup cache has the following limitations:

e The backup cache is available only in Workstation and Server editions of Veeam Agent for Microsoft
Windows.

e You cannot use the backup cache for a file-level backup job.

e You cannot restore data from backup files that reside in the backup cache. Until restore points are
uploaded from the backup cache to the target location, these restore points are not considered as a fully
valid part of the backup chain.

e Veeam Agent for Microsoft Windows does not support creating full backups (including active full backups
and synthetic full backups) in the backup cache except for the very first full backup file in the backup
chain.

e Veeam Agent for Microsoft Windows does not support creating encrypted backups in the backup cache. If
encryption options are specified for the backup job, Veeam Agent will create unencrypted backup files in
the backup cache. When the target location becomes available, Veeam Agent will encrypt data prior to
uploading it to the remote storage.

e Veeam Agent for Microsoft Windows does not support creating transaction log backups in the backup
cache. You cannot enable transaction log backup and the backup cache for the backup job simultaneously.

e Restore points created in the backup cache cannot be uploaded to the target location after you perform
the following operations:

o Change target location for backup files in the properties of the backup job
o Change a folder defined for the backup cache
o Move or delete backup files on the target location

o [For Veeam backup repository] Enable or disable data encryption settings in Veeam Backup &
Replication
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If the backup cache contains one or more restore points at the time when you perform one of these
operations, you need to delete restore points from the backup cache.

You cannot delete restore points from the backup cache while Veeam Agent for Microsoft Windows is
performing the following operations:

o Creating a new restore point in the backup cache.

o Uploading a restore point from the backup cache to the target location.
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Backup to Rotated Drives

You can use rotated drives as a target location for backups. This scenario can be helpful if you want to store
backups on several external hard drives (for example, USB or FireWire) and plan to swap these drives between
different locations regularly.

Backup on rotated drives is performed in the following way:

1.

Veeam Agent for Microsoft Windows creates a backup chain on an external drive that you use as a backup
target. The backup chain consists of the first full backup and a set of subsequent incremental backups.

When you swap drives and attach a new external drive, Veeam Agent creates a separate backup chain on
the new drive.

After you swap drives again, Veeam Agent detects if there is a backup chain on the currently attached
drive. If the backup chain exists, Veeam Agent continues the existing chain: it creates a new incremental
backup file and adds it to the existing backup files.

To use rotated drives for backup, you must perform the following actions:

1.
2.

Attach one of external drives from the set to your computer.
Configure the backup job to store backups on the currently connected external drive. To do this:
a. At the Local Storage step of the wizard, select the connected drive.

b. From the Local drives list, select the necessary volume on the connected drive and specify a folder
where backups must be stored.

c. Save the job settings.
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file settings
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3. When you need to swap files, disconnect the drive that was used previously and attach a new drive to your
computer.

4. Register a newly connected drive as a known removable storage in Veeam Agent for Microsoft Windows.
To do this:

a. Double-click the Veeam Agent icon in the system tray to open the control panel.
b. From the main menu, select Settings.
c. Click the Manage registered storage devices link.

d. Click Register next to the newly connected drive.

Known removable storage devices

Storage devices

USB storage Capacity Volume

¥ letFlash Transcend USE Device 54.5 G5B Fih, Regigter
i Generic Flash Disk USE Device 4.9 GR En Unre;ster

106 | Veeam Agent for Microsoft Windows | User Guide



If you do not register the newly connected drive before the backup job starts, Veeam Agent will be unable
to detect the backup target and launch the backup job. Veeam Agent will display a warning in the system
tray and in the control panel. To register a new device, click the Add removable storage device link in the
Status view of the control panel and register the newly connected drive as described above. To learn
more, see Managing Rotated Drives.
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5. After you register the newly connected drive, you can start a new backup session manually or wait Veeam
Agent to start a new session.

NOTE

Keep in mind that you cannot target a backup job at a certain set of rotated drives. If the backup job to
rotated drive starts, and the drive that was used previously is not connected, Veeam Agent creates a
backup file on any registered drive that is currently attached to the Veeam Agent computer.
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Backup of External Drives

You can use Veeam Agent for Microsoft Windows to back up data that resides on external USB/eSATA or
FireWire drives connected to the Veeam Agent computer.

IMPORTANT

Veeam Agent supports backup of external drives that support Microsoft VSS: HDD, SSD, and so on. USB
flash drives (USB sticks) are not supported, because it is impossible to create a VSS snapshot on a device of
this type. To learn how to check if your drive is supported, see this Veeam KB article.

You can include an external drive in any type of backup: entire computer backup, volume-level backup or file-
level backup.

For entire computer backup, you can instruct Veeam Agent for Microsoft Windows to back up data of all
external drives the are currently connected to the Veeam Agent computer. To do this, you must enable
the Include external USB drives option at the Backup Mode step of the New Backup Job wizard.

An external drive whose data you want to back up must be connected to the Veeam Agent computer at
the time when the backup job must start.

If an external drive that was backed up within a previous backup job session is not connected to the Veeam
Agent computer when the backup job must start, Veeam Agent for Microsoft Windows will back up data of
all existing drives and skip the absent one. The backup job session will complete successfully.

For volume-level backup, you can include in the backup a specific volume that resides on an external
drive. To do this, you must select the necessary volume at the Volumes step of the New Backup Job
wizard.

If a USB drive that contains the volume included in the backup is hot connected to the Veeam Agent
computer when the backup job must start, the backup job will complete with an error.

For file-level backup, you can include in the backup data of a specific volume that resides on an external
drive (entire volume or specific folders with files). To do this, you must select the necessary object at the
Files step of the New Backup Job wizard.

If a USB drive that contains a volume or folder included in the backup is not connected to the Veeam
Agent computer when the backup job must start, the backup job will complete with an error.

NOTE

Veeam Agent for Microsoft Windows does not back up external drives used as rotated drives. USB drives
registered as a known removable storage in Veeam Agent for Microsoft Windows are excluded from the
backup.
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Data Restore

Veeam Agent for Microsoft Windows offers two data restore scenarios:

e You can perform volume-level restore to recover the entire system image of your computer or specific
computer volumes. To learn more, see Volume-Level Restore.

e You can perform file-level restore to recover individual files and folders. To learn more, see File-Level
Restore.

When performing volume-level restore, you can resize restored volumes to fit available space on target
location. To learn more, see Volume Resize.
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Volume-Level Restore

If data on a computer volume gets corrupted, you can restore this volume from the backup. For volume-level
restore, you can use backups that were created at the volume level. File-level backups cannot be used for
volume restore.

When you perform volume-level restore, Veeam Agent for Microsoft Windows restores the entire content of the
volume. It retrieves from the backup data blocks pertaining to a specific volume and copies them to the
necessary location.

Keep in mind that you cannot browse the volume in the backup and select individual application items, files and
folders for restore. For granular file-level restore, you can use the file-level restore option. To learn more, see
File-Level Restore.

A volume can be restored to its original location or new location. If you restore the volume to its original
location, Veeam Agent for Microsoft Windows overwrites data on the original volume. If you restore the volume
to a new location, and the target disk contains any data, Veeam Agent for Microsoft Windows overwrites data in
the target location with data retrieved from the backup.

A volume can be restored to a new location that has greater or less space than the size of the volume in the
backup. Depending on the amount of free disk space on target location, you can select either to shrink or to
extend the volume during restore. To learn more, see Volume Resize.

Limitations for Volume-Level Restore

Volume restore has the following limitations:
e You cannot restore the system volume to its original location.
e You cannot restore a volume to the volume on which the swap file is currently hosted.
e You cannot restore a volume to the volume where the backup file used for restore is located.

To overcome the first two limitations, you can create a Veeam Recovery Media and use the Veeam Bare Metal
Recovery wizard for volume-level restore. To learn more, see Veeam Recovery Media.
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File-Level Restore

If you have lost or modified files and folders on your computer by mistake, you can restore a copy of the
necessary objects from the backup. For file-level restore, you can use a backup of any type:

e Volume-level backup
e File-level backup

Veeam Agent for Microsoft Windows does not extract files and folders from the backup file. Instead, it uses
Veeam's proprietary driver to publish the backup content directly into the computer file system, under
C:\VeeamFLR\<Volume N>.For accessing the backup file content, Veeam Agent for Microsoft Windows uses a
separate program — Virtual Disk Driver (VDK) that is provided with the product.

After the backup content is mounted, you can use a built-in Veeam Backup browser or Microsoft Windows
Explorer to browse and copy necessary files and folders to your local machine drive, save them in a network
shared folder or point applications to files and work with them in a regular way.
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Volume Resize

With Veeam Agent for Microsoft Windows, you can resize backup volumes during volume-level restore. When
you select to resize a volume, Veeam Agent for Microsoft Windows restores data from the backup and resizes
the restored volume to the specified size.

There are two ways to resize a volume depending on the amount of free disk space on the target location:

e Volume shrink — you can shrink a volume when you restore it to a new location that has less space than
the size of the volume in the backup. You can also shrink a volume that is restored to its original location
to free disk space on the target location. To learn more, see How Volume Shrink Works.

e Volume extend — you can extend a backup volume when you restore it to a new location that has more
available disk space than the size of the backup volume. To learn more, see How Volume Extend Works.

Volume resize may be also helpful when you need to restore data after hardware upgrade. For example, you
may want to resize volumes in the following situations:

e Shrink backup data to restore system volumes of your computer to a smaller disk after you replace an old
HDD drive with a faster but less capacitive SSD drive.

e Extend the backup volume during volume-level restore to a new, more capacitive HDD drive.
You can restore and resize volumes:

e With the Volume Restore wizard when you restore volumes under Microsoft Windows system. For more
information, see Restoring Volumes.

e With the Veeam Bare Metal Recovery wizard when you perform restore from the Veeam Recovery Media.
For more information, see Restoring from Veeam Recovery Media.

The volume resize option is available only in the Manual restore mode at the Disk Mapping step of the wizard.

Limitations for volume resize

Volume resize has the following limitations:

e You cannot restore a volume to the volume of the smaller size if the amount of data stored on the backup
volume exceeds the free space on the target disk.

e You can only resize basic volumes that use the NTFS file system.

e If you resize a BitLocker encrypted volume during restore, the restored volume will be unencrypted.

How Volume Shrink Works

When you restore a volume to a target location of the smaller size, Veeam Agent for Microsoft Windows
performs the following operations:

1. When you select the Resize option to shrink a volume, Veeam Agent for Microsoft Windows mounts the
backup volume to a temporary NTFS folder on the system drive, for example:
C:\Users\Username\AppData\Local\Temp.

2. Veeam Agent for Microsoft Windows mounts the created NTFS folder as a VHD disk next to other disks
that are present on the computer.
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Mounting VBK file content as a VHD disk makes it possible for Veeam Agent for Microsoft Windows to use
Microsoft Windows system's disk management tools to measure current size of the backup volume and
maximum and minimum size for the restored volume.

Veeam Agent for Microsoft Windows sends a query request to the mounted VHD disk to calculate its size,
amount of stored data and free disk space by which the volume can be shrunk.

This step may take some time depending on the size of the backup volume and its data fragmentation
ratio.

When the query is complete and you specify the desired size for the restored volume, Veeam Agent for
Microsoft Windows unmounts the VHD disk.

When you start the restore process, Veeam Agent for Microsoft Windows creates on the target disk a
volume of the specified size and restores to that volume the amount of backed-up data that fits the
specified size.

Veeam Agent for Microsoft Windows mounts the backup volume as a VHD disk as described in steps 1 and
2 and starts to shrink it to the size of the target volume. During the process of volume shrink, empty data
blocks from the part of the mounted VHD disk that does not fit the size of the target volume are moved to
the part of the disk that contains actual data.

Veeam Agent for Microsoft Windows captures on the VHD disk data blocks that are moved during shrink
and writes them to the target volume.

When all data blocks are written to the target volume, Veeam Agent for Microsoft Windows unmounts the
VHD disk.
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How Volume Extend Works

When you restore a volume to a target location of the larger size, Veeam Agent for Microsoft Windows performs
the following operations:

1.

When you select the Resize option to extend a volume, Veeam Agent for Microsoft Windows mounts the
backup volume to a temporary NTFS folder on the system drive, for example:
C:\Users\Username\AppData\Local\Temp.

Veeam Agent for Microsoft Windows mounts the created NTFS folder as a VHD disk next to other disks
that are present on the computer.
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Mounting VBK file content as a VHD disk makes it possible for Veeam Agent for Microsoft Windows to use
Microsoft Windows system's disk management tools to measure current size of the backup volume and
maximum and minimum size for the restored volume.

3. Veeam Agent for Microsoft Windows sends a query request to the mounted VHD disk to calculate its size,
amount of stored data and free disk space by which the volume can be extended.

This step may take some time depending on the size of the backup volume and its data fragmentation
ratio.

When the query is complete and you specify the desired size for the restored volume, Veeam Agent for
Microsoft Windows unmounts the VHD disk.

4. When you start the restore process, Veeam Agent for Microsoft Windows creates on the target disk a
volume of the same size as the backup volume and restores to that volume all data blocks from the
backup volume.

5. When all data blocks are written to the target location, Veeam Agent for Microsoft Windows extends the
size of the target volume to the specified size.
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Veeam Recovery Media

Veeam Agent for Microsoft Windows lets you create a Veeam Recovery Media — a recovery image of your
computer.

The recovery image is a "copy" of your OS with the limited functionality — it contains all data required to run
Microsoft Windows Recovery Environment (Windows RE), and provides an alternative way to boot your
computer. If the OS installed on the computer fails to start for some reason, you can boot the Windows RE from
the recovery image. After booting, you can do the following:

e You can use Veeam Agent for Microsoft Windows and Microsoft Windows tools to diagnose problems and
fix errors on your computer.

e You can restore data from a backup to your computer. For this scenario, you must have a backup created
with Veeam Agent for Microsoft Windows or system image created with Microsoft Windows.

The recovery image can be helpful if one of the following errors occur:
e The OS on the computer fails to start.
e The computer is blocked with malware and you cannot get access to your data.

e You want to perform bare metal restore from the backup on the computer without the OS and other
software installed.

e You want to restore the system volume of the computer and so on.
You can create a recovery image on different kinds of media:

e Removable storage devices such as USB drives or SD cards

e (CD/DVD/BD

e |SO images on local or external computer drives

When you boot from the Veeam Recovery Media, you can use the Veeam Agent for Microsoft Windows recovery
environment to fix the OS system errors on your computer or restore data from the backup. Veeam Agent for
Microsoft Windows offers a set of tools for the computer system image and data recovery:

e Bare Metal Recovery — the Veeam Agent for Microsoft Windows wizard to recover data on the original
computer or a new computer.

e Windows Recovery Environment — a built-in Microsoft Windows tool to recover the computer system
image.

e Tools — Veeam Agent for Microsoft Windows and Microsoft Windows utilities for advanced computer
administration.

Limitations for Veeam Recovery Media

e You cannot restore dynamic volumes using a Veeam Recovery Media. To restore dynamic volumes, you can
recover data from the volume-level backup on a working computer system. To learn more, see Restoring
Volumes.

e The Veeam Recovery Media is based on the Microsoft Windows RE. Due to Microsoft limitations, Microsoft
Windows RE automatically reboots after 72 hours of continuous use. All data that has not been saved
before reboot will be lost.
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Drivers in Veeam Recovery Media

The Veeam Recovery Media created with Veeam Agent for Microsoft Windows contains the following data:
e Set of files required to start your computer OS from the recovery media.
e Diagnostic tools from Microsoft and Veeam.

e Drivers required to run hardware and devices on your computer in a regular way. When you boot your
computer from the Veeam Recovery Media, drivers included into the Veeam Recovery Media are
automatically loaded on the recovered OS.

e Network connection settings from your computer. When you boot your computer from the Veeam
Recovery Media, network settings included into the Veeam Recovery Media are automatically applied and
can be used to connect to the remote backup storage.

e If you have enabled data encryption options for the backup job, you can also include a decryption key into
the Veeam Recovery Media. To learn more, see Creating Veeam Recovery Media.

NOTE
The Veeam Recovery Media contains all locales (languages) that are included in the OS of the Veeam Agent
Computer.

You can include the following drivers in the Veeam Recovery Media:

e Drivers that are currently installed on your computer. Veeam Agent for Microsoft Windows detects hard
disk controller drivers, network adapter drivers and USB controller drivers and includes them into the
Veeam Recovery Media.

e Additional storage and network drivers. If you use non-standard drivers, you can include them in the
created Veeam Recovery Media manually. For example, you can include drivers for a discrete network
card, third-party USB 3.0 controllers and non-standard hard disk controllers.

TIP

If you do not include some drivers in the Veeam Recovery Media, you can load them from the computer
drive when you perform bare metal recovery. To learn more, see Restoring from Veeam Recovery Media.
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BitLocker Encrypted Volumes Support

Veeam Agent for Microsoft Windows supports scenarios of data backup and restore to/from volumes encrypted
with Microsoft Windows BitLocker.

Data Backup

You can create backups of BitLocker encrypted volumes and store backups created with Veeam Agent for
Microsoft Windows on BitLocker encrypted volumes.

BitLocker encrypted volumes (both source and target) must be unlocked at the moment when Veeam Agent for
Microsoft Windows starts the backup operation.

e |f the volume added to the backup scope is locked at the moment of backup, the backup job will be unable
to process it and will fail.

e If the volume on which the backup file must be stored is locked at the moment of backup, the backup job
will be unable to save the resulting file, and the job will fail.
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Data Restore

You can restore data from backups stored on BitLocker encrypted volumes and restore data to BitLocker
encrypted volumes.

Veeam Agent for Microsoft Windows restores volumes in their initial state:
e If you restore an encrypted volume to its original location, the restored volume will be encrypted.

e If you restore an unencrypted volume to an encrypted volume, the restored volume will be unencrypted.

N7 | Veeam Agent for Microsoft Windows | User Guide



IMPORTANT

If you resize a BitLocker encrypted volume during restore, the restored volume will be unencrypted. To
learn more about volume resize, see Volume Resize.

BitLocker encrypted volumes must be unlocked at the moment when you perform the restore operation.

e If the backup file is stored on a locked volume, Veeam Agent for Microsoft Windows will fail to access it,
and you will not be able to restore data from it.

e If you perform volume-level restore, and the target volume is locked, Veeam Agent for Microsoft
Windows will display a warning and will ask you to unlock the volume. You can do this using the Microsoft
Windows UL.
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Veeam Recovery Media

If you boot from the Veeam Recovery Media, you can restore data from backups stored on BitLocker encrypted
volumes and restore data to BitLocker encrypted volumes.

e |f the backup file that you want to use for data restore resides on a locked volume, Veeam Agent for
Microsoft Windows cannot access this backup file. To unlock the volume with the backup file, click Unlock
drive under the Backup file field and enter a password for the volume.
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e If the target volume is BitLocker encrypted and locked, at the Restore Mode step of the wizard, Veeam
Agent for Microsoft Windows displays a warning informing about it. You can use one of the following
scenarios:

o You can restore data to the target volume and keep BitLocker encryption enabled for the volume. To
do this, you must unlock the volume before you start data restore.

To unlock the volume, click Cancel in the warning window. At the Restore Mode step of the wizard,
select Manual Restore. At the Disk Mapping step of the wizard, click Customize disk mapping and click
Unlock under the necessary volume.

19 | Veeam Agent for Microsoft Windows | User Guide



2 : =] ‘

Disk Mappin
A pping

Disk Mapping

Map volumes from the backup to available disks. You can manage disk layout, volumes or unallocated space by right-clicking the comesponding object and
selecting a required operation from the shortcut menu. f you don't see some of your disks, you may need to load a driver for your hardware RAID controller.

Disks: Load driver
=1 Disk 0 |k
130.0 GB Recovery (C)
Basic 499.0MB NTFS || 09,0 B 129.4 GB NTFS

Healthy (Recoven | | Healthy (EFI parti | | Healthy (Primary Partition)

= Disk 1 |

90.0 GB (E
Basic 90.0 GB unknown
Healthy (Primary Partition)
Unlock
=1 Disk 2 I
90.0 GB Local Disk (F:)
Dic 90.0 GB NTFS 2
B Exsting volume Restored volume B Unallocated
B Edended volume B Unknown partition Extended volume free space Cancel
EN < Previous MNext = Cancel

o You can restore data to the target volume and disable BitLocker encryption for the volume. To do
this, click OK in the warning window. Veeam Agent for Microsoft Windows will delete existing
BitLocker encrypted partitions on the volume, format the disk and restore data from the backup as
unencrypted.
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IMPORTANT

Veeam Agent for Microsoft Windows cannot back up volumes formatted as FAT32 and encrypted with
BitLocker. In general, FAT32 does not allow storing VSS snapshots on the same volume. When Veeam
Agent for Microsoft Windows triggers a VSS snapshot of a FAT32 formatted volume, the VSS snapshot is
stored on another, non-FAT32 volume on the computer.

If BitLocker is enabled, the VSS cannot save the snapshot on another volume due to Microsoft limitations,
and the backup process fails.
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Integration with Veeam Backup &
Replication

If you plan to use Veeam Agent for Microsoft Windows 6.0 or later with Veeam Backup & Replication, you must
install Veeam Backup & Replication 12.0 or later on the Veeam backup server. Veeam Agent for Microsoft
Windows 5 supports integration with Veeam Backup & Replication 12 as well.

NOTE

You can also use Veeam Backup & Replication to manage Veeam Agent for Microsoft Windows on
computers in your infrastructure. Within the Veeam Agent management scenario, you can remotely deploy
Veeam Agent for Microsoft Windows to your computers, as well as configure and manage Veeam Agent
backup jobs in Veeam Backup & Replication. To learn more, see the Veeam Agent Management Guide.

The current guide covers subjects related to Veeam Agent for Microsoft Windows operating in the
standalone mode.

You can store backup files created with Veeam Agent for Microsoft Windows on backup repositories managed by
Veeam Backup & Replication. To do this, you must select a backup repository as a target location in the
properties of the Veeam Agent backup job. To store Veeam Agent backups, you can use a simple backup
repository or a scale-out backup repository.

Veeam Agent for Microsoft Windows works with the backup repository as with any other target location. Backup
files are stored in a separate folder; you can perform standard restore operations using these files.

Information about Veeam Agent backups stored in the backup repositories, backup jobs and sessions becomes
available in the Veeam Backup & Replication console:

e The Veeam Agent for Microsoft Windows backup job is displayed in the list of jobs in Veeam Backup &
Replication.

e Backup files created with Veeam Agent for Microsoft Windows are displayed in the list of backups, under
the Backups > Disk or Backups > Object Storage node.

e Performed job sessions are available in the History view of Veeam Backup & Replication.

Backup administrators working with Veeam Backup & Replication can perform a set of operations with Veeam
Agent backups:

e Perform data protection operations: copy Veeam Agent backups to secondary backup repositories and
archive these backups to tape.

e Perform restore operations: restore individual files and folders, application items; restore computer disks
and convert them to the VMDK, VHD or VHDX format; restore Veeam Agent backups to Microsoft Azure,
Amazon Elastic Compute Cloud or to Hyper-V VMs.

e Perform administrative tasks: disable and delete Veeam Agent backup jobs, remove Veeam Agent backups
and so on.
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Backup to Veeam Cloud Connect Repository

If you want to store your data in the cloud, you can connect to a Veeam Cloud Connect service provider (SP) and
create Veeam Agent backups in a cloud repository.

Limitations for Backup to Cloud Repository

Backup to a Veeam Cloud Connect repository has the following limitations:

e You can store backups in a Veeam Cloud Connect repository if you use the Workstation or Server edition of
Veeam Agent for Microsoft Windows only.

e You cannot use a Veeam Cloud Connect repository as a target for standalone full backup. To learn more,
see Standalone Full Backup.

e Veeam Agent for Microsoft Windows does not support creating transaction log backups in the cloud
repository. You cannot enable transaction log backup options in the properties of the backup job targeted
at the cloud repository.
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Managing Veeam Agent in Veeam
Backup & Replication

Veeam Backup & Replication lets you automate management of Veeam Agent for Microsoft Windows on
multiple computers in your infrastructure. You can deploy Veeam Agent for Microsoft Windows, configure
Veeam Agent backup jobs and perform other data protection and administration tasks on remote computers. To
use the Veeam Agent management functionality in Veeam Backup & Replication, you must install Veeam Backup

& Replication on the Veeam backup server.

To learn more, see the Veeam Agent Management Guide.
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Planning and Preparation

Before you install Veeam Agent for Microsoft Windows, make sure that the target computer meets the system
requirements and all required ports are open.
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System Requirements

The protected computer must meet requirements listed in the table below.

NOTE

The following system requirements apply to Veeam Agent for Microsoft Windows operating in the
standalone mode.

To learn about system requirements for Veeam Agent for Microsoft Windows managed by Veeam Backup &
Replication, see the System Requirements section in the Veeam Agent Management Guide.

Hardware

0s

CPU: x86-64 processor.

Memory: 2 GB RAM or more. Memory consumption varies depending on
number and size of processed disks.

Disk Space: 200 MB for product installation.

Network: 1 Mbps or faster. High latency and reasonably unstable WAN links
are supported.

System firmware: BIOS or UEFI.

Drive encryption: Microsoft BitLocker (optional). BitLocker encrypted
volumes must be unlocked at the moment when Veeam Agent starts the
backup or restore operation. Only Microsoft BitLocker is supported for drive
encryption. Other drive encryption products are not supported.

Both 64-bit and 32-bit (where applicable) versions of the following
operating systems are supported:
e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server General Availability Channel (from version
1803 to version 20H2)
e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012
e Microsoft Windows Server 2008 R2 SP12
e Microsoft Windows 11 (from version 21H2 to version 23H2)
e Microsoft Windows 10 (from version 1909 to version 22H2)3
e Microsoft Windows 10 Long-Term Servicing Channel (versions 2015,
2016, 2019)
e Microsoft Windows 8.1
e Microsoft Windows 7 SP1
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' Consider the following:

e Small Business Server, Server Essentials, and Server Storage editions
of Microsoft Windows Server OSes are supported.

e Server Core installations of Microsoft Windows Server OSes are
supported for Veeam Agent for Microsoft Windows managed by
Veeam Backup & Replication only. To learn more, see the Veeam
Agent Management Guide. Veeam Agent operating in the standalone
mode does not support Server Core installations.

e Windows Embedded / Windows loT OSes are supported (except for
custom builds by certain vendors that do not have components
required for Veeam Agent operation).

e Microsoft Failover Clusters are supported for Veeam Agent for
Microsoft Windows managed by Veeam Backup & Replication only.
To learn more, see the Veeam Agent Management Guide. Veeam
Agent operating in the standalone mode does not support Microsoft
Failover Clusters.

2VVeeam CBT driver is supported only if Microsoft Windows update
KB3033929 is installed on the Veeam Agent computer.

* Microsoft Windows 10 Education is supported starting from Veeam Agent
6.0 build 10586.

File System Microsoft Windows FAT32/exFAT, NTFS, ReFS file systems are supported.

The supported file system must reside on a volume that is 64 TB or smaller,
because Veeam Agent uses the Microsoft Software Shadow Copy Provider
to create a volume shadow copy during the backup. To learn more about
the limitation, see this Microsoft article.

Software The following required 3rd party software is included in the setup program:

e Microsoft .NET Framework 4.5.2
e Windows Universal C Runtime Library

When installing the product, the setup program checks whether all
prerequisite software is available on the target computer. If some of the
required software components are missing, the missing software is installed
automatically.

If you plan to use Veeam Agent for Microsoft Windows with Veeam Backup
& Replication, you must install Veeam Backup & Replication 12 on the
Veeam backup server.

Database SQLite database engine (installed with the product).
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Consider the following:

e Veeam Agent for Microsoft Windows works with only those hard drive types that are supported by the
Microsoft Windows OS. Thus, Veeam Agent supports the 512 bytes and 4 KB sector hard drives only. Other
hard drive types are not supported. To learn more, see this Microsoft article.

e Supported culture settings depend on the version of Microsoft Windows OS installed on your computer.
For more information, see this Microsoft article.

Backup Source

Veeam Agent for Microsoft Windows supports backup of data that resides in the following types of storage:
e Local (internal) storage of the protected computer.

e Direct attached storage (DAS), such as USB, eSATA or Firewire external drives (USB sticks and SD cards are
not supported).

e Storage Area Network (SAN), such as iSCSI connected volumes.

Keep in mind that Veeam Agent cannot work with third-party volume managers installed on the protected
computer. Such managers may not allow Veeam Agent to interact with necessary interfaces and services

properly.

Backup Target

Backup can be performed to the following types of storage:
Disk-based storage
e Local (internal) storage of the protected computer (not recommended).

e Direct attached storage (DAS), such as USB, eSATA or Firewire external drives, and raw device mapping
(RDM) volumes.

IMPORTANT

Storage devices with the exFAT file system are not supported as a backup target.

e Network Attached Storage (NAS) able to represent itself as SMB (CIFS) share.
e Storage Area Network (SAN), such as iSCSI connected volumes.
e On-premises object storage.
e Veeam Backup & Replication 12 backup repository.
Cloud storage
e Cloud-based object storage.

e Veeam Cloud Connect 12 cloud repository.
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Network

Consider the following:

e If you back up to a repository managed by a Veeam backup server, Veeam Agent for Microsoft Windows
must be able to establish a direct IP connection to the Veeam Backup & Replication server. Veeam Agent
cannot work with Veeam Backup & Replication that is located behind a NAT gateway.

e Domain names of the Veeam Agent computer, Veeam Backup & Replication server and other servers in the
Veeam backup infrastructure must be resolvable into IPv4 or Ipv6 addresses.
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Permissions

Depending on the scenario, the user accounts must have the permissions listed in the following subsections:

e Permissions for Backup to Object Storage
e Permissions for Guest Processing

If you plan to back up data to object storage, make sure that the user account that you use to connect to the
object storage has the required permissions. The list of required permissions differs depending on the selected
object storage:

e Amazon S3 or S3 compatible

e Google Cloud Storage

Amazon S3 or S3 compatible

If you plan to back up data to the Amazon S3 or S3 compatible storage, make sure the user account that you
plan to use has the following permissions:

Identity-based permission:

{
“s3:ListAllMyBuckets”

}

Resource-based permissions:

“s3:DeleteObject”,
“s3:GetBucketLocation”,
“s3:GetBucketObjectLockConfiguration”,
“s3:GetBucketVersioning”,
“s3:GetObject”,

“s3:ListBucket”,

“s3:PutObject”

TIP

For information about required permissions for Amazon S3 storage with immutability enabled, see the
Using Object Storage Repositories section in the Veeam Backup & Replication User Guide.
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Google Cloud Storage

If you plan to back up data to the Google Cloud storage, make sure the user account that you plan to use has the
following permissions:

"storage.buckets.get",
"storage.buckets.list",
"storage.objects.create",
"storage.objects.delete",
"storage.objects.get",
"storage.objects.list"

Permissions for Guest Processing

To use guest processing, make sure to configure user accounts according to the requirements listed in this
section.

Consider the following general requirements when choosing a user account:
e [For file indexing] Choose a user account that has administrator privileges.

e When using Active Directory accounts, make sure to provide a user account in the DOMAIN|Username
format.

e When using local user accounts, make sure to provide a user account in the Username or HOST|Username
format.

e To process a Domain Controller server, make sure that you are using a user account that is a member of
the DOMAIN|Administrators group.

e To back up a Read-Only Domain controller, a delegated RODC administrator account is sufficient. For more
information, see Microsoft Docs.

132 | Veeam Agent for Microsoft Windows | User Guide


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc755310(v=ws.10)#Anchor_1

Depending on the application you need to back up, the user must have the permissions listed in the table below:

Application Required Permission

Microsoft SQL
Server

Microsoft Active
Directory

Microsoft
Exchange

Oracle

Microsoft
SharePoint

To back up Microsoft SQL Server data, the user whose account you plan to use must
be:
e Local Administrator on the Veeam Agent computer.
e System administrator (has the Sysadminrole) on the target Microsoft SQL
Server.

If you need to provide minimal permissions, the user account must be assigned the
following roles and permissions:
e SQL Server instance-level role: public and dbcreator.
e Database-level roles and roles for the model system database:
db_backupoperator, db_denydatareader, public;
for the master system database — db_backupoperator, db_datareader, public;
for the msdb system database — db_backupoperator, db_datareader, public,
db_datawriter.
e Securables: view any definition, view server state, connect SQL.

To back up Microsoft Active Directory data, the user account must be a member of the
built-in Administrators group.

To back up Microsoft Exchange data, the user account must have the Local
Administrator permissions in Microsoft Exchange.

To back up Oracle data, the user account must be configured as follows:

e The user account must be a member of both the Local Administrators group and
the ORA_DBA group (if OS authentication is used).
e The user account must be granted SYSDBA privileges.

To back up Microsoft SharePoint server, the user account must have the Farm
Administratorrole.

To back up Microsoft SQL databases of the Microsoft SharePoint Server, the user
account must have the same privileges as for the Microsoft SQL Server.
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Ports

The following tables describe network ports that must be opened to ensure proper communication of Veeam
Agent operating in the standalone mode with other infrastructure components.

To learn about ports required to enable proper work of Veeam Agent for Microsoft Windows managed by Veeam
Backup & Replication, see the Ports section in the Veeam Agent Management Guide.

IMPORTANT

The list of ports required for computers booted from the Veeam Recovery Media is the same as the list of
ports required for Veeam Agent computers.

Communication Between Veeam Agent Components

The following table describes network ports that must be opened to enable proper communication between
Veeam Agent for Microsoft Windows components.

-

Veeam Veeam Agent 9395+, Ports used locally on the Veeam Agent
Agent Computer 6183+ computer for communication between
Computer Veeam Agent components and Veeam

Agent for Microsoft Windows Service.

If the default port number is already in
use, Veeam Agent for Microsoft
Windows Service will try to use the next
port number.

Veeam Update TCP 443 Default port used to download
Notification Server information about available updates
(autolk.veeam.com) from the Veeam Update Notification

Server over the Internet.
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Communication with Veeam Backup & Replication
Repositories

The following table describes network ports that must be opened to ensure proper communication with Veeam
backup repositories.

-

Veeam Agent

Computer
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Veeam
Backup
Server

Linux server
performing
the role of a
backup
repository

Microsoft
Windows
server
performing
therole of a
backup
repository

Shared folder
CIFS (SMB)
share

Gateway
Microsoft
Windows
server

TCP

TCP

TCP

TCP
ubP

TCP
ubP

10001

2500 to
3300

49152-65535

2500 to
3300

137 to 139,
443,
445

137 t0 139,
445

Default port used by Veeam Agent for
Microsoft Windows operating in the
standalone mode for communication with
the Veeam Backup server.

Data between the Veeam Agent computer
and backup repositories is transferred
directly, bypassing Veeam backup servers.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Dynamic RPC port range. For more
information, see this Microsoft article.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Ports used as a transmission channel from
the Veeam Agent computer to the target
CIFS (SMB) share.

Ports 137 to 139 are used by backup
infrastructure components to
communicate using NetBIOS.

Port 443 is used to connect the target
CIFS (SMB) share over QUIC. For more
information, see this Microsoft article.

If a CIFS (SMB) share is used as a backup
repository and a Microsoft Windows
server is selected as a gateway server for
this CIFS share, these ports must be
opened on the gateway Microsoft
Windows server.


https://support.microsoft.com/kb/929851/en-us
https://docs.microsoft.com/en-us/windows-server/storage/file-server/smb-over-quic
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TCP 49152-65535
TCP 2500 to
3300

Ports 137 to 139 are used by backup
infrastructure components to
communicate using NetBIOS.

Dynamic RPC port range. For more
information, see this Microsoft article.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Communication with Veeam Cloud Connect Repositories

The following table describes network ports that must be opened to ensure proper communication with Veeam

Cloud Connect repositories.
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Veeam Agent  Cloud 6180
Computer gateway
Certificate TCP 80 or 443
Revocation (most
Lists popular)
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Port on the cloud gateway used to
transport Veeam Agent data to the
Veeam Cloud Connect repository.

Veeam Agent computer needs access to
CRLs (Certificate Revocation Lists) of the
CA (Certification Authority) who issued a
certificate to the Veeam Cloud Connect
service provider.

Generally, information about CRL
locations can be found on the CA website.


https://support.microsoft.com/kb/929851/en-us

Communication with Object Storage

The following table describes network ports that must be opened to ensure proper communication with object
storage if you back up data to object storage directly or to object storage added as a Veeam backup repository
with the direct connection mode. For more information about object storage connection modes, see Connection
Types.
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Veeam AmazonS3 TCP Used to communicate with the Amazon S3 object
Agent object storage through the following endpoints:
Computer storage

e *_amazonaws.comn (for both Globaland
Government regions)
e *_amazonaws.com.cn (for Chinaregion)

AlL AWS service endpoints are specified in the
AWS documentation.

80 Used to verify the certificate status through the
following endpoints:

e * _ amazontrust.com

Consider that certificate verification endpoints
(CRL URLs and OCSP servers) are subject to
change. The actual list of addresses can be found
in the certificate itself.

Microsoft TCP 443 Used to communicate with the Microsoft Azure
Azure object storage through the following endpoints:
object

e xxx.blob.core.windows.net (for
storage _
Global region)
e xxx.blob.core.chinacloudapi.cn
(for Chinaregion)
e xxx.blob.core.usgovcloudapi.net

(for Government region)

Consider that the <xxx> part of the address must
be replaced with your actual storage account URL
that can be found in the Azure management
portal.

80 Used to verify the certificate status through the
following endpoints:

e ocsp.digicert.com

® OCsp.msocsp.com

Consider that certificate verification endpoints
(CRL URLs and OCSP servers) are subject to
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change. The actual list of addresses can be found
in the certificate itself. For more details, see also
this Microsoft article.

Google TCP 443 Used to communicate with Google Cloud storage
Cloud through the following endpoints:
storage

e storage.googleapis.com

All cloud endpoints are specified in this Google
article.

80 Used to verify the certificate status through the
following endpoints:

e ocsp.pki.goog

e pki.goog

e crl.pki.goog
Consider that certificate verification endpoints
(CRL URLs and OCSP servers) are subject to

change. The actual list of addresses can be found
in the certificate itself.

IBM Cloud TCP Depends on Used to communicate with IBM Cloud object
object device storage.

storage configuration

S3 TCP Depends on Used to communicate with S3 compatible object
compatible device storage.

object configuration

storage

Communication with Mail Servers

The following table describes network ports that must be opened to ensure proper communication with mail
servers.
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Veeam SMTP server Default port used by the SMTP server.
Agent
Computer
TCP 587 Port used by the SMTP server if SSL is
enabled.

138 | Veeam Agent for Microsoft Windows | User Guide


https://learn.microsoft.com/en-us/azure/security/fundamentals/azure-CA-details?tabs=root-and-subordinate-cas-list#certificate-downloads-and-revocation-lists
https://cloud.google.com/storage/docs/request-endpoints
https://cloud.google.com/storage/docs/request-endpoints

_

Gmail REST API
(gmail.googleapis.com)

Microsoft Graph REST APl TCP
(graph.microsoft.com,
login.microsoftonline.com)
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443

Port used for communication with
Google Mail services.

Port used for communication with
Microsoft Exchange Online
organizations.



Installation and Configuration

You can install Veeam Agent for Microsoft Windows on any computer whose data you plan to protect — server,
desktop, laptop or tablet.
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Before You Begin

Before you start the installation process, check the following prerequisites:

The computer on which you plan to install Veeam Agent must satisfy system requirements specified in this
document. To learn more, see System Requirements.

Make sure the operating system on the computer you want to protect is up-to-date. Otherwise, the
correct functioning of Veeam Agent is not guaranteed.

If your computer runs Microsoft Windows 11 version 22H2 or 23H2, make sure that the Smart App Control
feature is disabled. Otherwise, it may cause installation issues.

For information about Smart App Control, see this Microsoft article.

You must run the Veeam Agent setup file under the Administrator account or any user account that has
Administrator privileges on the computer where you plan to install the product.

Veeam Agent for Microsoft Windows requires the following components:
o SQLite database engine
o Microsoft .NET Framework 4.5.2 or later
o Windows Universal C Runtime Library

If these components are not pre-installed on the computer, the setup will install them during the product
installation process.

The product program files are placed to the $ProgramFiles%\Veeam\Endpoint Backup folder on the
system volume. Make sure that you have enough free space on the system volume to install the product.
Veeam Agent requires at least 200 MB.

[Recommended] If you want to create a recovery image of your computer on a USB storage device,
CD/DVD/BD or make an ISO image, prepare the necessary device/media or make sure that you have
enough free disk space in the target location. On average, the size of the created recovery image is 500
MB.

During the recovery image creation, Veeam Agent formats the removable storage device. If you have
important information on the device, create a copy of this data in some other location.
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Installing Veeam Agent for Microsoft
Windows

To install Veeam Agent for Microsoft Windows:

1. Download the setup archive for Standalone Veeam Agent for Microsoft Windows from this Veeam
webpage and save it on the computer where you plan to install the product.

2. Double-click the downloaded setup archive. In the open archive, double-click the setup file to launch the
installation wizard and click Next.

3. Click I Accept to accept license agreements and install Veeam Agent for Microsoft Windows.

Veeam Agent for Microsoft Windows — ad

By clicking "l Accept” button, | hereby accept the following:

* Terms of Veeam License Agreement and licensing policy
* Each of the license agreements of the 3rd party components used
* Each of the license agreements of the required software

After the installation process is complete, you can instruct Veeam Agent for Microsoft Windows to create a
recovery image for your computer. To learn more, see Creating Veeam Recovery Media.
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Installing Veeam Agent for Microsoft
Windows in Unattended Mode

You can install Veeam Agent for Microsoft Windows in the unattended mode using the command line interface.
The unattended installation mode does not require user interaction — the installation runs automatically in the
background, and you do not have to respond to the installation wizard prompts. You can use the unattended
installation mode to automate the Veeam Agent installation process in large-scale environments.

Prerequisite Software

During the product installation, Veeam Agent for Microsoft Windows automatically sets up the following
required prerequisite components:

e SQLite database engine

Veeam Agent for Microsoft Windows 6.0 and later uses SQLite database instead of Microsoft SQL Server
2012 Express LocalDB. If you install Veeam Agent 6.0 and later on a computer with an existing SQL Server
database, migration to the new database will be performed during the upgrade of Veeam Agent. If
necessary, you can skip migration to the new database. To learn more, see Installation Without Database
Migration.

e Windows Universal C Runtime Library

Veeam Agent for Microsoft Windows also sets up Microsoft .NET Framework 4.5.2 if it does not detect this
component on the computer during the product installation.

In some cases, installation of prerequisite software requires computer reboot. This can happen, for example, if
you have an earlier version of a prerequisite component installed on the computer and during the installation
process this component is used by third-party software.

In this situation, unattended setup will install Veeam Agent for Microsoft Windows but will not start the Veeam
Agent for Microsoft Windows service. After you reboot the computer, the Veeam Agent for Microsoft Windows
service will be started and Veeam Agent for Microsoft Windows will be fully functioning.

Installation

The syntax of the command to install Veeam Agent for Microsoft Windows in the unattended mode depends on
the version of Veeam Agent:
e Toinstall Veeam Agent for Microsoft Windows version 6.1, use a command with the following syntax:

<path to exe> /silent /accepteula /acceptthirdpartylicenses /acceptlicensi
ngpolicy /acceptrequiredsoftware

e Toinstall Veeam Agent for Microsoft Windows version 6.0, use a command with the following syntax:
<path to exe> /silent /accepteula /acceptthirdpartylicenses

where <path to exe> — path to the Veeam Agent for Microsoft Windows installation file.
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Veeam Agent for Microsoft Windows uses the following codes to report about the installation results:
e 1000 — Veeam Agent for Microsoft Windows has been successfully installed.

e 1001 — prerequisite components required for Veeam Agent for Microsoft Windows have been installed on
the machine. Veeam Agent for Microsoft Windows has not been installed. The machine needs to be
rebooted.

e 1002 — Veeam Agent for Microsoft Windows installation has failed.
e 1004 — migration to SQLite database has failed.

e 1101 — Veeam Agent for Microsoft Windows has been installed. The machine needs to be rebooted.

Installation Without Database Migration

If you do not want to migrate the existing SQL database during the installation of Veeam Agent, you can skip
migration to the new database. In this case, you will need to create backup jobs from scratch.

The syntax of the command to skip migration during the installation of Veeam Agent for Microsoft Windows in
the unattended mode, depends on the version of Veeam Agent:

e Toinstall Veeam Agent for Microsoft Windows version 6.1 and skip migration, use a command with the

following syntax:

<path to exe> /silent /accepteula /acceptthirdpartylicenses /acceptlicensi
ngpolicy /acceptrequiredsoftware /skipmigration

e Toinstall Veeam Agent for Microsoft Windows version 6.0 and skip migration, use a command with the
following syntax:

<path to exe> /silent /accepteula /acceptthirdpartylicenses /skipmigration

To learn more about database migration, see Upgrading Veeam Agent for Microsoft Windows.
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Using Sysprep and Veeam Agent for
Microsoft Windows

You can pre-install Veeam Agent in a custom Microsoft Windows system image that will be used for deployment
on different computers. To do this, you should perform a set of configuration steps in the reference Microsoft
Windows system installation that will be included in a deployment image.

To configure a custom Microsoft Windows system image with Veeam Agent:

1. Install Veeam Agent in a Microsoft Windows system image. To learn more, see Installing Veeam Agent for
Microsoft Windows.

2. Configure the backup job in the way you want it to work on computers with pre-installed Veeam Agent. To
learn more, see Creating Backup Jobs.

NOTE

It is advised to configure the backup job for the entire computer backup. In case of volume-level backup, it
may be necessary to reconfigure the backup job after Microsoft Windows is deployed to the target
computer and include the necessary volumes in the backup once again. This may happen if volumes' GUIDs
were changed at the stage of Microsoft Windows generalization with Sysprep.

3. Create aregistry value: HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Endpoint
Backup\SysprepMode (DWORD)=1.

This registry value is used to regenerate the job ID when Veeam Agent starts for the first time on the new
computer. If you do not create the registry value, the backup job may fail as soon as it is started on the
new computer.

4. Run the Sysprep tool in the Generalize mode to remove any system-specific data. If you need to run the
Sysprep tool in the Audit mode, do not forget to re-create the registry value afterwards.

5. Deploy the image on the necessary computers in any convenient way. To learn more about deployment of
Microsoft Windows system to new computers, see this Microsoft article.

When you deploy the created image on the computer, Veeam Agent will re-generate internal IDs of the backup
jobs. As a result, the backup job will be fully functional.
NOTE

After Veeam Agent for Microsoft Windows starts on the new computer for the first time, the registry value
is changed to O so that the job ID is not changed during subsequent starts of Veeam Agent for Microsoft
Windows.
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Upgrading Veeam Agent for Microsoft
Windows

For Veeam Agent for Microsoft Windows, upgrade to newer versions is supported. You can start the upgrade
process from the Veeam Agent control panel when the new version becomes available. To learn how to check
for product updates, see Checking for New Product Versions and Updates.

Before You Begin

Before you upgrade Veeam Agent for Microsoft Windows to version 6.1, check the following prerequisites:

e Make sure that you do not have backup jobs targeted at Microsoft OneDrive.

Starting from Veeam Agent for Microsoft Windows 6.0, backup to Microsoft OneDrive is deprecated. To
continue working with backups created with an earlier version of Veeam Agent and stored in a Microsoft
OneDrive storage, download these backups and move them to another storage. To learn more, see
Downloading Backups from Microsoft OneDrive.

e Make sure that your local Microsoft SQL Server instance and other SQL components that were installed
with the previous version of Veeam Agent work correctly.

Veeam Agent for Microsoft Windows 6.0 and later uses SQLite database instead of Microsoft SQL Server
2012 Express LocalDB. Migration to the new database will be performed during the upgrade of Veeam
Agent. If any required SQL components are missing, migration will fail.

e Make sure that there are no running jobs.

If you have any running jobs, let them complete successfully before you start the upgrade. Disable any
periodic jobs temporarily to prevent them from starting during the upgrade. If the protected computer
runs VSS-aware applications and backup of database logs (Microsoft SQL Server transaction logs or Oracle
archived logs) is enabled in the backup job for the computer, disable this backup job too.

During the upgrade process, configuration and backup files that were created with the previous version of
Veeam Agent are not impacted in any way.

Upgrade Process

NOTE
Consider the following:

e In some cases, upgrade to the new version of Veeam Agent may require computer reboot.

e You can also download the Veeam Agent setup archive from this Veeam webpage. Save the
downloaded archive on the computer where you plan to install the new version of the product and
double-click the setup archive to start the upgrade.

To upgrade Veeam Agent for Microsoft Windows:

1. Double-click the Veeam Agent icon in the system tray, or right-click the Veeam Agent icon in the system
tray and select Control Panel.

2. Open the About tab.
3. If the new version of Veeam Agent is available, click Download.

4. When the download is complete, click Install to run the setup archive.
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5. Toupgrade Veeam Agent, you must accept the terms of the license agreements. Read the license
agreements and click Accept and Update.

6. To preserve settings from the previous product installation, click Yes in the opened window.

If the migration fails for any reason, the upgrade process will stop. In this case, you will be able to
continue using the earlier version of Veeam Agent as the existing Microsoft SQL Server database and
preinstalled SQL components are not deleted during the migration.

NOTE
Migration will not start if at least one of the following conditions is met:

e You use Veeam Agent version 3.0 or earlier. In this case, a new database will be created during
the upgrade.
e Migration to SQLite database was performed earlier.

7. After the installation is complete, click Finish.

Unattended Upgrade

You can upgrade Veeam Agent to a newer version in the unattended mode using the same command that is used
for unattended installation. To learn more, see Installing Veeam Agent for Microsoft Windows in Unattended
Mode.

If necessary, you can skip the migration of the SQL database during the unattended upgrade. To learn more, see
Installation Without Database Migration.
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Configuring Advanced Settings

Connection Settings for Veeam Backup Server

If you want to connect Veeam Agent computer to Veeam backup server as a member of the protection group for
pre-installed Veeam Agents, you must apply connection settings from the configuration file. The configuration
file is one of the Veeam Agent for Microsoft Windows setup files that you must obtain from your System
Administrator. To learn more about protection group for pre-installed Veeam Agents, see the Protection Group
Types section in the Veeam Agent Management Guide.

To connect Veeam Agent for Microsoft Windows to Veeam backup server, use Veeam Agent Configurator. To
learn more, see the SetVBRSettings section in the Veeam Agent Configurator Reference.
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Uninstalling Veeam Agent for Microsoft
Windows

To uninstall Veeam Agent for Microsoft Windows:
1. From the Start menu, select Control Panel > Programs and Features.
2. Inthe programs list, right-click Veeam Agent and select Uninstall. Wait for the process to complete.

The prerequisite components installed and used by Veeam Agent are not removed during the uninstall process.
To remove each of the remaining components, right-click it in the programs list and select Uninstall.
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What You Do Next

After the product installation, Veeam Agent for Microsoft Windows displays its icon in the system tray. You can
use the system tray icon to perform main operations in Veeam Agent for Microsoft Windows:

Configure the backup job and start ad-hoc backup operations
Launch restore wizards
Open the Veeam Agent control panel

Monitor the state of backup tasks and so on

Depending on the current settings of your Microsoft Windows OS, the Veeam Agent for Microsoft Windows icon
may not be displayed in the system tray.

To bring the icon to the system tray:

1. In Microsoft Windows, open the Notification Area Settings window. To do this, do either of the following:
o Click the arrow in the system tray and click Taskbar Settings.
o From the Microsoft Windows main menu, select Control Panel and navigate to Taskbar and
Navigation. In the Taskbar section, select Notification Area.
2. Inthe Notification Area Settings window, select On for the Veeam Agent Tray.
3. In the Behaviors column, set the Show icon and notification setting for it.
< Settings - O =

@ Select which icons appear on the taskbar

Always show all icons in the notification area

@ D of
o Veeam Agent Tray Q On
LV Last backup was successfu
Metwork m On
local.net Internet access
) Volume m On
& Remote Audio: 100%
Windows Explorer (.:) Off
B Safely Remove Hardware and Eject...
Viware Tools Core Service @ Off
Vivlware Tools
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Getting Started

To protect your computer from a disaster of any kind, you must perform the following operations in Veeam
Agent for Microsoft Windows:

1. Create a Veeam Recovery Media.

The Veeam Recovery Media provides an alternate way to boot the Microsoft Windows RE. If your
computer fails to start or the hard disk gets corrupted, you can boot the Windows RE from the Veeam
Recovery Media and restore your data.

To learn more, see Creating Veeam Recovery Media.
2. Define what data you want to back up and configure the backup job.

Before you configure a backup job, you should decide on the following backup details:
o Backup scope: entire computer image, individual computer volumes or specific computer folders.
o Backup destination: where you want to store created backups.
o Backup schedule: how often you want to back up your data.

After that, you can configure the backup job. The backup job runs automatically by the defined schedule,
captures the data that you have added to the backup scope and creates a chain of restore points in the
target location. If your data gets lost or corrupted, you can restore it from the required restore point.

To learn more, see Creating Backup Jobs.
3. Specify Veeam Agent settings.

You can define resource usage settings during backup, instruct Veeam Agent to automatically check for
new product versions and so on. To learn more, see Specifying Settings.

4. Monitor backup task performance.

You can use the Veeam Agent control panel to check how backup tasks are being performed, what errors
have occurred during backup job sessions and so on. To learn more, see Reporting.

5. In case of a disaster, you can restore the entire computer image or specific data on the computer. To learn
more, see Performing Restore.

151| Veeam Agent for Microsoft Windows | User Guide



Licensing

You can use Veeam Agent for Microsoft Windows as a free product. In this case, you do not need to obtain and
install any license.

To work with a commercial version of Veeam Agent for Microsoft Windows, you must obtain a license and install
it on the protected computer. If you do not install a license, you will be able to use the Free edition of the
product only.

If you plan to use a commercial version of the product with Veeam Backup & Replication, you must install and
manage the license in the Veeam Backup & Replication console or in Veeam Backup Enterprise Manager. To
learn more, see Managing License.
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Product Editions

Veeam Agent for Microsoft Windows offers three product editions that define product functionality and
operation modes:

e  Server— a commercial edition that provides access to all product functions. The Server edition is intended
for performing data protection tasks on servers that run the Microsoft Windows 0S. To use the Server
edition of Veeam Agent for Microsoft Windows, you must obtain and install a license on the protected
computer. The license must have a number of instances that is enough to protect a machine with the
Server product edition.

e  Workstation — a commercial edition that offers capabilities for performing data protection tasks on
desktop computers and laptops that run the Microsoft Windows OS. To use the Workstation edition of
Veeam Agent for Microsoft Windows, you must obtain and install a license on the protected computer.
The license must have a number of instances that is enough to protect a machine with the Workstation
product edition.

e free— afree edition that offers limited capabilities. In contrast to the Workstation and Server editions,
the Free edition does not require a license.

For more information about product editions, pricing and features available for them, see this Veeam webpage.
To learn more about instance licensing, see this Veeam webpage.

When you install a license on the protected computer, you can select the product edition of Veeam Agent for
Microsoft Windows: Workstation or Server (if both editions are supported by the license). To learn more, see
Selecting Product Edition.

If you use Veeam Agent for Microsoft Windows with Veeam Backup & Replication, you should manage product
licenses and editions from the Veeam Backup & Replication console. To learn more, see Managing License.

If the license has expired and you have used backup job options available for the Workstation and Server
editions, you must disable these options in the properties of the backup job. Otherwise, the backup job will fail.
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License Agreements

When you install Veeam Agent for Microsoft Windows, you must accept the terms of license agreements.

To view the license agreements, click the corresponding links in the installation window.

Veeamn Agent for Microsoft Windows — >

By clicking "l Accept” button, | hereby accept the following:

* Terms of Yeeam License Agreement and licensing policy
* Each of the license agreements of the 3rd party components used

* Each of the license agreements of the required software
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Installing License

When you launch the Veeam Agent control panel for the first time, Veeam Agent displays a notification window
offering to install a license. You can choose to install the license immediately or postpone this operation.

If you choose to install the license, you can immediately browse for the license key on your computer and
complete the license installation process.

If you choose to postpone the license installation process, you will be able to install a license later at any
time you need.

Until you install a license, you can use the Free edition of the product. To switch to a commercial version of
Veeam Agent for Microsoft Windows, you need to obtain and install a license.

NOTE

If you plan to use a Veeam Backup & Replication repository as a target location for Veeam Agent backups,
you must install a license in Veeam Backup & Replication. The license must have enough instances to
protect machines with Veeam Agents that back up data to the Veeam Backup & Replication repository. To
learn more, see Managing License.

To install a license:

1.

Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

From the main menu, select About.
In the Version section, click the following link:

a. Update license to get additional features — if the license is not installed yet, and you run the Free
edition of Veeam Agent for Microsoft Windows.

b. Manage license and edition — if the license is already installed on the Veeam Agent computer, and
you want to change the license or select the product edition.

In the dialog window, click Install and browse for the LIC file.

Veeam Agent for Microsoft Windows will install the license and select the product edition that is allowed
by the license. If a license supports both the Workstation and Server editions, Veeam Agent for Microsoft
Windows will select the product edition based on the type of the Microsoft Windows OS installed on the
Veeam Agent computer.
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You can change the product edition manually if needed. To learn more, see Selecting Product Edition.

VE Edition:

vee (@) Free. Provides a simple solution for backing up Windows-based desktops and laptops.
Iddeal for, but not limited to personal use,

Up
(O Workstation. Entitles vou for 24,7,365 technical support and adds features for mobile
U users protection and support for remote management.
(O Server. All features of Workstation edition, plus full server support wia application-
4 aware processzing and server-focused job scheduler,

License;

Free edition. Do you want to compare editions or request a license?

T

<
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Selecting Product Edition

When you install a license, Veeam Agent for Microsoft Windows automatically selects the product edition that is
allowed by the license. If a license supports both the Workstation and Server editions, Veeam Agent for
Microsoft Windows will select the product edition based on the type of the Microsoft Windows OS installed on
the Veeam Agent computer.

You can change the product edition manually if needed. To select the product edition:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select About.
3. In the Version section, click Manage license and edition.

4. In the dialog window, in the Edition section, select the desired product edition. To learn more about
editions of Veeam Agent for Microsoft Windows, see Product Editions.

NOTE

After you switch from the Server edition to the Workstation edition, or vice versa, Veeam Agent for
Microsoft Windows will disable the backup job. This operation is required, because backup retention
policies and available backup job options differ in Workstation and Server editions. To enable the job, you
must edit the backup job settings in accordance with the selected edition.

Edition:

VE () Free. Provides a simple solution for backing up Windows-based desktops and laptops.
Vee Idleal for, but not limited to personal use.

Mz (O Workstation. Entitles vou for 24,7,365 technical support and adds features for mobile
users protection and support for remote management.

(® Server. All features of Workstation edition, plus full server suppert via application-
aware processzing and server-focuszed job scheduler,

Licenze:

Support expiration: 12/30,/2023 12:00:00 AN (353 days left)

Iszued to: Veeam Software Group GmbH
E Instances: 200

T
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Revoking License

You can revoke a license at any time if needed, for example, after the license is expired, and you want to
continue using the Free edition of Veeam Agent for Microsoft Windows.

To revoke a license:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select About.

3. In the Version section, click Manage license and edition.

4. In the dialog window, click Revoke.

Vi

vee () Free. Provides a simple solution for backing up Windows-based desktops and laptops.
Up Ideal for, but not limited to personal use.

Ty

Edition:

(O Workstation. Entitles vou for 24,7,365 technical support and adds features for mobile
L users protection and support for remote management.

(® Server. All features of Workstation edition, plus full server suppert via application-
aware processing and server-focused job scheduler,

Licenze:

E Support expiration: 12/30,/2023 12:00:00 AN (353 days left)

Issued to: Veeamn Software Group GmbH
Instances: 200

| Install || Revoke M
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Performing Backup

To protect your computer and data, you can perform the following operations:

e Create a Veeam Recovery Media. You can use the Veeam Recovery Media to boot the Microsoft Windows
RE from the recovery media in case the OS on your computer fails to start. To learn more, see Creating
Veeam Recovery Media and Creating Veeam Recovery Media with Command Line Interface.

e Back up your data. You can back up your data to protect the entire computer image, individual volumes or
folders on your computer. Veeam Agent lets you configure a scheduled backup job with the default
settings right after the product installation, configure a backup job with custom settings or create ad-hoc
backups at any time you need. You can use data backup to restore necessary information if data on your
computer gets corrupted or you delete some files and folders by mistake. To learn more, see Creating
Backup Jobs.
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Creating Veeam Recovery Media

You can create a Veeam Recovery Media — a recovery media for your computer. The Veeam Recovery Media
contains all data that is required to run the Microsoft Windows RE. If your computer stops working or the hard
disk fails, you can boot from the Veeam Recovery Media, instead of booting from the hard drive. After booting,
you can use Veeam and Microsoft tools to fix errors, recover the system image of your computer and your data.

NOTE

In some cases, Windows Recovery Environment components may be missing on the system, and Veeam
Agent for Microsoft Windows will not find them during the Veeam Recovery Media creation. In such case
you will be prompted to do one of the following:

e Insert the Windows Installation Media so that Veeam Agent for Microsoft Windows can load the
necessary components from it.
e Download and install Windows Assessment and Deployment Kit (MS ADK).

Keep in mind that the Veeam Recovery Media created with MS ADK components will not contain the
following tools:

e Windows Recovery Environment
e Memory Diagnostic
e Startup Repair
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Before You Begin

Before you create a Veeam Recovery Media, check the following prerequisites:

Removable Storage Device Scenario (USB, SD Card and Other)

The removable storage device must be inserted into a corresponding slot on the computer or connected to
the computer.

The removable storage device must have enough capacity to store the created recovery image. On
average, the size of the created recovery image without manually loaded drivers is 500 MB.

During the recovery image creation, Veeam Agent for Microsoft Windows formats the removable storage
device. If you have important information on the device, create a copy of this data in some other location.

If you want to include specific storage and network drivers into the recovery image, place them to a local
folder on your computer or in a network shared folder to which you have access and read permissions.
During the recovery image creation process, you will be able to define a path to this folder, and Veeam
Agent for Microsoft Windows will include the drivers into the recovery image.

[For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi network and
connect to it after you boot from the recovery image, enable the Wireless LAN Service feature on your
computer. In this case, Veeam Agent for Microsoft Windows will add wireless networking support files to
the Veeam Recovery Media. To learn more about the Wireless LAN Service, see this Microsoft article.

CD/DVD/BD Scenario

An empty or re-writable CD/DVD/BD must be inserted into a CD/DVD/BD drive on the computer.

The CD/DVD/BD must have enough capacity to store the created recovery image. On average, the size of
the created recovery image without manually loaded drivers is 500 MB.

If you want to include specific storage and network drivers into the recovery image, place them to a local
folder on your computer or in a network shared folder on which you have read permissions. During the
recovery image creation, you will be able to define a path to this folder, and Veeam Agent for Microsoft
Windows will include the drivers into the recovery image.

[For RW CD/DVD/BD] During the recovery image creation, Veeam Agent for Microsoft Windows erases
information on the CD/DVD/BD. If you have important information on the CD/DVD/BD, create a copy of
this data in some other location.

[For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi network and
connect to it after you boot from the recovery image, enable the Wireless LAN Service feature on your
computer. In this case, Veeam Agent for Microsoft Windows will add wireless networking support files to
the Veeam Recovery Media. To learn more about the Wireless LAN Service, see this Microsoft article.

Local Target and Shared Folder Scenario (ISO)

If you want to include specific storage and network drivers into the recovery image, place them to a local
folder on your computer or in a network shared folder on which you have read permissions. During the
recovery image creation, you will be able to define a path to this folder, and Veeam Agent for Microsoft
Windows will include the drivers into the recovery image.

[For shared folders] If you plan to save the created ISO file in a network shared folder, make sure that you
have access to this folder and write permissions on it.
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e [For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi network and
connect to it after you boot from the recovery image, enable the Wireless LAN Service feature on your
computer. In this case, Veeam Agent for Microsoft Windows will add wireless networking support files to
the Veeam Recovery Media. To learn more about the Wireless LAN Service, see this Microsoft article.
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Step 1. Launch Create Recovery Media Wizard

You can launch the Create Recovery Media wizard right after the product installation process or at any time
later.

To launch the Create Recovery Media wizard after installation:

1. At the last step of the installation wizard, select the Run Veeam Recovery Media creation wizard check
box.

2. Click Finish. Veeam Agent for Microsoft Windows will automatically launch the Create Recovery Media
wizard.

Veeamn Agent for Microsoft Windows — by

Installation completed successfully
We recommend that you create Veeam Recovery Media now
Why is this important?

If you ever need to restore the entire computer, this
media will allow you to boot into the recovery
environment and initiate so-called Bare Metal Restore.
And to ensure smocth recovery, we can even include
device drivers and network settings from your computer
into the image. Thus, we recommend that you create the
media on your own computer, and keep it handy.

Run Veeam Recovery Media creation wizard

To launch the Create Recovery Media wizard at any time, from the Microsoft Windows Start menu, select All
Programs > Veeam > Tools > Create Recovery Media or use the Microsoft Windows search to find the Create
Recovery Media option on your computer.
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Step 2. Specify Recovery Media Options

At the Recovery Media step of the wizard, specify on which type of media you want to create a recovery image

and w

1.
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hat drivers you want to include in the recovery image.

In the Available bootable media types list, select a media for the recovery image. You can create the
following types of recovery images:

o Recovery image on a removable storage device. You can create a recovery image on a USB drive, SD
card and so on. Veeam Agent for Microsoft Windows displays all removable storage devices currently
attached to your computer. Select the necessary one in the list.

o Recovery image on an optical disk. You can create a recovery image on a CD, DVD or BD. Veeam Agent
for Microsoft Windows displays all CD, DVD and BD drives available on your computer. Select the
necessary one in the list.

o IS0 file with the recovery image. You can create a recovery image in the I1SO file format and save the
resulting file locally on your computer or in a network shared folder.

If you have enabled data encryption options for the backup job and want to include the decryption key in
the recovery image, select the Include decryption key for seamless restore from encrypted backup check
box. In this case, when you use the created recovery image to perform bare metal recovery, you will not
have to enter the password used for encryption.

If you want to include in the recovery image current network settings, make sure that the Include network
connections settings from this computer check box is selected. When you use the created Veeam Recovery
Media to boot your computer, these settings will be automatically applied and will be used to connect to
the remote backup storage.

If you want to include in the recovery image storage and network drivers that are currently installed on
your computer, make sure that the Include hardware drivers from this computer check box is selected.
Veeam Agent for Microsoft Windows will detect hard disk controller drivers, network adapter drivers and
USB controller drivers and include them into the recovery image. When you use the created Veeam
Recovery Media to boot your computer, these drivers will be automatically injected into Windows RE.

If you want to include in the recovery image additional storage and network drivers that you may need
when booting from the recovery image, select the Include the following additional storage and network
hardware drivers check box, click Add and select a folder containing necessary drivers. The folder that you
select must contain all files of the driver package (files in CAT, INF and SYS formats).

We strongly recommend that you enable this option if you use drivers that are not included into the
Microsoft Windows installation DVD. For example, you can include drivers for a discrete network card,
third party USB 3.0 controllers and non-standard hard disk controllers.

IMPORTANT

Consider the following:

When you boot your computer from the Veeam Recovery Media, Veeam Agent for Microsoft
Windows does not automatically install additional drivers included in the recovery image. You need
to install such drivers manually using the Load Driver tool. To learn more, see Using Veeam Agent
and Microsoft Windows Tools.

We do not recommend to include large amount of additional drivers (1 GB and more) in the Veeam
Recovery Media. When you boot your computer from the Veeam Recovery Media, Veeam Agent for
Microsoft Windows loads all additional drivers stored in the Veeam Recovery Media into your
computer RAM. If the total size of the recovery environment is approximately equal to or greater
than the amount of RAM, Windows RE will fail to load.



Create Recovery Media

: Recovery Media
",
? » \.| Specify bare metal recovery media options,

_ Hrvailable bootable media types:

Irmage Path Marme Type Capacity
=IE: : ]

Ready to Apply E: LOC.AL DISK 1] 4146 GB
Elrmage 150 image file

Progress

Include hardware drivers from this computer (recommended)

Include the following additional storage and netwark hardware drivers:

Include network connections settings from this computer frecommended)

Falder
ChDrivers

Finish

Include decryption key for seamless restore from encrypted backup (protects from password loss)

Add..

Remowve

Cancel
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Step 3. Specify Path to ISO

The Image Path step of the wizard is available if you have selected to create an ISO file with the recovery image.

Select a location where you want to save the ISO file.

1. In the ISO file name and location field, specify a real path to the folder where you want to save the
created recovery image and the ISO file name. You can save the ISO file in the following locations:

o Local folder: select the necessary folder on your computer.

o Network shared folder: specify a UNC path to a network shared folder. Keep in mind that a UNC path
always starts with two back slashes (\\).

We strongly recommend that you store the recovery image in a location other than a local computer drive.
If you choose to save the recovery image in a local folder on your computer, you can copy it to an external
location afterwards. In this case, the recovery image will always be available should computer volumes get
corrupted or the computer fail to start.

2. If you chose to save the ISO file in a network shared folder and this folder requires authentication, select
the This share requires access credentials check box and enter the user name and password in the
Username and Password fields. The user name must be specified in the DOMA/N|UserName format.

To view the entered password, click and hold the eye icon on the right of the Password field.

Create Recovery Media X

o] Irmage Path
. \.| Specify uwhere you want us to save the created 130 file,

Recovery Media IS0 file nare and location:

_ |\\5N01 techlocalyshareWWeeamRecovenshedia_FILESRVOT.is0 Browrse,.,

Ready to Apply

This share requires access credentials:

Progress Username: |TECH\Administratnr

paSSWDr’d: |.....................l

9

< Prewious Finish Cancel

167 | Veeam Agent for Microsoft Windows | User Guide



Step 4. Review Recovery Image Settings

At the Ready to Apply step of the wizard, review settings of the recovery image that you plan to create and click
Create.

Veeam Agent for Microsoft Windows will collect files necessary for recovery image creation and write the
resulting recovery image to the specified target or burn it to CD/DVD/BD.

Create Recowery hedia X

Ready to Apply
. \:| Fewiew the settings wou have specified, and click Create to create the recovery media,

Recovery Media Surnrnany:
Recovery media will be created with the following settings:
Irmage Path Include network connections settings from this computer

Harduvare drivers to include:

CivDrivers

Progress
Destination: WWIT217.53 40 eearm\WeeamBecoveryhedia_FILESRWO.iso (using account WEEARM

Whdministrator)

< Previous Finish Cancel

The process of recovery image creation may take some time. Wait for the process to complete and click Finish to
exit the wizard.

If you want to interrupt the process of recovery image creation, click Cancel or close the wizard window.
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Create Recovery Media

Progress

/

? » | Please wait while recovery media is created. This may take a moment
/

Recovery Media Log:

Irnage Path hessage Curation
(2 Mounting Recovery Ervironment image 0028
Ready to Apply OCopying Weearn Recovery Environment files 00:04
OAdding MET Framework a4
_ (2 Adding system drivers 0132
) Copying boot files 0003
(2 Unrmounting recovery image 009
() Creating 150 image 0006

() Recovery media has been created
< Previous Mext = Cancel
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What You Do Next

[For I1SO] After the recovery image is created, you can burn the created I1SO to a CD/DVD/BD. To do this, you can
use native Microsoft Windows tools or third-party software.
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Creating Veeam Recovery Media with
Command Line Interface

In addition to creating the Veeam Recovery Media with the Create Recovery Media wizard, you can also use the
command line interface to create the recovery image and save it as an ISO file. To create the Veeam Recovery
Media, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /createreco
verymediaiso /f:<location>\<name>.iso

where:

e <location> — path to the folder in which the recovery image ISO file will be created. All folders that are
mentioned in the path must be created in advance. Names of folders in the path must not contain spaces.
e <name> — name of the resulted ISO file. The file name must not contain spaces.

NOTE
Consider the following:

e When you create the Veeam Recovery Media using the command line interface, Veeam Agent for
Microsoft Windows includes in the recovery image storage and network drivers that are currently
installed on the Veeam Agent computer, and current network settings of this computer. If you want
to include additional drivers or data decryption key in the recovery image, you must create the
Veeam Recovery Media using the Create Recovery Media wizard. To learn more, see Creating Veeam
Recovery Media.

e If you do not use the /£ : option to specify a path to the folder in which to save the resulting ISO
file, Veeam Agent for Microsoft Windows will save the ISO file to the
C:\Users\%UserProfile%\Documents folder with the
VeeamRecoveryMedia <machine>.iso name, where <machine> — name of your Veeam Agent
computer.

e You cannot save the ISO file to a network shared folder using the command line interface.

You can use the last exit code to verify if the backup job has completed successfully. To check the last exit code,
use the %ERRORLEVEL% variable in cmd.exe. Veeam Agent can provide the following exit codes:

e 0 —recovery image successfully created

e 11— the create recovery image operation failed

Example of Use

The example below creates an ISO file with the veeamRE name in the E:\Veeam\Recoverylmage folder.

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /createreco
verymediaiso /f:E:\Veeam\RecoveryImage\VeeamRE.1iso
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Creating Backup Jobs

To back up your data, you must configure a backup job. The backup job defines how, where and when to back up
data. You can choose one of the following backup types:

e Backup of an entire computer image
e  Backup of specific computer volumes, for example, a system volume or secondary volume

e Backup of individual folders, for example, documents folder or folder with music
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Before You Begin

Before you configure the backup job, check the following prerequisites:

The target location where you plan to store backup files must have enough free space. The required space
depends on the size of backed-up data and backup job settings.

Available backup job options depend on the edition of Veeam Agent for Microsoft Windows. Make sure
that you have obtained and installed a license that has the desired number of instances. To learn more,
see Licensing.

[For Veeam Backup & Replication repository targets] You can store created backups in a backup repository
only if the backup server runs Veeam Backup & Replication 12. If you plan to use a commercial version of
Veeam Agent for Microsoft Windows with Veeam Backup & Replication, you must install a license in
Veeam Backup & Replication that has a sufficient number of instances to protect machines with Veeam
Agent. To learn more, see Managing License.

[For Veeam Backup & Replication repository targets] If you plan to use a Veeam Backup & Replication
repository as a target for backups, you must preconfigure user access permissions on this backup
repository. To learn more, see Setting Up User Permissions on Backup Repositories.

[For Veeam Cloud Connect repository targets] If you plan to use a cloud repository as a target for backups,
make sure that the service provider has communicated to you the necessary data: cloud gateway settings,
user account settings and certificate thumbprint.

A user account under which you launch the New Backup Job wizard must have administrative privileges on
the Veeam Agent computer. If the account under which you are currently logged on to Microsoft Windows
does not have administrative privileges, you will be prompted to enter administrator credentials.

Backup has the following limitations:

You cannot save the backup of entire computer on the local computer disk. Use an external hard drive or
USB drive, network shared folder or backup repository as a target location.

Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only
backs up the path information that the symbolic links contain. After restore, identical symbolic links are
created in the restore destination.

Keep in mind that Veeam Agent stops running the backup job after 3 weeks.
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Step 1. Launch New Backup Job Wizard

To launch the New Backup Job wizard, do either of the following:

e [If no backup jobs are configured] Double-click the Veeam Agent for Microsoft Windows icon in the
system tray.

e Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Backup > Configure
backup.

NOTE

The Backup option is not available in the system tray menu if multiple backup jobs are configured in Veeam
Agent for Microsoft Windows.

e Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Control Panel.
Then, from the main menu, select Add New Job.

e From the Microsoft Windows Start menu, select All Programs > Veeam > Tools > Configure Backup or use
the Microsoft Windows search to find the Configure Backup option on your computer.

— Veeam Agent

= Add New Job..

3

Backup Mow
gured
14 Settings
® Support

I About
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Step 2. Specify Job Name and Description

At the Name step of the wizard, specify a name and description for the backup job.
1. In the Name field, enter a name for the backup job.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created the job, date and time when the job was created.

[5] New Backup Job X

Marne
w Type in a narne and description for this backup job,

=

|System Backup|
Backup Mode

Description:
Destination Created by FILESROTAdministrator at 12/28/2022 10:47 AM,

Local Storage
Guest Processing

Schedule

Summary
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Step 3. Select Backup Mode

At the Backup Mode step of the wizard, select the mode in which you want to create a backup:
1. In the Backup mode section, select the backup mode. You can select one of the following options:

o Entire computer — select this option if you want to create a backup of the entire computer image.
When you restore data from such backup, you will be able to recover the entire computer image as
well as data on specific computer volumes: files, folders, application data and so on. With this option
selected, you will pass to the Destination step of the wizard.

o Volume level backup — select this option if you want to create a backup of specific computer volumes,
for example, all volumes except the system one. When you restore data from such backup, you will be
able to recover data on these volumes only: files, folders, application data and so on. With this option
selected, you will pass to the Volumes step of the wizard.

o File level backup — select this option if you want to create a backup of individual folders on your
computer. When you backup data in this mode, you can configure additional rules to include/exclude
files of the specific type in/from your backup. When you restore data from such backup, you will be
able to recover backed-up files and folders. With this option selected, you will pass to the Files step
of the wizard.

2. [For entire computer backup] If you want to include in the backup one or more external USB drives, select
the Include external USB drives check box. With this option selected, Veeam Agent for Microsoft Windows
will include in the backup all supported external drives that are connected to the Veeam Agent computer
at the time when the backup job starts. Veeam Agent for Microsoft Windows supports backup of external
drives that support Microsoft VSS: HDD, SSD, and so on. USB flash drives (USB sticks) are not supported.
To learn more, see Backup of External Drives.

TIP

File-level backup is typically slower and requires more network traffic than volume-level backup.
Depending on the performance capabilities of your computer and backup environment, the difference
between file-level and volume-level backup job performance may increase significantly. If you plan to back
up all folders with files on a specific volume or back up large amount of data, we recommend that you
configure volume-level backup instead of file-level backup.
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Step 4. Specify Backup Scope Settings

Specify backup scope for the backup job:

e Select volumes to back up — if you have selected the Volume level backup option at the Backup Mode
step of the wizard.

e Select folders to back up — if you have selected the File level backup option at the Backup Mode step of
the wizard.

Selecting Volumes to Back Up

The Volumes step of the wizard is available if you have chosen to create a volume-level backup.

At this step of the wizard, you must specify the backup scope — define what volumes you want to include in the
backup.

To specify the backup scope, choose volumes and objects that you want to include in the backup. You can
include the following data in the backup:

e Computer volumes (located on local drives or external USB drives). To include individual volumes of your
computer to the backup scope, select check boxes next to necessary volumes.

If you select all volumes at this step of the wizard, Veeam Agent will create a backup of the entire
computer image. However, if a new volume appears on a Veeam Agent computer, Veeam Agent will not
include this volume in the backup scope automatically. Veeam Agent will back up only those volumes that
are explicitly selected for backup.

NOTE

You cannot include in the backup volumes located on virtual hard disks (VHD or VHDX).

e Mount points. To include individual volumes mounted on your computer to the backup scope, select check
boxes next to necessary mount points.

In the list of objects to back up, Veeam Agent displays available mount points after volumes.
e System state data. To include system state data into the backup, do one of the following:
o Inthe Choose directories to backup list, select the Operating system check box.

o In the The following file system objects list, select the check box next to the system volume.
Typically, the system volume is the Local Disk (C:) volume.

o Select the Show system and hidden volumes check box at the bottom of the window. In the The
following file system objects list, select the System Reserved check box and the check box next to the
system volume. Typically, the system volume is the Local Disk (C:) volume.

Veeam Agent for Microsoft Windows will include in the backup scope the Microsoft Windows system
partition and boot partition of your computer. For GPT disks on Microsoft Windows 8.1, 10, 11, 2012, 2012
R2, 2016, 2019 and 2022, Veeam Agent will additionally back up the recovery partition. To learn more,
see System State Data Backup.

When you include a system volume in the backup, Veeam Agent automatically includes the System
Reserved/UEFI or other system partitions in the backup too. If you do not want to back up the system state
data, you can clear the System Reserved/EF| System Partition check box. However, in this case Veeam Agent
does not guarantee that the OS will boot properly when you attempt to recover from such backup. To learn
more, see System State Data Backup.
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NOTE

Veeam Agent automatically adds to the list of exclusions the following Microsoft Windows objects for all
computer users: temporary files folder, Recycle Bin, Microsoft Windows pagefile, hibernate file and VSS
snapshot files from the System Volume Information folder.
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Destination
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Schedule
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Selecting Folders to Back Up

The Files step of the wizard is available if you have chosen to create a file-level backup.
In the file-level backup mode, you can create two types of backups:
e File-level backup that includes individual folders on your computer.
e Hybrid backup that contains individual folders and specific volumes of your computer.

At this step of the wizard, you must specify the backup scope — define what folders with files or entire volumes
you want to include in the backup.

To specify the backup scope, select check boxes next to necessary objects. You can include the following data in
the backup:

e Operating system data — data related to the OS installed on your computer.

e Personal files — data related to user profiles. With this option enabled, Veeam Agent for Microsoft
Windows will include in the backup scope settings and data related to Veeam Agent computer user
profiles.

You can specify what personal data to include in the backup and choose whether to exclude roaming
profiles from the backup. To do this, click Choose next to the Personal files field and select the necessary
options in the Personal Folders window. To learn more, see Personal Data Backup.
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e System reserved data — system data required to boot the OS installed on your computer. With this option
enabled, Veeam Agent for Microsoft Windows will include in the backup scope Microsoft Windows system
partition and boot partition of your computer. For GPT disks on Microsoft Windows 8.1, 10, 11, 2012, 2012
R2, 2016, 2019 and 2022, Veeam Agent for Microsoft Windows will additionally back up the recovery
partition. To learn more, see System State Data Backup.

e Individual folders. To learn more, see Selecting Folders.

e Individual computer volumes and mount points (located on local drives or external USB drives). To learn
more, see Selecting Volumes.

IMPORTANT
Consider the following:

e Veeam Agent for Microsoft Windows does not include the following Microsoft Windows objects in
the backup: temporary files folder, Recycle Bin, Microsoft Windows pagefile, hibernate file and VSS
snapshot files from the System Volume Information folder.

Also, Veeam Agent does not include in the file-level backup files encrypted with Windows
Encrypting File System (EFS).

e If you have a file-level backup job configured and need to extend the volume where backed-up files
reside, we strongly recommend to create an active full backup after the volume is extended.
Otherwise, Veeam Agent may skip files during the job run even if these files are added to the backup
scope. To learn more, see Creating Active Full Backups.

Selecting Folders

To include a folder in the file-level backup:

1. In the The following file system objects list, browse to the folder that you want to back up and select the
check box next to this folder.

After you select a folder, Veeam Agent will display the file level backup mark next to the volume that
contains this folder.

2. If you want to include or exclude files of a specific type in/from the backup, click Advanced. To learn more,
see Configuring Filters.
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Alternatively, if you want to quickly include a large number of folders in the backup, you can select folders in

the following way:

1. Select the check box next to the volume that contains folders you want to back up.

Veeam Agent will display the volume level backup mark next to the selected volume.

2. Expand the volume and clear the check boxes next to one or more folders that you want to exclude from

the backup.

3. Select the check box next to the volume once again.

Veeam Agent will display the file level backup mark next to the volume. You can include or exclude files
that reside on this volume in/from the backup. To learn more, see Configuring Filters.
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Selecting Volumes

You can include individual volumes in the backup at the Files step of the wizard. This may be useful if you want
to have a volume-level backup of the volume with specific folders excluded. Volume-level backup also offers
better performance in case you back up a complex folder structure with many files.

You can also include individual mount points in the backup at the Files step of the wizard, but you cannot
exclude folders from mount points.

To include a volume or a mount point in the file-level backup:

1. In the The following file system objects list, select the check box next to the item that you want to back
up.

2. If you want to exclude a folder on the selected volume from the backup, expand the volume and clear the
check box next to the necessary folder.

IMPORTANT
Consider the following:

e If you select a volume for backup, you cannot use filters to include or exclude files of a specific type
in/from the backup. You can only exclude specific folders that reside on the volume. If you want to
include or exclude files, you must select individual folders for backup. To learn more, see Selecting
Folders.

e If you select a deduplicated volume for backup, make sure that you do not exclude any folders from
the backup. Otherwise, the backup files may get corrupted.
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Configuring Filters

To include or exclude files of a specific type in/from the file-level backup, you can configure filters.

NOTE

Veeam Agent for Microsoft Windows applies filters to files in specific folders that you include in the
backup. Filters are not applied to computer volumes and mount points selected for backup. If you plan to
create a hybrid backup that will contain volumes, mount points, and folders, filters will be applied to files
in folders only.

To configure a filter:
1. At the Files step of the wizard, click Advanced.
2. Specify what files you want to back up:

o Inthe Include masks field, specify file names and masks for file types that you want to back up, for
example, MyMovie.avi, *filename*, *.docx, *.mp3. Veeam Agent will create a backup only for
selected files. Other files will not be backed up.

o Inthe Exclude masks field, specify file names and masks for file types that you do not want to back
up, for example, 01dPhotos.rar, *.temp, *.tmp, *.back. Veeam Agent will back up all files
except files of the specified type.

3. Click Add.

4. Repeat steps 2-3 for each mask that you want to add.
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You can use a combination of include and exclude masks. Keep in mind that exclude masks have a higher priority
than include masks. For example, you can specify masks in the following way:

e Include mask: *.avi
e Exclude mask: *movie*

Veeam Agent will include in the backup all files of the AVI format that do not contain moviein their names.
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Step 5. Select Backup Destination

At the Destination step of the wizard, select a target location for the created backup.
You can store backup files in one of the following locations:

e Local storage — select this option if you want to save the backup on a removable storage device attached
to the computer or on a local computer drive. With this option selected, you will pass to the Local Storage
step of the wizard.

e Object storage — select this option if you want to save the backup in object storage. With this option
selected, you will pass to the Object storage step of the wizard.

e Shared folder — select this option if you want to save the backup in a network shared folder. With this
option selected, you will pass to the Shared folder step of the wizard.

e Veeam backup repository — select this option if you want to save the backup in a backup repository
managed by the Veeam backup server. With this option selected, you will pass to the Backup Server step
of the wizard.

e Veeam Cloud Connect repository — select this option if you want to save the backup in a cloud repository
exposed to you by the Veeam Cloud Connect service provider. With this option selected, you will pass to
the Service Provider step of the wizard.

IMPORTANT
Consider the following:

e We strongly recommend that you store backups in the external location like USB storage device or
shared network folder. You can also keep your backup files on the separate non-system local drive.

e If you select to store the backup in a local folder included in the backup scope, Veeam Agent will
automatically exclude this folder from the backup.

e For the Free product edition, the Object storage and the Veeam Cloud Connect repository options
are not available.
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Step 6. Specify Backup Storage Settings

Specify backup storage settings for the backup job:

Local storage settings — if you have selected the Local storage option at the Destination step of the
wizard.

Object storage settings — if you have selected the Object storage option at the Destination step of the
wizard.

Shared folder settings — if you have selected the Shared folder option at the Destination step of the
wizard.

Veeam backup repository settings — if you have selected the Veeam backup repository option at the
Destination step of the wizard.

Veeam Cloud Connect repository settings — if you have selected the Veeam Cloud Connect repository
option at the Destination step of the wizard.

Local Storage Settings

The Local Storage step of the wizard is available if you have chosen to save the backup on a local drive of your
computer.

Specify local storage settings:

1.
2.

In the Local drives list, select a drive where you want to store the backup.

In the Folder field, specify a path to the folder where backup files must be saved. By default, Veeam
Agent saves files in the veeamBackup folder.

If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.
Specify short-term backup retention policy settings:

o [For Free and Workstation product editions] In the Keep backups for <N> days (excluding days with
no backup) field, specify the number of days for which you want to store backup files in the target
location. By default, Veeam Agent keeps backup files for 7 days. After this period is over, Veeam
Agent will remove the earliest restore points from the backup chain.

To learn more, see Backup Retention Policy in Free and Workstation Editions.

o [For Server product edition] In the Retention policy field, specify the number of restore points or days
for which you want to store backup files in the target location. By default, Veeam Agent keeps backup
files for 7 days.

= Select the restore points option if you want Veeam Agent to remove restore points from the
backup chain when the nhumber of restore points exceeds the specified limit.

= Select the days option if you want Veeam Agent to remove the earliest restore points from the
backup chain when the specified period is over.

To learn more, see Backup Retention Policy in Server Edition.
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5.

[For Workstation and Server product editions] To use the GFS (Grandfather-Father-Son) retention scheme,
select the Keep some periodic full backups longer for archival purposes check box and click Configure. In
the Configure GFS window, specify how weekly, monthly and yearly full backups must be retained. To
learn more, see the Long-Term Retention Policy section in the Veeam Backup & Replication User Guide.

Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.

IMPORTANT

USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this reason,
we recommend that you do not use such USB storage devices as a backup target.
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Mapping Backup Job

If you have selected to map the job to the already created backup that is stored on a local drive, perform the
following steps:

1.

In the Folder field, specify the same path as was specified in the Folder field for the job that was used to
create the backup.

Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays backups stored in the folder that is specified in the Folder field
and its first-level subfolders.

If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.
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Object Storage Settings

The Object Storage step of the wizard is available if you have selected the Object storage option at the
Destination step of the wizard.

At the Object Storage step of the wizard, select the object storage. You can select one of the following options:

e S3 compatible — select this option if you want to create a backup in the S3 compatible storage. With this
option selected, you will pass to the Account step of the wizard.

NOTE
If you plan to store backups in an IBM or Wasabi cloud storage, use the S3 compatible option.
e Amazon S3 — select this option if you want to create a backup in the Amazon S3 storage. With this option
selected, you will pass to the Account step of the wizard.

e Google Cloud Storage — select this option if you want to create a backup in the Google Cloud storage.
With this option selected, you will pass to the Account step of the wizard.

e Microsoft Azure Blob Storage — select this option if you want to create a backup in the Microsoft Azure
storage. With this option selected, you will pass to the Account step of the wizard.
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S3 Compatible Settings

If you have selected to store backup files in the S3 compatible storage, specify the following settings:
1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings
The Account step of the wizard is available if you have chosen to save backup files in object storage.
To connect to the S3 compatible storage, specify the following:
1. In the Service point field, specify the address of your S3 compatible storage.
NOTE

If you want to connect to the repository using an IPv6 address and port number, you must use the
following format: IPvé6:port, where:

e 1IPv6 is the ipv6-Lliteral.net notation of the IPv6 address.
e port is the number of the port that Veeam Agent will use to connect to the cloud storage.

For example: https://2001-db8-1--bb8-c0b8-112.ipv6-literal.net:9000

2. Inthe Region field, specify the storage region based on your regulatory and compliance requirements.

3. Inthe Access key field, enter the access key ID.
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4. In the Secret key field, enter the secret access key.
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to save backup files in object storage and specified
account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. In the Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
2. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.
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If necessary, you can create a new folder. To do this, click the New Folder option in the Select
Folder window.

3. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.

4. In the Retention policy field, specify the number of restore points or days for which you want to store
backup files in the target location. By default, Veeam Agent keeps backup files for 7 days.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups for
archival purposes check box and click Configure. In the Configure GFS window, specify how weekly,
monthly and yearly full backups must be retained. To learn more, see Long-Term Retention Policy.

5. To protect recent backups from modifications, select the Make recent backups immutable for <N> days
check box and specify the number of days for which you want to keep your backups immutable. By
default, Veeam Agent keeps backups immutable for 30 days. To learn more, see Backup Immutability.

NOTE

If you use the GFS retention scheme and enable immutability for a backup, the restore points with
GFS flags become immutable for the whole GFS retention period. You will not be able to delete such
restore points till the end of the GFS retention period.

6. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.

After that, Veeam Agent will create a new repository in the cloud storage where you can store backups.
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Mapping Backup Job

Starting from Veeam Agent for Microsoft Windows version 6.1, you can map the job to the already created
backup that is stored in the S3 compatible storage. To map the backup job, perform the following steps:

1. In the Bucket field, specify a bucket where the created backup is stored:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
2. Inthe Folder field, specify a folder where the created backup is stored:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

NOTE
You cannot select a folder that is managed by the Veeam Backup & Replication server.
3. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays only those backups that were created on the same Veeam Agent
computer with the same account used to connect to the S3 compatible storage.

4. If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.
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Amazon S3 Settings

If you have selected to store backup files in the Amazon S3 storage, specify the following settings:
1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings
The Account step of the wizard is available if you have chosen to save backup files in object storage.
To connect to the Amazon S3 storage, specify the following:

1. Inthe Access key field, enter the access key ID.

2. Inthe Secret key field, enter the secret access key.
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3. From the AWS region drop-down list, select the AWS region based on your regulatory and compliance
requirements. By default, Veeam Agent uses the Global region.
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to save backup files in object storage and specified
account settings to connect to the storage.

IMPORTANT

You must create the bucket where you want to store your backup data beforehand. When you create a
bucket, consider Amazon bucket naming rules. For example, it is not recommended that you use dots (.) in
the bucket name. For more information on bucket naming rules, see this AWS article.

Specify settings for the bucket in the storage:
1. From the Data center drop-down list, select the geographic region where Veeam Agent will store backups.
2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:

a. Select the Browse option.
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b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.

If necessary, you can create a new folder. To do this, click the New Folder option in the Select
Folder window.

4. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.

5. In the Retention policy field, specify the number of restore points or days for which you want to store
backup files in the target location. By default, Veeam Agent keeps backup files for 7 days.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups for
archival purposes check box and click Configure. In the Configure GFS window, specify how weekly,
monthly and yearly full backups must be retained. To learn more, see Long-Term Retention Policy.

6. To protect recent backups from modifications, select the Make recent backups immutable for <N> days
check box and specify the number of days for which you want to keep your backups immutable. By
default, Veeam Agent keeps backups immutable for 30 days. To learn more, see Backup Immutability.

NOTE

If you use the GFS retention scheme and enable immutability for a backup, the restore points with
GFS flags become immutable for the whole GFS retention period. You will not be able to delete such
restore points till the end of the GFS retention period.

7. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.

After that, Veeam Agent will create a new repository in the cloud storage where you can store backups.
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Mapping Backup Job

Starting from Veeam Agent for Microsoft Windows version 6.1, you can map the job to the already created
backup that is stored in the Amazon S3 storage. To map the backup job, perform the following steps:

1. From the Data center drop-down list, select the geographic region where the created backup is stored.
2. Inthe Bucket field, specify a bucket where the created backup is stored:

a. Select the Browse option.

b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder where the created backup is stored:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.
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4. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays only those backups that were created on the same Veeam Agent
computer with the same account used to connect to the Amazon S3 storage.

5. If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.
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Google Cloud Storage Settings

If you have selected to store backup files in the Google Cloud storage repository, specify the following settings:
1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings
The Account step of the wizard is available if you have chosen to save backup files in object storage.

To connect to the Google Cloud storage, in the Access key and Secret key fields, specify the Hash-based
Message Authentication Code (HMAC) keys associated with the Google Cloud account. Veeam Agent will use the
HMAC keys to authenticate requests to the Google Cloud storage. For more information on Google Cloud
accounts, see Google Cloud documentation.

If you have not created the HMAC keys beforehand, you can create the keys in the Google Cloud console, as
described in Google Cloud documentation.
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to save backup files in object storage and specified
account settings to connect to the storage.

Specify settings for the bucket in the storage:

1. From the Data center region drop-down list, select the geographic region where Veeam Agent will store
backups.

2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.
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NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.

If necessary, you can create a new folder. To do this, click the New Folder option in the Select
Folder window.

4. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.

5. In the Retention policy field, specify the number of restore points or days for which you want to store
backup files in the target location. By default, Veeam Agent keeps backup files for 7 days.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups for
archival purposes check box and click Configure. In the Configure GFS window, specify how weekly,
monthly and yearly full backups must be retained. To learn more, see Long-Term Retention Policy.

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.

After that, Veeam Agent will create a new repository in the cloud storage where you can store backups.
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Mapping Backup Job

Starting from Veeam Agent for Microsoft Windows version 6.1, you can map the job to the already created
backup that is stored in the Google Cloud storage. To map the backup job, perform the following steps:

1. From the Data center region drop-down list, select the geographic region where the created backup is
stored.

2. Inthe Bucket field, specify a bucket where the created backup is stored:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder where the created backup is stored:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

NOTE
You cannot select a folder that is managed by the Veeam Backup & Replication server.
4. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays only those backups that were created on the same Veeam Agent
computer with the same account used to connect to the Google Cloud storage.

5. If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.
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Microsoft Azure Blob Storage Settings

If you have selected to store backup files in the Microsoft Azure Blob storage, specify the following settings:

1. Specify account settings.

2. Specify container settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to save backup files in object storage.

1. In the Account field, enter the storage account name.

2. Inthe Shared key field, enter the storage account shared key.

3. From the Region drop-down list, select the Microsoft Azure region based on your regulatory and
compliance requirements. By default, Veeam Agent uses the Azure Global (Standard) region.

NOTE

The Allow storage account key access option for Shared Key authorization must be enabled in the storage

account. For information on how to find this option, see Microsoft Docs.
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Specifying Container Settings

The Container step of the wizard is available if you have chosen to save backup files in the Microsoft Azure
storage and specified account settings to connect to the storage.

Specify settings for the container in the storage:
1. From the Container drop-down list, select a container in the storage.
2. Inthe Folder field, specify a folder in the container:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the container name or click the arrow to the left of the container name to view the
list of available folders.

ii. Select the necessary folder and click OK.

NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.

If necessary, you can create a new folder. To do this, click the New Folder option in the Select
Folder window.

3. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.
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4. In the Retention policy field, specify the number of restore points or days for which you want to store
backup files in the target location. By default, Veeam Agent keeps backup files for 7 days.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups for
archival purposes check box and click Configure. In the Configure GFS window, specify how weekly,
monthly and yearly full backups must be retained. To learn more, see Long-Term Retention Policy.

5. To protect recent backups from modifications, select the Make recent backups immutable for <N> days
check box and specify the number of days for which you want to keep your backups immutable. By
default, Veeam Agent keeps backups immutable for 30 days. To learn more, see Backup Immutability.

NOTE

If you use the GFS retention scheme and enable immutability for a backup, the restore points with
GFS flags become immutable for the whole GFS retention period. You will not be able to delete such
restore points till the end of the GFS retention period.

6. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.

After that, Veeam Agent will create a new repository in the cloud storage where you can store backups.
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Mapping Backup Job

Starting from Veeam Agent for Microsoft Windows version 6.1, you can map the job to the already created
backup that is stored in the Microsoft Azure Blob storage. To map the backup job, perform the following steps:

1. From the Container drop-down list, select a container where the created backup is stored.
2. Inthe Folder field, specify a folder where the created backup is stored:

a. Select the Browse option.
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b. In the Select Folder window, do the following:

i. Double-click the container name or click the arrow to the left of the container name to view the
list of available folders.

ii. Select the necessary folder and click OK.

NOTE

You cannot select a folder that is managed by the Veeam Backup & Replication server.

3. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays only those backups that were created on the same Veeam Agent
computer with the same account used to connect to the Microsoft Azure Blob storage.

4. If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.
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Shared Folder Settings

The Shared Folder step of the wizard is available if you have chosen to save the backup in a network shared
folder.

Specify shared folder settings:

1. In the Shared folder field, type a UNC name of the network shared folder in which you want to store
backup files. Keep in mind that the UNC name always starts with two back slashes (\\).

2. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.
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To learn more, see Mapping Backup Job.

3. If the network shared folder requires authentication, select the This share requires access credentials
check box and specify a user name and password of the account that has Full Control access permissions
on this shared folder. The user name must be specified in the down-level logon name format. For
example, DOMAIN|UserName or HOSTNAME |UserName.

To view the specified password, click and hold the eye icon on the right of the Password field.

If you do not select the This share requires access credentials check box, Veeam Agent for Microsoft
Windows will connect to the shared folder using the NT AUTHORITY|SYSTEM account of the computer
where the product is installed. You can use this scenario if the Veeam Agent computer is joined to the
Active Directory domain. In this case, you can grant Full Control access permissions on the shared folder
and underlying file system to the computer account (DOMAIN|COMPUTERNAMES).

4. To view how much free space is available in the selected shared folder, click Populate.
5. Specify short-term backup retention policy settings:

o [For Free and Workstation product editions] In the Keep backups for <N> days (excluding days with
no backup) field, specify the number of days for which you want to store backup files in the target
location. By default, Veeam Agent for Microsoft Windows keeps backup files for 7 days. After this
period is over, Veeam Agent for Microsoft Windows will remove the earliest restore points from the
backup chain.

To learn more, see Backup Retention Policy in Free and Workstation Editions.

o [For Server product edition] In the Retention policy field, specify the number of restore points or days
for which you want to store backup files in the target location. By default, Veeam Agent keeps backup
files for 7 days.

= Select the restore points option if you want Veeam Agent to remove restore points from the
backup chain when the humber of restore points exceeds the specified limit.

= Select the days option if you want Veeam Agent to remove the earliest restore points from the
backup chain when the specified period is over.

To learn more, see Backup Retention Policy in Server Edition.

6. [For Workstation and Server product editions] To use the GFS (Grandfather-Father-Son) retention scheme,
select the Keep some periodic full backups longer for archival purposes check box and click Configure. In
the Configure GFS window, specify how weekly, monthly and yearly full backups must be retained. To
learn more, see the GFS Retention Policy section in the Veeam Backup & Replication User Guide.

7. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.
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Mapping Backup Job
If you have selected to map the job to the already created backup that is stored in a network shared folder,

perform the following steps:

1. In the Shared folder field, specify the same path as was specified in the Shared folder field for the job that
was used to create the backup.

2. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window.

Keep in mind that Veeam Agent displays backups stored in the folder that is specified in the Shared folder
field and its first-level subfolders.

3. If you map the job to an encrypted backup, and encryption keys are not available in the Veeam Agent
database, you must provide the password specified for encryption. In the displayed window, enter the
password and click OK.

207 | Veeam Agent for Microsoft Windows | User Guide



E8] Mew Backup lab % x

w Specify 3 shared Exizting backups:

IZI [ WINSRVOO0T SharedBackups
Wieekly Backup

Marne

Systerm Backup
= Browse,.,
Backup Mode Daily Backup

Files

Destination :l
Backup Cache
Guest Processing

Schedule

Surnrmary

Select Backup
Shared Faolder

ap backup | Populate

Configure..,

Q| her backup Advanced..

ezl Finizh Cancel

| - Tipe in an object nome to search for

Veeam Backup Repository Settings

If you have selected to store backup files in a Veeam backup repository, specify settings to connect to the
backup repository:

1.

At the Backup Server step of the wizard, specify backup server settings.

2. At the Backup Repository step of the wizard, select the Veeam backup repository.

Specifying Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to store backup files in a Veeam backup
repository.

Specify settings for the Veeam backup server that manages the target backup repository:

1.

In the Veeam backup server name or IP address field, specify a DNS name or IP address of the Veeam
backup server.

In the Port field, specify a number of the port over which Veeam Agent for Microsoft Windows must
communicate with the backup server. By default, Veeam Agent for Microsoft Windows uses port 10001.

Select the Specify your personal credentials check box. In the Username and Password fields, specify a
user name and password of the account that has access to this backup repository. Permissions on the
backup repository managed by the target Veeam backup server must be granted beforehand. To learn
more, see Setting Up User Permissions on Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Agent for Microsoft Windows
will connect to the backup repository using the NTAUTHORITY|SYSTEM account of the computer where
the product is installed. You can use this scenario if the Veeam Agent computer is joined to the Active
Directory domain. In this case, you can add the computer account ( DOMAIN COMPUTERNAMES$) to an AD
group and grant access rights on the backup repository to this group.

208 | Veeam Agent for Microsoft Windows | User Guide



Setting access permissions on the backup repository to £veryoneis equal to granting access rights to the
Everyone Microsoft Windows group (Anonymous users are excluded). If you have set such permissions on
the backup repository, you can omit specifying credentials. However, we recommend this scenario for
demo environments only.

IMPORTANT
Consider the following:

e If you plan to use a commercial version of Veeam Agent with Veeam Backup & Replication, you must
install a license in Veeam Backup & Replication in advance, before connecting to the backup server.

e If you change an account to connect to the Veeam backup server and then start a backup job
targeted at the backup repository managed by this backup server, Veeam Agent will start a new
backup chain in the backup repository.
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Selecting Backup Repository

The Backup Repository step of the wizard is available if you have chosen to save backup files in a Veeam backup
repository.

Specify settings for the target backup repository:

1. From the Backup repository list, select a backup repository where you want to store created backups. The
Backup repository list displays only those backup repositories on which you have permissions to store
data.

To store Veeam Agent backups, you can use a simple backup repository or a scale-out backup repository.
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To refresh the list of backup repositories, click the Refresh button at the top right corner of the Backup

repository field. Backup repositories list refresh may be required if you change permission settings for a

specific backup repository on the Veeam backup server and want to display this backup repository in the
New Backup Job wizard. To learn more, see Setting Up User Permissions on Backup Repositories.

2. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.
3. Specify short-term backup retention policy settings:

o [For Free and Workstation product editions] In the Keep backups for <N> days (excluding days with
no backup) field, specify the number of days for which you want to store backup files in the target
location. By default, Veeam Agent keeps backup files for 7 days. After this period is over, Veeam
Agent will remove the earliest restore points from the backup chain.

To learn more, see Backup Retention Policy in Free and Workstation Editions.

o [For Server product edition] In the Retention policy field, specify the number of restore points or days
for which you want to store backup files in the target location. By default, Veeam Agent keeps backup
files for 7 days.

= Select the restore points option if you want Veeam Agent to remove restore points from the
backup chain when the number of restore points exceeds the specified limit.

= Select the days option if you want Veeam Agent to remove the earliest restore points from the
backup chain when the specified period is over.

To learn more, see Backup Retention Policy in Server Edition.

4. [For Workstation and Server product editions] To use the GFS (Grandfather-Father-Son) retention scheme,
select the Keep some periodic full backups longer for archival purposes check box and click Configure. In
the Configure GFS window, specify how weekly, monthly and yearly full backups must be retained. To
learn more, see the GFS Retention Policy section in the Veeam Backup & Replication User Guide.

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.
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Mapping Backup Job

If you have selected to map the job to the already created backup that is stored in a Veeam backup repository,

perform the following steps:

1. If you map the job to an encrypted backup, you must decrypt the backup on the Veeam Backup &
Replication side before mapping. To learn more, see the Restoring Data from Encrypted Backups section in

the Veeam Backup & Replication User Guide.

2. Click the Map backup link and select the desired backup. To find the backup, you can use the search field
at the bottom of the Select Backup window. Keep in mind that Veeam Agent displays only those backups
that were created on the same Veeam Agent computer with the same account used to connect to the

repository.
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The backup job mapping can be helpful in case of the backup seeding. If you want to seed backup files, you must
place these files in a specific folder on the target location. In the Veeam backup repository, Veeam Agent stores
backups in the folders with paths of the following format:

<path to folder>\<domain name> <user name>\<backup job name>
where:
e <path to folder> — path to the folder in the Veeam backup repository.
¢ <domain name> — domain name specified to connect to the repository.
e <user name> — user name specified to connect to the repository.
e <backup job name> — name of the backup job.

For example:

C:\Backup\TECH Administrator\System Backup

To learn more about backup seeding scenarios for Veeam backup repositories, see Moving Veeam Agent Backups
to Veeam Backup Repository.

Veeam Cloud Connect Repository Settings

If you have selected to store backup files in a Veeam Cloud Connect repository, specify settings to connect to
the cloud repository:

1. Specify service provider settings.
2. Verify the TLS certificate and specify user account settings.

3. Select the cloud repository.
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Specifying Service Provider Settings

The Service Provider step of the wizard is available if you have chosen to save backup files in a Veeam Cloud
Connect repository.

Specify settings for the cloud gateway that the SP or your backup administrator has provided to you:
1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which Veeam Agent for Microsoft Windows will communicate with
the cloud gateway. By default, port 6180 is used.

TIP

You can look for service providers who offer Repository as a Service using Veeam Backup & Replication.
The list of service providers is published on the Veeam website and constantly updated. You can select the
necessary service provider from the list and contact this service provider to get the cloud repository
service.

To find a service provider, click the Click here to open the directory link. Veeam Agent for Microsoft
Windows will open a webpage on the Veeam website. Use the filter on the webpage to find the necessary
service provider by the type of provided cloud services, service provider datacenter location or service area.
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Specifying User Account Settings

The Credentials step of the wizard is available if you have chosen to save backup files in a cloud repository and
specified settings for the cloud gateway.

Verify TLS certificate settings and specify settings for the tenant account or subtenant account that you want to
use to connect to the cloud repository.
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3.

At the top of the wizard window, Veeam Agent for Microsoft Windows displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS
certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate Llink.

o To verify the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to the
Clipboard and enter it to the Thumbprint for certificate verification field. Click Verify. Veeam Agent
for Microsoft Windows will check if the thumbprint you enter matches the thumbprint of the obtained
TLS certificate.

In the Username field, enter the user name of the tenant or subtenant account that the SP or your backup
administrator has provided to you. The user name of the subtenant account must be specified in the
TENANT|SUBTENANT format.

In the Password field, provide a password for the tenant or subtenant account.
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Selecting Cloud Repository

The Backup Resources step of the wizard is available if you have chosen to save backup files in a cloud
repository and specified settings to connect to the SP.

Specify settings for the cloud repository:

1.

From the Available cloud repositories list, select a cloud repository where you want to store created
backups. The Available cloud repositories list displays only those backup repositories on which you have
permissions to store data.

To refresh the list of cloud repositories, click the Refresh button at the top right corner of the Available
cloud repositories field. Cloud repositories list refresh may be required if you change permission settings
for a specific cloud repository and want to display this cloud repository in the New Backup Job wizard.
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2. If you want to map the job to a specific backup that was previously created on the same Veeam Agent
computer, click the Map Backup link and select the backup.

To learn more, see Mapping Backup Job.
3. Specify short-term backup retention policy settings:

o [For Free and Workstation product editions] In the Keep restore points for the last <N> days when
computer was used field, specify the number of days for which you want to store backup files in the
target location. By default, Veeam Agent for Microsoft Windows keeps backup files for 7 days. After
this period is over, Veeam Agent for Microsoft Windows will remove the earliest restore points from
the backup chain.

To learn more, see Backup Retention Policy in Free and Workstation Editions.

o [For Server product edition] In the Retention policy field, specify the number of restore points or days
for which you want to store backup files in the target location. By default, Veeam Agent keeps backup
files for 7 days.

= Select the restore points option if you want Veeam Agent to remove restore points from the
backup chain when the number of restore points exceeds the specified limit.

= Select the days option if you want Veeam Agent to remove the earliest restore points from the
backup chain when the specified period is over.

To learn more, see Backup Retention Policy in Server Mode.

4. [For Workstation and Server product editions] To use the GFS (Grandfather-Father-Son) retention scheme,
select the Keep some periodic full backups longer for archival purposes check box and click Configure. In
the Configure GFS window, specify how weekly, monthly and yearly full backups must be retained. To
learn more, see the GFS Retention Policy section in the Veeam Backup & Replication User Guide.

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced
Backup Settings.
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Mapping Backup Job

If you have selected to map the job to the already created backup, perform the following steps:

1. Click Map backup and select the desired backup. To find the backup, you can use the search field at the
bottom of the Select Backup window. Keep in mind that Veeam Agent displays only those backups that
were created on the same Veeam Agent computer with the same tenant or subtenant account used to
connect to the repository.

2. If you map the job to an encrypted backup, and encryption keys in the cloud repository database do not
coincide with the encryption keys in the Veeam Agent database, you must provide the password specified
for encryption after the job start. In the dialog window, enter the password and click OK. To learn more,
see Resuming Encrypted Backup Chain.
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The backup job mapping can also be helpful in case of the backup seeding. If you want to seed backup files, you
must place these files in a specific folder on the target location. On the cloud repository, Veeam Agent stores
backups in the folders with paths of the following format:

e If atenant account is specified in the Username field at the Credentials step of the wizard:

<path to repository>\<tenant name>\<backup job name>

e If a subtentant account is specified in the Username field at the Credentials step of the wizard:

<path to repository>\<tenant name>\Users\<subtenant name>\<backup job name>
where:
e <path to repository> — path to the folder on the cloud repository.
e <tenant name> — name of the tenant account.
e <subtenant name>— name of the subtenant account.

e <backup job name> — name of the backup job.
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For example:

e C:\Backup\TechCompany\System Backup
or

e C:\Backup\TechCompany\Users\User0Ol\System Backup

To learn more about backup seeding scenarios for cloud repositories, see Moving Veeam Agent Backups to
Veeam Cloud Connect Repository.
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Step 7. Specify GFS Retention Policy

This step of the wizard is available if you use the Workstation or Server edition of Veeam Agent for Microsoft

Windows.

NOTE

If you want to store your backups in object storage, and you do not configure Veeam Agent to perform
active full backups periodically, Veeam Agent still requires a full backup to assign a GFS flag to a full
restore point. In this case, Veeam Agent creates a full backup based on the last incremental backup. If
some data blocks required to create the full backup reside in object storage, the full backup contains links
that point at such data blocks. Veeam Agent does not retrieve actual data blocks from the object storage
to avoid extra costs.

To configure GFS retention policy settings for the backup job:

1. Click the Configure button at one of the following steps of the wizard:

(o]

(o]

(o]

Local Storage — if you have selected the Local storage option at the Destination step of the wizard.
Shared Folder — if you have selected the Shared folder option at the Destination step of the wizard.

Bucket/Container — if you have selected the Object storage option at the Destination step of the
wizard.

Backup Repository — if you have selected the Veeam backup repository option at the Destination step
of the wizard.

Backup Resources — if you have selected the Veeam Cloud Connect repository option at the
Destination step of the wizard.

2. In the Configure GFS window, do the following:

d.

If you want to create weekly restore points for archival purposes, select the Keep weekly full backups
for check box. Then specify the number of weeks during which you want to prevent restore points
from being modified and deleted.

= |n the If multiple full backups exist, use the one from list, select a week day when Veeam Agent
must assign the weekly GFS flag to a full restore point.

= [For object storage target if active full backup schedule is not enabled] In the Create weekly full
on this day list, select a week day when Veeam Agent must create a full backup and assign the
weekly GFS flag to a full restore point.

b. If you want to create monthly restore points for archival purposes, select the Keep monthly full

backups for check box. Then specify the number of months during which you want to prevent restore
points from being modified and deleted.

In the Use weekly full backup for the following week of a month list, select a week when Veeam
Agent must assign the monthly GFS flag to a full restore point. A week equals to 7 calendar days; for
example, the first week of May is days 1-7, and the last week of May is days 25-31.

If you want to create yearly restore points for archival purposes, select the Keep yearly full backups
for check box. Then specify the number of years during which you want to prevent restore points from
being modified and deleted.
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In the Use monthly full backup for the following month list, select a month when Veeam Agent must
assign the yearly GFS flag to a full restore point.
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NOTE

If you select to assign multiple types of GFS flags, the flags begin to depend on each other. For more
information on this dependency, see the Assignment of GFS Flags section in the Veeam Backup &
Replication User Guide.
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Step 8. Specify Advanced Backup Settings

In the Advanced Settings window, specify advanced settings for the backup job:
e Backup settings
¢ Maintenance settings

e Storage settings

Backup Settings

To specify settings for a backup chain created with the backup job:
1. Click Advanced at one of the following steps of the wizard:
o Local Storage — if you have selected the Local storage option at the Destination step of the wizard.

o Bucket/Container — if you have selected the Object storage option at the Destination step of the
wizard.

o Shared Folder — if you have selected the Shared folder option at the Destination step of the wizard.

o Backup Repository — if you have selected the Veeam backup repository option at the Destination step
of the wizard.

o Backup Resources — if you have selected the Veeam Cloud Connect repository option at the
Destination step of the wizard.

2. If you want to periodically create synthetic full backups, on the Backup tab, select the Create synthetic
full backups periodically check box and click Days to schedule synthetic full backups on the necessary
week days.

3. If you want to periodically create active full backups, select the Create active full backups periodically
check box. Use the Monthly on or Weekly on selected days options to define scheduling settings.

Keep in mind that to create active and synthetic full backups on selected days, Veeam Agent must run the
backup job on these days. To learn more about backup job schedule, see Scheduling Settings.

NOTE

Consider the following:

e Synthetic full backup is available only in the Workstation and Server editions of Veeam Agent for
Microsoft Windows.

e Synthetic full backup is not available for backup jobs targeted at object storage.

e Before scheduling periodic full backups, you must make sure that you have scheduled the backup
job to run on the enough free space on the target location. As an alternative, you can create active
full backups manually when needed. For more information, see Creating Active Full Backups.

e If you schedule the active full backup and synthetic full backup on the same day, Veeam Agent for
Microsoft Windows will perform only active full backup. Synthetic full backup will be skipped.
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Maintenance Settings

To specify maintenance settings for the backup chain created with the backup job:
1. Click Advanced at one of the following steps of the wizard:
o Local Storage — if you have selected the Local storage option at the Destination step of the wizard.

o Bucket/Container — if you have selected the Object storage option at the Destination step of the
wizard.

o Shared Folder — if you have selected the Shared folder option at the Destination step of the wizard.

o Backup Repository — if you have selected the Veeam backup repository option at the Destination step
of the wizard.

o Backup Resources — if you have selected the Veeam Cloud Connect repository option at the
Destination step of the wizard.

2. Click the Maintenance tab.

3. To periodically perform a health check for the latest restore point in the backup chain, enable the Perform
backup files health check option in the Storage-level corruption guard section and specify the health
check schedule. For more information, see Health Check for Backup Files.

4. [For object storage target] Veeam Agent offers a special health check mechanism for object storage
targets. To run the health check for object storage, enable the Perform backup files health check option in
the Storage-level corruption guard section and specify the health check schedule. For more information
about the health check for object storage, see Enabling Health Check for Object Storage Target.
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5.

[For Veeam backup repository and cloud repository targets] Select the Remove deleted items data after
check box and specify the number of days for which you want to keep the backup created with the backup
job in the target location. If Veeam Agent for Microsoft Windows does not create new restore points for
the backup, the backup will remain in the target location for the period that you have specified. When this
period is over, the backup will be removed from the target location.

By default, the retention period for outdated backups is 30 days. Do not set this retention period to 1 day
or a similar short interval. In the opposite case, the backup job may work not as expected and remove data
that you still require. For more information, see Retention Policy for Outdated Backups.

NOTE

The Remove deleted items data after option is available only if you have selected the Veeam backup
repository or Veeam Cloud Connect repository option at the Destination step of the wizard.

To periodically compact a full backup, select the Defragment and compact full backup file check box and
specify the schedule for the compact operation.

During the compact operation, Veeam Agent for Microsoft Windows creates a new empty file and copies
to this file data blocks from the full backup file. As a result, the full backup file gets defragmented, and
the speed of reading from and writing to the backup file increases.

If the full backup file contains data blocks for deleted drives, Veeam Agent for Microsoft Windows will
remove these data blocks. For more information, see Compact of Full Backup File.

NOTE

The Defragment and compact full backup file option is not available for backup jobs targeted at
object storage.
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Enabling Health Check for Object Storage Target

To periodically perform a health check for backups that reside in object storage, enable the Perform backup files
health check option in the Storage-level corruption guard section and specify the health check schedule.

Veeam Agent offers a special health check mechanism for object storage targets as default. Unlike the standard
health check, the health check for object storage verifies metadata for the whole backup, not just the latest
restore point, and does not read data from data blocks. For more information, see Health Check for Object
Storage.

If necessary, you can switch from the health check for object storage to the standard health check. To do so,
select the Verify content of each object in backup check box in the backup job settings. Keep in mind that
enabling this setting may result in additional charges from your object storage provider. For information on how
the standard health check works, see Standard Health Check.
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Storage Settings

To specify storage settings for the backup job:
1. Click Advanced at one of the following steps of the wizard:
o Local Storage — if you have selected the Local storage option at the Destination step of the wizard.

o Bucket/Container — if you have selected the Object storage option at the Destination step of the
wizard.

o Shared Folder — if you have selected the Shared folder option at the Destination step of the wizard.

o Backup Repository — if you have selected the Veeam backup repository option at the Destination step
of the wizard.
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o Backup Resources — if you have selected the Veeam Cloud Connect repository option at the
Destination step of the wizard.

2. Click the Storage tab.

3. From the Compression level list, select a compression level for the backup: None, Dedupe-friendly,
Optimal, Highor Extreme.

4. In the Storage optimization section, select what size of data blocks you plan to use: 4 MB, 1 MB, 512 KB,
256 KB. Veeam Agent for Microsoft Windows will use data blocks of the chosen size to optimize the size of
backup files and job performance.

5. If you want to encrypt the content of backup files, in the Encryption section, specify encryption settings
for the backup job:

a. Select the Enable backup file encryption check box.
b. In the Password field, type a password that you want to use for encryption.

c. Inthe Hint field, type a hint for the password. In case you lose the password, the specified hint will
help you to remember the lost password.

NOTE
Consider the following:

e You cannot specify encryption options for the backup job if you have chosen to save backup files in a
Veeam backup repository. Encryption of Veeam Agent backups stored in the backup repository are
managed per repository by a backup administrator working with Veeam Backup & Replication. To
learn more, see the Data Encryption and Access Permissions sections in the Veeam Backup &
Replication User Guide.

e If you lose a password that was specified for encryption, you can change the password in the
encryption settings. After the backup job creates a new restore point encrypted with the new
password, you will be able to use this password to restore data from all restore points in the backup
chain, including those restore points that were encrypted with an old password.

e If you enable encryption for the existing backup job that has already created one or more restore
points, during the next job session, Veeam Agent for Microsoft Windows will create active full
backup. The created full backup file and subsequent incremental backup files in the backup chain
will be encrypted with the specified password.

e Encryption is not retroactive. If you enable encryption for the existing backup job, Veeam Agent for
Microsoft Windows does not encrypt the previous backup chain created with this job.
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Step 9. Specify Backup Cache Settings

The Backup Cache step of the wizard is available if you have chosen to save backup files in a remote storage: in
object storage, in a network shared folder, in a Veeam backup repository or in a Veeam Cloud Connect
repository.

Specify backup cache settings:
1. Select the Enable backup cache check box.
2. Inthe Location field, specify a path to the folder on your computer in which backup files must be stored.

3. Inthe Maximum size field, specify the size for the backup cache.

When defining the size of the backup cache, assume the following:
o Each full backup file may consume about 50% of the backed-up data size.

o Each incremental backup file may consume about 10% of the backed-up data size.

TIP

For the backup cache, you can use a dedicated removable storage device, for example, a USB key or an SD
card. In this case, the backup cache will not consume disk space on the local drive of the Veeam Agent
computer.
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Step 10. Specify Guest Processing Settings

The Guest Processing step of the wizard is available in the Server edition of Veeam Agent for Microsoft
Windows.

You can enable the following settings for guest OS processing:
e Application-aware processing
e Transaction log handling for Microsoft SQL Server
e Archived log handling for Oracle databases
e SharePoint account settings
e Use of pre-freeze and post-thaw scripts

e File indexing
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Application-Aware Processing

If your computer runs VSS-aware applications, you can enable application-aware processing to create a
transactionally consistent backup. The transactionally consistent backup guarantees proper recovery of
applications without data loss.

To enable application-aware processing:

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing check
box is selected.

2. Click Applications.
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3. Inthe Processing Settings window, on the General tab, specify if Veeam Agent must process transaction
logs [For Microsoft Exchange, Microsoft SQL and Oracle] or copy-only backups must be created.

a. Select Process transaction logs with this job if you want Veeam Agent to process transaction logs.

= [For Microsoft Exchange] With this option selected, Veeam Agent will wait for backup to
complete successfully and then trigger truncation of transaction logs. If the backup job fails, the
logs will remain untouched until the next backup job session.

= [For Microsoft SQL Server and Oracle] You will have to specify settings for transaction log
handling on the SQL and Oracle tabs of the Processing Settings window. For more information,
see Microsoft SQL Server Transaction Log Settings and Oracle Archived Log Settings.

b. Select Perform copy only if you use another tool to maintain consistency of the database state. Veeam
Agent will create a copy-only backup. The copy only backup preserves the chain of full/differential
backup files and transaction logs. After a copy-only backup, Veeam Agent does not trigger truncation
of transaction logs. For more information, see this Microsoft article.
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Microsoft SQL Server Transaction Log Settings

If you back up Microsoft SQL Server, you can specify how Veeam Agent for Microsoft Windows must process
database transaction logs:

1.

ooa W

At the Guest Processing step of the wizard, make sure that the Enable application-aware processing check
box is selected.

Click Applications.
In the Processing Settings window, on the General tab, select Process transaction logs with this job.
In the Processing Settings window, click the SQL tab.

To specify a user account that Veeam Agent will use to connect to the Microsoft SQL Server, select the
Specify Windows account with sysadmin role on SQL Server check box and enter a user name and
password for the Microsoft Windows user account. This account must have the roles and permissions as
specified in section Permissions for Guest Processing.

NOTE

You cannot use Microsoft SQL Server accounts (for example, the SA account) to connect to the
database.

Specify how transaction logs must be processed. You can select one of the following options:

o Select Truncate logs to truncate transaction logs after successful backup. Veeam Agent will wait for
the backup to complete successfully and then truncate transaction logs. If the backup job fails, the
logs will remain untouched until the next backup job session.

o Select Do not truncate logs to preserve transaction logs. When the backup job completes, Veeam
Agent will not truncate transaction logs.

We recommend that you enable this option only for databases with log truncation managed by a
database administrator or databases that use the Simple recovery model. If you enable this option for
databases that use the Full or Bulk-logged recovery model, transaction logs may grow large and
consume all disk space. In this case, the database administrator must take care of transaction logs.

o Select Backup logs periodically to back up transaction logs with Veeam Agent. Veeam Agent will
periodically copy transaction logs to the backup location and store them together with the image-
level backup. During the backup job session, transaction logs will be truncated.

For more information, see Microsoft SQL Server and Oracle Logs Backup and Restore.

NOTE

You can enable transaction log backup in one backup job only. If you have already configured a
job that is set up to back up transaction logs, you will not be able to select the Backup logs
periodically option in the properties of another backup job.
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If you have selected to back up transaction logs with Veeam Agent, you must specify settings for transaction log
backup:

1. In the Backup logs every <N> minutes field, specify the frequency for transaction log backup. By default,
transaction logs are backed up every 15 minutes. The maximum log backup interval is 480 minutes.

2. In the Retain log backups section, specify retention policy for transaction logs stored in the backup
location.

o Select Until the corresponding image-level backup is deleted to apply the same retention policy for
image-level backups and transaction log backups.

o Select Keep only last <N> days of log backups to keep transaction logs for a specific number of days.
By default, transaction logs are kept for 15 days. If you select this option, you must make sure that
retention for transaction logs is not greater than retention for the image-level backup. For more
information, see Retention for Transaction Log Backups.

IMPORTANT

Veeam Agent for Microsoft Windows automatically excludes its configuration database from application-
aware processing during backup. Transaction logs for the configuration database are not backed up.
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Oracle Archived Log Settings

If you back up an Oracle database, you can specify how Veeam Agent for Microsoft Windows must process
archived logs:

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing check
box is selected.

2. Click Applications.
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In the Processing Settings window, on the General tab, select Process transaction logs with this job.
In the Processing Settings window, click the Oracle tab.

Specify a user account that Veeam Agent for Microsoft Windows will use to connect to the Oracle
database:

a. Select the Specify Oracle database account with SYSDBA privileges check box.

b. In the Account field, select what type of user account you plan to use: Oracle account or Windows
account.

c¢. In the Username and Password fields, enter a username and password for the account.

The specified account must have SYSDBA rights on the Oracle database.

In the Archived logs section, specify if Veeam Agent for Microsoft Windows must delete archived logs on
the Oracle database:

o Select Do not delete archived logs if you want Veeam Agent for Microsoft Windows to preserve

archived logs. When the backup job completes, Veeam Agent for Microsoft Windows will not delete
archived logs.

We recommend that you select this option for databases for which the ARCHIVELOG mode is turned
off. If the ARCHIVELOG mode is turned on, archived logs may grow large and consume all disk space.
In this case, the database administrator must take care of archived logs him-/herself.

o Select Delete Llogs older than <N> hours or Delete logs over <N> GB if you want Veeam Agent for
Microsoft Windows to delete archived logs that are older than <N> hours or larger than <N> GB.
Veeam Agent for Microsoft Windows will wait for the backup to complete successfully and then
trigger archived logs deletion through Oracle Call Interface (OCI). If the backup job fails, the logs will
remain untouched until the next backup job session.

TIP

If you configure backup job to back up archived logs, Veeam Agent also triggers archived logs
deletion after each log backup job session.

To back up Oracle archived logs with Veeam Agent for Microsoft Windows, select the Backup log every
<N> minutes check box and specify the frequency for archived log backup. By default, archived logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

NOTE

You can enable archived log backup in one backup job only. If you have already configured a job that
is set up to back up archived logs, you will not be able to select the Backup logs every <N> minutes
option in the properties of another backup job.

In the Retain log backups section, specify retention policy for archived logs stored in the backup location:

o Select Until the corresponding image-level backup is deleted to apply the same retention policy for
Veeam Agent backups and archived log backups.

o Select Keep only last <n> days to keep archived logs for a specific number of days. By default,
archived logs are kept for 15 days. If you select this option, you must make sure that retention for
archived logs is not greater than retention for the Veeam Agent backups. For more information, see
Retention for Archived Log Backups.
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Microsoft SharePoint Account Settings

If you back up Microsoft SharePoint, you must specify a user account that has enough permissions on the
application:

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing check
box is selected.

2. Click Applications.
3. Inthe Processing Settings window, click the SharePoint tab.

4. Select the Specify Microsoft SharePoint admin account check box and enter a user name and password for
the user account.
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Pre-Freeze and Post-Thaw Scripts

If you plan to back up data of applications that do not support VSS, you can specify what scripts Veeam Agent
for Microsoft Windows must use to quiesce the OS on your computer. The pre-freeze script quiesces the file
system and application data to bring the OS to a consistent state before Veeam Agent for Microsoft Windows
creates a VSS snapshot. After the VSS snapshot is created, the post-thaw script brings the file system and
applications to their initial state.

To specify pre-freeze and post-thaw scripts for the job:
1. At the Guest Processing step, click Applications.
2. Inthe Processing Settings window, click the Scripts tab.
3. In the Script processing mode section, specify the scenario for scripts execution:

o Select Require successful script execution if you want Veeam Agent for Microsoft Windows to stop
the backup process if the script fails.

o Select Ignore script execution failures if you want to continue the backup process even if script errors
occur.

o Select Disable script execution if you do not want to run scripts.

4. In the Scripts section, specify paths to pre-freeze and post-thaw scripts. Scripts must reside on a local
drive of the Veeam Agent computer.

Veeam Agent for Microsoft Windows supports the following types of scripts:
o Program files in the EXE, BAT and CMD format
o Windows script files in the JS, VBS and WSF format

o PowerShell script files in the PS1 format
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You can use scripts of other formats as well, but we cannot guarantee correct processing of such scripts.

5. By default, Veeam Agent for Microsoft Windows performs guest processing activities under the Local
System account. To specify a user account that Veeam Agent for Microsoft Windows will use to run pre-
freeze and post-thaw scripts, select the Specify admin account for script execution check box and enter a
user name and password for the user account.
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File Indexing

To specify file indexing options:
1. At the Guest Processing step of the wizard, click Indexing.
2. Inthe Indexing Settings window, specify the indexing scope:

o Select Index everything if you want to index all files within the backup scope that you have specified
at the Backup mode step of the wizard. Veeam Agent for Microsoft Windows will index all files that
reside:

= on your computer OS (for entire computer backup)
= on the volumes that you have selected for backup (for volume-level backup)
= in the directories that you have selected for backup (for file-level backup)

o Select Index everything except if you want to index all files on your computer OS except those
defined in the list. By default, system folders are excluded from indexing. You can add or delete
folders using the Add and Remave buttons on the right. You can also use system environment
variables to form the list, for example: %windir%, %ProgramfFiles% and % Temp%.

To reset the list of folders to its initial state, click Default.
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o Select Index only following folders to define folders that you want to index. You can add or delete
folders to index using the Add and Remove buttons on the right. You can also use system
environment variables to form the list, for example: %windir%, %ProgramfFiles% and % Temp%.
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Step 11. Specify Backup Schedule

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.
Backup job scheduling options differ depending on the edition of Veeam Agent for Microsoft Windows:

e Scheduling Settings in Free and Workstation Editions

e Scheduling Settings in Server Edition

Scheduling Settings in Free and Workstation Editions

At the Schedule step of the wizard, set up Veeam Agent for Microsoft Windows to run the backup job
periodically at specific time or after specific computer events:

e Select the time to launch the backup job.

e Select events that trigger the backup job launch.

IMPORTANT

If the power scheme on your computer does not allow using wake up timers, Veeam Agent for Microsoft
Windows will ask you to change the power scheme settings. Click Yes to allow Veeam Agent for Microsoft
Windows to wake your computer from sleep for backup.

You can manually change the power scheme settings on your computer. To do this, navigate to Control
Panel > All Control Panel Items > Power Options > Edit Plan Settings.

Selecting Time to Launch Backup Job

In the Periodically section, specify time to launch the backup job:

1. Select the Daily at check box and use the fields on the right to specify time and days when the backup job
must start:

o Everyday— select this option to start the job at specific time daily.
o On week-days — select this option to start the job at specific time on week-days.

o On these days — select this option to start the job at specific time on selected days.

You can leave the Daily at check box unchecked to configure the backup job without daily schedule. In this
case, you will be able to use the configured backup job to perform backup automatically at specific events.
You can also use the configured backup job to create ad-hoc incremental and standalone full backups. To
learn more, see Performing Ad-Hoc Backups.

2. If you have selected the On these days option, click the Days button and clear check boxes for the days
when the job must not start.

3. Select the action that Veeam Agent for Microsoft Windows must perform in case your computer is
powered off at the time when the scheduled backup job must start.

o Backup once powered on — select this option if you want Veeam Agent for Microsoft Windows to start
the scheduled backup job when you power on the computer.
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o Skip backup — select this option if you want Veeam Agent for Microsoft Windows not to start the
scheduled backup job when the computer is powered on. Veeam Agent for Microsoft Windows will
perform backup at the next scheduled time.

4. If you want Veeam Agent for Microsoft Windows to perform a finalizing action after the backup job
completes successfully, select the necessary action:

o Keep running — select this option if the computer must keep on working.

o Sleep — select this option if you want Veeam Agent for Microsoft Windows to bring your computer to
the standby mode.

o Shutdown — select this option if you want Veeam Agent for Microsoft Windows to shut down your
computer.

o Hibernate — select this option if you want Veeam Agent for Microsoft Windows to bring your
computer to the hibernate mode. This option is available if the hibernate mode is enabled on your
computer. To learn more, see this Microsoft article.

Veeam Agent for Microsoft Windows applies this setting only to scheduled backups. If you start
standalone full backup or incremental backup manually, Veeam Agent for Microsoft Windows will ignore
this setting, and the computer will not be shut down or brought to the standby mode when the backup job
completes.

When the backup job completes, Veeam Agent for Microsoft Windows will prompt a dialog with a
countdown to the selected post-job action. You can select to proceed to the action immediately or to
cancel the action. To learn more, see Controlling Backup Post-Job Action.

Selecting Events that Trigger Backup Job Launch

In the At the following events section, specify computer events that trigger the backup job launch:

e Select the Lock check box if you want to start the scheduled backup job when the user locks the
computer.

NOTE

The backup job does not always start right after the lock event is created. For example, when you
put the Veeam Agent computer to sleep, the operating system creates the lock event before the
entering sleep event but the backup job starts after the computer resumes from the sleep mode. The
backup job does not start if the computer stayed in the sleep mode longer than 15 minutes.

e Select the Log off check box if you want to start the scheduled backup job when the user working with the
computer performs a logout operation.

e Select the When backup target is connected check box if you want to start the scheduled backup job when
the backup storage becomes available. With this option selected, Veeam Agent will detect state changes
for networks and drives. When such change is detected, Veeam Agent will check if the target backup
repository is accessible. If so, it will start the backup job.

e Select the Eject removable storage once backup is completed check box if you want Veeam Agent for
Microsoft Windows to unmount the storage device after the backup job completes successfully. With this
option selected, backup files on the removable storage will be protected from encrypting ransomware,
such as CryptoLocker.

Veeam Agent applies this setting only to backup jobs triggered by computer events. In case of backup jobs
scheduled to run at specific time, Veeam Agent will ignore this setting, and the storage device will not be
unmounted after the backup job completes successfully.
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IMPORTANT

The Eject removable storage once backup is completed option does not guarantee a bulletproof
protection against ransomware. To ensure your backups are safe, keep the OS up to date and
regularly scan your backup repository for virus threats using modern antivirus software.

e Use the Back up no more often than every <N> <time units> field to restrict the frequency of backup job
sessions. Specify a minutely, hourly or daily interval between the backup job sessions.

The Back up no more often than every <N> <time units> option is applied only to job sessions started at
specific events. Daily backups are performed according to defined schedule regardless of the time interval
specified for this setting.
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Scheduling Settings in Server Edition

At the Schedule step of the wizard, select to run the backup job manually or schedule the job to run on a regular
basis.

IMPORTANT

If the power scheme on your computer does not allow using wake up timers, Veeam Agent for Microsoft
Windows will ask you to change the power scheme settings. Click Yes to allow Veeam Agent for Microsoft
Windows to wake your computer from sleep for backup.

You can manually change the power scheme settings on your computer. To do this, navigate to Control
Panel > All Control Panel Items > Power Options > Edit Plan Settings.

To specify the job schedule:
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1. Select the Run the job automatically check box. If this check box is not selected, you will have to start the
backup job manually to create backup.

2. Define scheduling settings for the job:

o Torun the job at specific time daily, on defined week days or with specific periodicity, select Daily at
this time. Use the fields on the right to configure the necessary schedule.

o Torun the job once a month on specific days, select Monthly at this time. Use the fields on the right
to configure the necessary schedule.

o Torun the job repeatedly throughout a day with a specific time interval, select Periodically every. In
the field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and use the
time table to define the permitted time window for the job. In the Start time within an hour field,
specify the exact time when the job must start.

A repeatedly run job is started by the following rules:

= Veeam Agent for Microsoft Windows always starts counting defined intervals from 12:00 AM.
For example, if you configure to run a job with a 4-hour interval, the job will start at 12:00 AM,
4:00 AM, 8:00 AM, 12:00 PM, 4:00 PM and so on.

= |f you define permitted hours for the job, after the denied interval is over, Veeam Agent for
Microsoft Windows will immediately start the job and then run the job by the defined schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours
from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the
denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

o To run the job continuously, select the Periodically every option and choose Continuously from the
list on the right. A new backup job session will start as soon as the previous backup job session
finishes.

3. In the Automatic retry section, define whether Veeam Agent for Microsoft Windows must attempt to run
the backup job again if the job fails for some reason. Enter the number of attempts to run the job and
define time intervals between them. If you select continuous backup, Veeam Agent for Microsoft Windows
will retry the job for the defined number of times without any time intervals between the job runs.

4. In the Backup window section, define the time interval within which the backup job must complete. The
backup window prevents the job from overlapping with production hours and ensures that the job does
not impact performance of your server. To set up a backup window for the job:

a. Select the Terminate job if it exceeds allowed backup window check box and click Window.

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the job
exceeds the allowed window, it will be automatically terminated.
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Step 12. Review Backup Job Settings

At the Summary step of the wizard, complete the backup job configuration process.

1. Review settings of the configured backup job.

In addition to backup job settings, Veeam Agent for Microsoft Windows displays a command to start the
job using the command-Lline interface.

2. To start the job after you close the wizard, select the Run the job when | click Finish check box.

3. Click Finish.
£53 New Backup lob X
Surnmary

w Wou have successfully created the new backup job,

Marme Surmmary
UESLTHE DS LETTLITTUERITIY | ETTdOIEu | ~

Backup Mode Index eueorya::ﬁnd%;/xcept:

il %ProgramFiles®%

Hes HProgramFiles (<30

. YProgramived3zss

Destination S TEMP

Shared Folder Script processing: [disabled]

Backup Cache
Srhedule —mmmmm e e

Guest Processing Schedule: server
Daily at [12:30 &)

Schedule Retry failed job 3 times
Wiait before each retry attermpt forr 10 minutes

Surnmary
Comrmand line to start the job:
"CivProgram Files\WeearniEndpoint BackupWeeam EndPoint.Manager.exe” "backup” "9b821634-
Broe-405d-a971- 242323924 74" v

Rurn the job when | click Finish
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What You Do Next

After you configure the scheduled backup job, Veeam Agent for Microsoft Windows displays a clock over its icon
in the system tray. The clock identifies that your computer is protected with the scheduled backup job. Veeam
Agent for Microsoft Windows will periodically start the scheduled backup job to back up selected data and add a
new restore point to the backup chain in the target location.

If necessary, you can also perform the following backup operations when you need it:
e Create a standalone full backup
e Create an incremental backup
e Create an active full backup
If some of your data gets lost or corrupted, you can do the following:
e Recover all computer volumes or specific volumes from the backup

e Recover individual files and folders from the backup
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Managing Backup Jobs

After you configure the scheduled backup job, you can perform the following actions with it:
e Edit the backup job settings
e Disable and enable the backup job

e Remove the backup job
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Editing Backup Job Settings

If you want to change settings of a backup job, you can edit it at any time. For example, you may want to edit
the backup job to add a new folder to the backup scope, change the target location or job scheduling settings.

To access backup job settings, do one of the following:

e Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel. Then hover over the name of the backup job whose settings you want to change, and select

Edit job.

e Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Backup > Configure
backup.

NOTE

The Backup option is not available in the system tray menu if multiple backup jobs are configured in Veeam
Agent for Microsoft Windows.

Then edit the job settings as required. To learn more about available job settings, see Creating Backup Jobs.

If you change the target location for the backup job, during the next backup job session Veeam Agent for
Microsoft Windows will perform full data backup. All subsequent backup sessions will produce incremental
backups — Veeam Agent for Microsoft Windows will copy only changed data to the target location and add a
new incremental backup file to the backup chain.

If you change the backup scope for the backup job, during the next backup job session Veeam Agent for
Microsoft Windows will create a new incremental backup. The backup will contain the following data:

e All data blocks pertaining to new data added to the backup scope.

e Changed data blocks pertaining to original data in the backup scope (data that was processed by the job at
the time before you changed the backup scope).

TIP

Full backup takes much more time than incremental backup. If you change the target location, you can
copy an existing backup chain to the new location manually. In this case, the new backup job session will
produce an incremental backup file and add it to the backup chain.

Editing Encryption Settings

If you change encryption settings for the backup job, during the next backup job session Veeam Agent for
Microsoft Windows will create active full backup — encrypted (if encryption was enabled) or unencrypted (if
encryption was disabled). All subsequent backup sessions will produce incremental backups.

Enabling or disabling encryption does not affect backup files that were created before you have changed
encryption settings.

If the backup chain contains encrypted and unencrypted backup files, you need to provide a password to restore
data from any restore point in this chain. After all encrypted backup files are removed from the backup chain
according to retention policy, you will be able to restore data from remaining unencrypted restore points
without providing a password.
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Disabling and Enabling Scheduled Backups

You can disable scheduled backups if you do not want to run automatic backups for some period of time. For
example, you may want to put backup activities on hold if you plan to perform resource consuming operations
on your computer at the time when the backup job is scheduled. After the operations are completed, you can
enable scheduled backups again.

The disabling option is applicable to backup job sessions started upon schedule. You can create standalone full
backups and perform ad-hoc incremental backup even if the scheduled backups are disabled.

The disabling option is applicable to all backup jobs configured in Veeam Agent for Microsoft Windows. If you
enable this option, all jobs that you configured will not start automatically upon the defined schedule. If you
want to prevent a specific job from starting automatically, disable scheduling options in the properties of this
job.

If you configured a backup job that is set up to create database log backups, after you disable scheduled
backups, the database log backup job will be disabled, too.

The disabling option does not put on hold the backup cache synchronization process. If Veeam Agent has
created one or more backup files in the backup cache, and then the backup target becomes available, Veeam
Agent will immediately upload backup files to the target location.

To disable scheduled backups:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. From the main menu, select Settings.
3. Select the Disable scheduled backups check box.
To enable scheduled backups:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. From the main menu, select Settings.

3. Clear the Disable scheduled backups check box.

245 | Veeam Agent for Microsoft Windows | User Guide



Settings

General:

[ ] Disable scheduled backups
Throttle backup activity when system is busy
kanage nebworks

Manage registered storage dewices

Notifications:
Enable control panel notifications
[]Enable email notifications Configure and test
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backup performance. %Y Install CBT driver
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Removing Backup Job

You can remove a backup job configured in Veeam Agent for Microsoft Windows. When you remove a backup
job, Veeam Agent for Microsoft Windows also removes information about backup job sessions from the Veeam
Agent database. After you remove the job, information about sessions of this job is not displayed in the Status
view of the control panel any longer.

NOTE

You cannot remove a backup job that is currently running. You must stop the job first.

Backup files created by the deleted backup job remain intact in the target location.
To remove a backup job:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. Inthe main menu, hover over the name of the backup job that you want to remove, and select Remove
job.

3. Inthe displayed window, click Yes.

Veeam Agent | System Backup

Add New Job...

Open
System Backup
Backup Now

: Settings Active full backup

Standalone full backup
Supp .
upport Backup to another location

| About

Restore file

Restore volume

Edit job

Remove job
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Controlling Backup Post-Job Action

In the Free and Workstation product editions, you can set up Veeam Agent to perform a finalizing action after
the backup job completes successfully:

e  Sleep — bring your computer to the standby mode.
e  Hibernate — bring your computer to the hibernate mode.
e  Shutdown — shut down your computer.

To learn more, see Specify Backup Schedule.

When the backup job completes, Veeam Agent opens control panel and prompts a dialog with a countdown to
the specified action. Timeout between the backup job completion and the backup post-job action is 60 seconds.

e To proceed to the backup post-job action immediately, click Sleep/Hibernate/Shutdown Now.

e To cancel the action (for example, if you want to continue working or to save your data before turning off
the computer), click Cancel.

If you do not select any option, Veeam Agent will perform the specified action when timeout expires.

]l Veeam Agent  System Backup

Last backup:
p Backup Mow
7 hours ago
18.2 B
151 GE The backup job _has been cor_'npleted successfully.
The computer will shutdown in 53 seconds.
12168 Shutdown Mow | ‘ Cancel
911 GE
507 =B
3.03 B
0B
5 days 4 days 4 days 3 days 2 days 1 day 2 hours
ago ago ago ago ago ago ago
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Performing Ad-Hoc Backups

In addition to running scheduled backups, you can create ad-hoc backups of your data at any time you need.
Veeam Agent for Microsoft Windows lets you perform the following types of ad-hoc backups:

e Incremental ad-hoc backup
e Active full backup
e Standalone full backup

e Backup to another location
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Creating Incremental Backups

You can create an ad-hoc incremental backup of your data in addition to the scheduled backup. Ad-hoc
incremental backup may be necessary if you want to capture your data at a specific point in time, for example,
before you install new software on your computer. Ad-hoc incremental backup lets you produce an additional
restore point in the backup chain at any time and does not require you to reconfigure the scheduling settings in
the backup job.

Before you perform ad-hoc incremental backup, check the following prerequisites:

e The backup job that you want to use to perform ad-hoc incremental backup must be configured and
successfully run at least once.

e You cannot perform ad-hoc incremental backup if a backup task of any type is currently running. These
include a scheduled backup, standalone full backup, active full backup or ad-hoc incremental backup.

To perform ad-hoc incremental backup:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. Do either of the following:

o If the Veeam Agent control panel currently displays statistics of the job that you want to use to
perform ad-hoc incremental backup, in the job statistics window, click Backup Now.

o If you want to perform ad-hoc incremental backup using another backup job configured in Veeam
Agent, in the main menu, hover over the name of the necessary job and select Backup now.

If only one job is configured in Veeam Agent for Microsoft Windows, you can also start the ad-hoc incremental
backup task from the system tray menu:

1. Right-click the Veeam Agent for Microsoft Windows icon in the system tray.

2. Select Backup > Backup now.

NOTE

The Backup option is not available in the system tray menu if multiple backup jobs are configured in
Veeam Agent for Microsoft Windows.

Veeam Agent for Microsoft Windows will perform incremental backup using settings of the scheduled backup
job and add a new restore point to the backup chain in the target location.
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Creating Active Full Backups

You can create an ad-hoc full backup — active full backup, and add it to the backup chain on the target storage.
The active full backup resets the backup chain. All subsequent incremental backups use the active full backup as
a starting point. The previously used full backup will remain on the target storage until it is removed from the
backup chain according to the retention policy.

IMPORTANT

If you have a file-level backup job configured in Veeam Agent and you need to extend the volume where
backed-up files reside, we strongly recommend to create an active full backup after the volume is
extended. Otherwise, Veeam Agent may skip files during the job run even if these files are added to the
backup scope.

Before you create an active full backup, check the following prerequisites:
e The backup job must be configured.

e You cannot create an active full backup if a backup task of any type is currently running. This includes a
scheduled backup, standalone full backup, active full backup or ad-hoc incremental backup.

e Auser account under which you start the Active full backup operation must have administrative privileges
on the Veeam Agent computer. If the account under which you are currently logged on to Microsoft
Windows does not have administrative privileges, you will be prompted to enter administrator credentials.

To perform active full backup:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. Inthe main menu, hover over the name of the backup job that you want to use to create an active full
backup, and select Active full backup. Veeam Agent for Microsoft Windows will create a full backup file
using settings of the backup job and add this backup file to the backup chain.

If only one job is configured in Veeam Agent for Microsoft Windows, you can also start the active full backup
task from the system tray menu:

1. Right-click the Veeam Agent for Microsoft Windows icon in the system tray.

2. Select Backup > Active full backup.

NOTE

The Backup option is not available in the system tray menu if multiple backup jobs are configured in
Veeam Agent for Microsoft Windows.
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Creating Standalone Full Backups

If you want to back up your data at a specific point in time, you can create a standalone full backup. The
standalone full backup is independent: it is not followed by subsequent incremental backups and is not removed
by retention. You can use the standalone full backup to create an additional restore point from which you can
recover your data.

Before you create a standalone full backup, check the following prerequisites and limitations:
e The backup job must be configured.

e A user account under which you start the Standalone full backup operation must have administrative
privileges on the Veeam Agent computer. If the account under which you are currently logged on to
Microsoft Windows does not have administrative privileges, you will be prompted to enter administrator
credentials.

e You cannot create a standalone full backup if a backup task of any type is currently running. This includes
a scheduled backup, standalone full backup, active full backup or ad-hoc incremental backup.

e You cannot create a standalone full backup if you have chosen to store backup files in one of the following
locations:

o Veeam backup repository
o Veeam Cloud Connect repository
o Object storage

If you want to create a full backup file not associated with the backup chain, you can perform standalone
full backup to another location. To learn more, see Performing Backup to Another Location.

To create a standalone full backup:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. Inthe main menu, hover over the name of the backup job that you want to use to create a standalone full
backup, and select Standalone full backup. Veeam Agent for Microsoft Windows will create a full backup
file using settings of the backup job. The resulting full backup file will be saved in the target location
specified in the job settings, and placed to a separate folder. The folder is named in the following way:
<BackupJobName>.adhoc.<DateandTime>.

If only one job is configured in Veeam Agent for Microsoft Windows, you can also start the standalone full
backup task from the system tray menu:

1. Right-click the Veeam Agent for Microsoft Windows icon in the system tray.

2. Select Backup > Standalone full backup.

NOTE

The Backup option is not available in the system tray menu if multiple backup jobs are configured in
Veeam Agent for Microsoft Windows.

You can also create a standalone full backup in a location that is not specified in the backup job settings. To
learn more, see Performing Backup to Another Location.
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Performing Backup to Another Location

You can create a standalone full backup in a separate location that is not specified as a target location in the
backup job settings. Performing backup to another location is similar to creating regular standalone full
backups. The main difference is that you must manually select a target location in which Veeam Agent for
Microsoft Windows will save the backup file.

Before you perform backup to another location, check the following prerequisites:
e The backup job must be configured.

e You cannot perform backup to another location if a backup task of any type is currently running. This
includes a scheduled backup, standalone full backup, active full backup or ad-hoc incremental backup.

e Auser account under which you start the Backup to another location operation must have administrative
privileges on the Veeam Agent computer. If the account under which you are currently logged on to
Microsoft Windows does not have administrative privileges, you will be prompted to enter administrator
credentials.

To perform backup to another location:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click it and select
Control Panel.

2. Inthe main menu, hover over the name of the backup job that you want to use to perform backup, and
select Backup to another location.

Veeam Agent | System Backup

Add New Job..
0] pEn
System Backup
i Settings
Support
e Restore file

Restore wolume

NOTE

If only one job is configured in Veeam Agent for Microsoft Windows, you can also start the standalone full
backup task from the system tray menu:

1. Right-click the Veeam Agent for Microsoft Windows icon in the system tray.
2. Select Backup > Backup to another location.

Note that the Backup option is not available in the system tray menu if multiple backup jobs are configured
in Veeam Agent.
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3. Inthe standalone full backup dialog window, specify the target location for the backup file:

o If you want to save the backup file in a folder on a local drive or a removable storage device, click
Browse and select the necessary folder or type a path to the folder where backup file must be saved.

o If you want to save the backup file in a network shared folder, type a UNC name of the network
shared folder. Keep in mind that the UNC name always starts with two back slashes (\\). If the
network shared folder requires authentication, specify a user name and password of the account that
has access permissions on this shared folder. The user name must be specified in the
DOMAIM UserName format.

4. Click Backup.

Veeam Agent for Microsoft Windows will create a full backup file using settings of the selected backup
job. The resulting full backup file will be saved in a separate folder in the specified location. The folder is
named in the following way: <BackupJobName>.adhoc.<DateandTime>.

Veeam Agent | System Backup

Add New Joh...

term Backup

: Settings Type in a path to the local or shared folder to create standalone full backup in:

Support
Werv0 1 tech localiweeam

| About
TECHYAdministrator

..-...--..l o
| Backup N ‘ | Cancel ‘
4 days 3 days 2 days 1 day S hours
ago ago ago ago ago
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Performing Backup with Command Line
Interface

In addition to running scheduled backup jobs and performing ad-hoc backups from the Veeam Agent tray agent
or control panel, you can create backups with the command line interface. For example, you can use commands
for running a backup job in custom scripts to set up more detailed backup schedule than the daily schedule
configured with the control panel.

You can run a backup job from the command line interface to create the following types of backups:

Full or incremental backup (regular restore point in the backup chain)
Active full backup
Standalone full backup

Backup to another location

IMPORTANT

If you create backups with the command line interface, Veeam Agent will ignore the following network
connection restrictions:

Disabled backup over metered connections
Disabled backup over VPN connections
Backup over selected wireless networks

To learn more about network usage settings, see Restricting Network Connections Usage.

Before you create a backup from the command line interface, check the following prerequisites:

The backup job must be configured.

You cannot run a backup job from the command line interface if a backup task for this job is currently
running. This includes a scheduled backup, standalone full backup or ad-hoc incremental backup.

If more than one backup job is configured, you can run multiple backup jobs at the same time.

To create a standalone full backup or backup to another location, you must run the command line
interface with administrative privileges.

If more than one backup job is configured, you must specify the job ID in the "00000000-0000-0000-
0000-000000000000"format. You can find the job ID at the Summary step of the backup job wizard.
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Creating Backups

To perform backup, use a command with the following syntax:

e If one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /backu
p

e |f more than one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /backu
p "<ID>"

where <1D> — unique job ID generated by Veeam Agent for Microsoft Windows.

Creating Active Full Backups

To create an active full backup, use a command with the following syntax:

e If one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /activ
efull
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e If more than one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /activ
efull "<ID>"

where <ID> — unique job ID generated by Veeam Agent for Microsoft Windows.

Creating Standalone Full Backups

To create a standalone full backup, use a command with the following syntax:

e If one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /stand
alone

e If more than one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /stand
alone "<ID>"

where <1D> — unique job ID generated by Veeam Agent for Microsoft Windows.

Performing Backup to Another Location

To create a standalone full backup to a different location than a location that is specified in the backup job
settings, use a command with the following syntax:

e If one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /stand
alone <location>

e |f more than one backup job is configured:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /stand
alone <location> "<ID>"

where:

e <location> — path to a folder in which the backup should be created.

e <ID>—unique job ID generated by Veeam Agent for Microsoft Windows.

IMPORTANT

You can specify a network shared folder as a target location for standalone full backup only if read and

write permissions on this folder are granted to £veryone or to the LocalSystem account of the Veeam
Agent computer. You cannot specify credentials to access the network shared folder in the command.
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Monitoring Backup Job Status

When you start a backup job from the command line interface, it runs automatically in the background. You can
view information about the backup job session or the created restore point in the control panel. To learn more,

see Viewing Statistics in Control Panel.

You can also use the last exit code to verify if the backup job has completed successfully. To check the last exit
code, use the %BERRORLEVEL % variable in cmd . exe.

Veeam Agent for Microsoft Windows can provide the following exit codes:
e 0 — backup successfully created

e -1 — backup job failed to start or completed with error

5 — backup job is currently running and cannot be started from the command line interface
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Deleting Backups

Backup files created with Veeam Agent for Microsoft Windows are removed automatically according to the
retention policy settings.

If necessary, you can remove the backup files manually with a file manager, for example, Microsoft Windows
Explorer. In this case, delete the whole backup chain from the target location. After you remove the whole
backup chain from the target location, during the next backup job session, Veeam Agent for Microsoft Windows
will produce a new full backup. All subsequent backups will be incremental.

IMPORTANT

Do not delete individual backup files from the backup chain. If you delete a full or incremental backup file,
the chain will be broken. In this case, Veeam Agent for Microsoft Windows may fail to perform the
scheduled backup next time.

Deleting Backups with Command Line Interface

You can use the command line interface to delete Veeam Agent backups from a Veeam Cloud Connect
repository or object storage.

When you delete a backup from a Veeam Cloud Connect repository, Veeam Agent for Microsoft Windows
deletes actual backup files from the repository and removes records about the backup from the Veeam Backup &
Replication database on the SP backup server. After information about the backup is removed from the SP
backup server, Veeam Backup & Replication removes this information from its database and console on the
tenant backup server, too.

Before you delete a backup, check the following prerequisites:

e To perform the delete backup operation, you must run the command line interface with administrative
privileges.

e The delete backup operation cannot be performed if a backup or a restore task is currently running.
e Check the following backup job settings:

o The target location from which you want to delete a backup must be specified as a target location for
backup files in the backup job settings.

o Credentials of the user account whose backup you want to delete must be specified in the backup job
settings.

To learn more, see Veeam Cloud Connect Repository Settings and Object Storage Settings.

To delete a Veeam Agent backup, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" /deleteback
up

TIP

If more than one backup job is configured, Veeam Agent for Microsoft Windows will provide a list of backup
jobs. To delete a backup, type the number that is displayed next to the backup job whose backup you want
to delete.
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Veeam Agent for Microsoft Windows can provide the following exit codes:
e 0 — backup job was successfully deleted

e -1— the delete backup job operation failed
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Managing Backup Cache

You can perform the following operations with the backup cache:
e Monitor backup cache activity
e Pause backup cache synchronization

e Delete restore points from the backup cache
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Monitoring Backup Cache Activity

You can use the Veeam Agent control panel to view information about backup cache activity. In the Backup
Cache view, Veeam Agent for Microsoft Windows displays a list of restore points that were created in the
backup cache, their status and size of the resulting backup file. For restore points that are being uploaded or
have been already uploaded to the target location, Veeam Agent for Microsoft Windows also displays the
upload speed.

Viewing Restore Points in Backup Cache

To view information about backup cache activity, open the Backup Cache view in one of the following ways:
e |If one backup job is configured:

Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select View cache. The
Veeam Agent control panel will open, and you will pass immediately to the Backup Cache view.

NOTE

The View cache option is not available in the system tray menu if more than one backup job is
configured in Veeam Agent for Microsoft Windows.

e |f more than one backup job is configured:

Double-click the Veeam Agent for Microsoft Windows icon, or right-click the Veeam Agent for Microsoft
Windows icon in the system tray and select Control Panel. In the main menu, hover over the name of the
job that created restore points in the backup cache and select Open backup cache.

@ Backup Cache System Backup

Restore point 4 Size Upload rate State
(D 10/5/2022 12:00:28 AM 264.0 MB Waiting
(5 10/4/2022 9:00:07 PM 466.1 ME Waiting
(5 10/4/2022 6:00:27 PM 198.2 ME Waiting
(D 10/4/2022 4:01:40 PM 165.3 ME Waiting

[ ] Show sync history

Viewing Backup Cache History

By default, the Backup Cache view contains a list of restore points that are waiting for upload or currently being
uploaded to the target location. Restore points that have already been uploaded to the target location are not

displayed in the list. To view such restore points, in the Backup Cache view, select the Show sync history check
box.
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@ Backup Cache = System Backup

Restore point 4 Size Upload rate State
(5 10/5/2022 20007 AM 4005 MB Waiting
(5 10/5/2022 12:00:28 AM 264.0 ME Waiting
(5 10/4/2022 2:00:07 PM 4661 ME Waiting
10/4/2022 6:00:27 PM 198.2 ME 42 WE/s Uploading
10/4/2022 4:01:40 PM 165.3 ME 30 MB/s Uploaded

[] Show sync history

Viewing Upload Details for Restore Points

For every restore point that is being uploaded or has been uploaded to the target location, you can also view
detailed information on the upload process:

1. Open the Backup Cache view in one of the following ways:

o [If the backup cache is enabled in the properties of one job] Right-click the Veeam Agent for
Microsoft Windows icon in the system tray and select View cache.

o [If the backup cache is enabled in the properties of multiple jobs] Double-click the Veeam Agent for
Microsoft Windows icon, or right-click the Veeam Agent for Microsoft Windows icon in the system
tray and select Control Panel. In the main menu, hover over the name of the job that created restore
points in the backup cache and select Open backup cache.

2. Inthe Backup Cache view, click one of the following links next to the necessary restore point:
o Uploading — for a restore point that is currently being uploaded to the target location.
o Uploaded — for a restore point that has been already uploaded to the target location.

In the Upload details view, Veeam Agent for Microsoft Windows will provide detailed information about
operations performed as part of the restore point upload process.
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@ Upload details | System Backup

Action Duration
Preparing for upload: Increrment 1:33 PM Thursday 1/5/2023

Reguired backup infrastructure resources have been assigned 0020
Hard disk 1(90.0 GB) 6.0 MB read at 473 KB/s 0014
Hard disk 2 (90.0 GB) 6.0 ME read at 435 KB/s 0014
Finalizing 0003

Processing finished at 1/10/2023 92:23:15 AM
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Pausing Backup Cache Synchronization

After at least one restore point is created in the backup cache, Veeam Agent for Microsoft Windows starts
monitoring availability of the target location. To perform this operation, Veeam Agent for Microsoft Windows
starts the backup cache synchronization job that runs in the background.

The backup cache synchronization job can be paused automatically by Veeam Agent for Microsoft Windows or
manually.

Veeam Agent pauses the backup cache synchronization job automatically in case Veeam Agent computer is put
into sleep or hibernate mode during the job session, and the backup job is targeted at one of the following
locations:

e Local computer drive
e Network shared folder

If the connection was lost during data transfer, Veeam Agent does not transfer all the data again. Instead,
Veeam Agent continues data transfer that was started before the connection loss. After the connection is
restored, Veeam Agent transfers only those data blocks that were not transferred before.

You can pause the backup cache synchronization job manually, for example, if you know that the target location
will not become available for a while and want to reduce impact of Veeam Agent for Microsoft Windows on your
OS performance.

To pause backup cache synchronization manually:
e Right-click the Veeam Agent for Microsoft Windows icon in the system tray.
e Select one of the following options:
o Pause sync > 10 minutes — to pause backup cache synchronization for 10 minutes.
o Pause sync >1 hour — to pause backup cache synchronization for 1 hour.

o Pause sync > Until network change — to pause backup cache synchronization until new network
settings are applied to the network adapter of the Veeam Agent computer.

: 3
10 minutes Restore
1 hour Contral panel
Until network change Pause sync % »

Exit 235 AM

A~ T )

1/10/2023
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Deleting Restore Points from Backup Cache

You can delete restore points from the backup cache manually if needed. For example, it is required to delete
restore points after Veeam Agent for Microsoft Windows creates one or more restore points at the backup
cache, and then you change the target location for backup files in the backup job settings.

To delete restore points from the backup cache:
1. Open the Backup Cache view in one of the following ways:

o [If the backup cache is enabled in the properties of one job] Right-click the Veeam Agent for
Microsoft Windows icon in the system tray and select View cache.

NOTE

The View cache option is not available in the system tray menu if the backup cache is enabled
for more than one backup job configured in Veeam Agent for Microsoft Windows.

o [If the backup cache is enabled in the properties of multiple jobs] Double-click the Veeam Agent for
Microsoft Windows icon, or right-click the Veeam Agent for Microsoft Windows icon in the system
tray and select Control Panel. In the main menu, hover over the name of the job that created restore
points in the backup cache and select Open backup cache.

2. In the Backup Cache view, click Delete Cache.

3. Inthe window notifying that restore points will be deleted from the backup cache, click Yes.

NOTE

The first backup job session following the deletion of restore points from the backup cache must complete
successfully and create backup files on the target location. During this session, Veeam Agent for Microsoft
Windows will create a new map of target location data blocks in the backup cache. If you delete restore

points from the backup cache, and then run the backup job when the target location is unavailable, the
backup job will fail.

@ Backup Cache System Backup

Restore point 4 Size Upload rate State
(5 10/5/2022 12:00:28 AM 264.0 ME Waiting
(D 10472022 9:00:07 PM 466.1 ME Waiting
(O 105472022 g
(T 104472022 ¢ g
4 restore point will be deleted from backup cache,
Continue?
Yes | | Mo

[ ] Show sync histary Delete Cache
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Performing Restore

If you experience a problem with your computer, your data gets lost or corrupted, you can use one of the
following options to recover your data or bring the computer back to work:

e Restoring from Veeam Recovery Media

e Using Veeam Agent and Microsoft Windows Tools
e Using Microsoft Windows Recovery Environment
e Restoring Volumes

e Restoring Files and Folders

e Restoring Data from Encrypted Backups
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Restoring from Veeam Recovery Media

If the OS on your computer fails to start, you can use the Veeam Recovery Media to recover your computer. The
Veeam Recovery Media will help you boot the computer in the limited mode. After booting, you can use Veeam
Agent for Microsoft Windows or standard Microsoft Windows tools to diagnose problems and fix errors. You can
also use a backup created with Veeam Agent for Microsoft Windows to restore the whole system image of your

computer or specific volumes on your computer.
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Before You Begin

Before you boot from the recovery image and recover your data, check the following prerequisites:

e You must have a successfully created recovery image on any type of media: CD/DVD/BD or removable
storage device.

e To recover data on your computer, you must have both the Veeam Recovery Media and data backup. For
data recovery, you can use a volume-level backup created with Veeam Agent for Microsoft Windows or
system image created with Microsoft Windows. Make sure that the backup or system image is available on
the computer drive (local or external), in object storage, in a network shared folder, in the backup
repository managed by a Veeam backup server or in the cloud repository.

NOTE

For a backup created by a backup copy job, you can perform bare metal restore if the backup is
stored in the Veeam backup repository. For more information about backup copy jobs, see
Performing Backup Copy for Veeam Agent Backups.

e The media type on which you have created the recovery image must be set as a primary boot source on
your computer.

e Recovery images for Microsoft Windows 32-bit OSes can be booted in the BIOS system only. Recovery
images for Microsoft Windows 64-bit OSes can be booted in the BIOS and UEFI systems.

Consider the following:

e When you create a Veeam Recovery Media, Veeam Agent for Microsoft Windows stores settings for
languages added to the list of input languages on your computer. If necessary, you can switch between
languages using a hotkey combination when working with the Veeam Recovery Media wizard. The default
key combination is typically [Shift] + [Alt].

e NIC Teaming is not supported by Veeam Recovery Media due to Windows Recovery Environment
limitations. To avoid network connection issues in Veeam Recovery Media, we recommend to disable NIC
Teaming in the network switch configuration.

e You can open the Command Prompt at any moment. To do this, press [Shift] + [F10] on the keyboard.

e If you perform restore on a tablet, you can use a virtual keyboard to enter necessary restore settings in the
Veeam Recovery Media wizard.
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Step 1. Boot from Veeam Recovery Media

To boot from the Veeam Recovery Media:

1.

TIP

[For CD/DVD/BD] Power on your computer. Insert the media with the recovery image to the drive and
power off the computer.

[For removable storage device] Attach the removable storage device with the recovery image to your
computer.

Start your computer.

You will be offered to boot the OS from the CD/DVD/BD or attached removable storage. Press any key on
the keyboard to continue.

Wait for Veeam Agent for Microsoft Windows to load files from the Veeam Recovery Media. Loading the
0S from the Veeam Recovery Media usually takes more time than loading the OS from the local computer
drive.

After the OS has loaded, make sure network settings are specified correctly and configure network if
necessary. To learn more, see Select Network Adapter or Wireless Network.

Choose the necessary recovery tool to use. Veeam Agent for Microsoft Windows offers the following
tools:

o Bare Metal Recovery — the Veeam Recovery Media wizard to recover data on the original computer or
perform bare metal recovery.

o Windows Recovery Environment — built-in Microsoft Windows tools to recover the computer system
image.

o Tools — Veeam Agent for Microsoft Windows and Microsoft Windows utilities for advanced computer
administration.

Consider the following:

To shut down or restart your computer, click the Power Options button at the bottom right corner of
the Veeam Recovery Media screen and select the necessary option: Shut down or Restart.

You can use the Veeam Recovery Media to start the Microsoft Windows OS in the safe mode. To do
this, click the Power Options button at the bottom right corner of the Veeam Recovery Media screen
and select Boot in safe mode. In the displayed window, select the necessary safe boot mode
(Minimal, Network or Repair), and click OK.
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Veeam Recovery Media 6.1.0

Created fro it)

Bare Metal Recovery

== Ent1or

Windows Re
Environment
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Step 2. Select Network Adapter or Wireless
Network

To open the Network settings window, click the Network Settings button at the bottom right corner of the
Veeam Recovery Media screen.

TIP

The Network Settings button appearance may vary depending on the detected network connection:
Ethernet or wireless. If your computer is connected to a wireless network, the Network Settings button will
indicate Wi-Fi signal strength.

Select a network adapter or wireless network that you want to use to connect to the network shared folder or
Veeam backup repository where the backup resides.

e If network connection settings are included in the Veeam Recovery Media, or if there is a DHCP server in
your network, Veeam Agent for Microsoft Windows will configure the network settings automatically and
display available network adapters in the list.

e If you want to access the network shared folder or Veeam backup repository using a wireless network,
select the necessary network in the list and click Next. If the wireless network is password protected, you
will be prompted to specify a password for this network.

e You can manually configure TPC/IP v4 settings for adapters if necessary. To do this, select an adapter in
the list and click Properties.

NOTE

You will be prompted to configure network settings manually if Veeam Agent for Microsoft Windows does
not detect available networks and there are no network settings included in the Veeam Recovery Media.

MNetwork settings ;

Available networks:

Local Area Connection Properties
U Ethernetd

Load network adapter driver

0K : Cancel
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Installing Network Adapter Drivers

The

Toi

1.

2.

3

list of networks can be empty. This can happen in two situations:

The driver for the network adapter is included in the Veeam Recovery Media but failed to be installed
automatically for some reason.

The driver for the network adapter is not included in the Veeam Recovery Media.
nstall drivers that were included in the Veeam Recovery Media:
At the Network settings window, click Load network adapter driver.

In the Hardware Drivers window, select the necessary device.

If you want to include in the restored operating system all the drivers that were saved to the Veeam
Recovery Media, select the Inject these drivers into operating system while performing bare metal
recovery option. In case the option is not selected, the restored operating system will include only default

Windows hardware drivers.

. Click the Install link next to the selected device.

To install drivers that were not included in the Veeam Recovery Media:

1. At the Network settings window, click Load network adapter driver.

2. At the bottom of the Hardware Drivers window, click the Load Driver button and select the INF file in the
driver package folder. You can also click the Show unknown devices link to see a list of all existing devices
without drivers. This information may help you to identify the exact device for which you need to install
the driver.

3. Click Install.

Hardware Drivers @

All storage and network adapters for which drivers are available are shown below. If your recovery media does not include
drivers for some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

State

MName
Disk drives
=Y Mware Yirtual disk S5C5| Disk Device Online
=Y Mware Yirtual disk 5C5I Disk Device Online
=Y Mware Yirtual disk 5C5I Disk Device Online
Load Driver @

Load custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
manufacturers on CD disks or USE drives, alternatively they can be downloaded from the vendor's web site,

Driver file: |C:\Drivers\Driver\DRV.INF | [ Browse.. |

Show unknown devices Install Cancel

@Micmsof‘t Kernel Debug Network Adapter Online
@Intel(R}l 825741 Gigabit Network Connection Online

Inject these drivers into operating system while performing bare metal recovery

ok
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Step 3. Launch Veeam Recovery Media Wizard

To launch the Veeam Recovery Media wizard, on the Veeam Recovery Media screen, click Bare Metal Recovery.

Veeam Recovery Media 6.1.0

Created from Microsoft Window er 2019 (1809, 64-bit)

277 | Veeam Agent for Microsoft Windows | User Guide



Step 4. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you want to use for data recovery
is located.

By default, Veeam Agent for Microsoft Windows automatically locates the latest backup on the computer drive
and you pass immediately to the Restore Point step of the wizard. If Veeam Agent for Microsoft Windows fails
to locate the backup on the local computer drive for some reason, or the backup file is located in object storage,
in a network shared folder, in a backup repository or cloud repository, select where the backup file resides:

e Local storage — select this option if the backup file resides on the local computer drive, external drive or
removable storage device that is currently connected to your computer. Click Browse and select a backup

metadata file (VBM).

e Network storage — select this option if the backup file resides in object storage, in a network shared
folder, in a backup repository managed by a Veeam backup server or in a cloud repository exposed to you
by a Veeam Cloud Connect service provider. In this case, the Veeam Recovery Media wizard will include
additional steps for specifying the backup file location settings.

g Volume Level Restore

Backup Location
* Specify where the backup files you want to restore from reside,

=
WBsckiplocsion [ @ Locastorage

Select this option if your backup files reside on a locally attached storage, We will search all

2l volumes and select backup file with the latest restore point automatically.
Restore Mode TEC T

| CA\Backups\Daily backup\Job srv1002.vbm Browse...
summary Unlock drive
Progress Backup taken: 3 days ago

Operating systemn:  Windows Server 2019 Standard
Velumes in backup:
Load driver

() Network storage

Select this option if your backup files are stored on a fileshare, object storage, Veeam backup
repository or Veeam Cloud Connect repository.

EN < Previous MNext > Finish Cancel

Installing Drivers for Remote Storage Devices

A removable storage device with the backup file may not be displayed in the list of devices. This can happen in
two situations:

e Thedriver for the remote storage device is included in the Veeam Recovery Media but failed to be
installed automatically for some reason.

e Thedriver for the remote storage device is not included in the Veeam Recovery Media.
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To install drivers that were included in the Veeam Recovery Media:

1. At the Backup Location step of the wizard, click Load driver.

2. Inthe Hardware Drivers window, select the necessary device.

If you want to include in the restored operating system all the drivers that were saved to the Veeam
Recovery Media, select the Inject these drivers into operating system while performing bare metal
recovery option. In case the option is not selected, the restored operating system will include only default
Windows hardware drivers.

3. Click the Install link next to the selected device.

To install drivers that were not included in the Veeam Recovery Media:

1. At the Backup Location step of the wizard, click Load driver.

2. At the bottom of the Hardware Drivers window, click the Load Driver button and select the INF file in the
driver package folder. You can also click the Show unknown devices link to see a list of all existing devices
without drivers. This information may help you to identify the exact device for which you need to install

the driver.

3. Click Install.

-

Hardware Drivers

(=]

All storage and network adapters for which drivers are available are shown below. If your recovery media does not include

drivers for some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

MName

Disk drives
=1 Vhware Virtual disk SC5I Disk Device
=Y Mware Yirtual disk S5C5| Disk Device
=Y Mware Yirtual disk 5C5| Disk Device

State

Online
Online

Online

Load Driver

==

Load custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
manufacturers on CD disks or USB drives, alternatively they can be downloaded from the vendor's web site,

Driver file: |C:\Drivers\Driver\DRY.INF

|| Browse... |

Show unknown devices

Install Cancel

@ Microsoft Kernel Debug Metwork Adapter
@ Intel(R) 82574L Gigabit Network Connection

Online

Online

Inject these drivers into operating systermn while performing bare metal recovery

0K
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Step 5. Select Network Storage Type

The Network Storage step of the wizard is available if you have selected to restore data from a backup file that
resides in a remote location — in object storage, in a network shared folder, in a backup repository or in a cloud
repository.

Select where the backup file resides:

e Object storage — select this option if the backup file resides in object storage. With this option selected,
you will pass to the Object Storage step of the wizard.

o Shared folder — select this option if the backup file resides in a network shared folder. With this option
selected, you will pass to the Shared Folder step of the wizard.

e Veeam backup repository — select this option if the backup file resides in a backup repository managed by
a Veeam backup server. With this option selected, you will pass to the Backup Server step of the wizard.

e Veeam Cloud Connect repository — select this option if the backup file resides in a cloud repository
exposed to you by a Veeam Cloud Connect service provider. With this option selected, you will pass to the
Service Provider step of the wizard.

g Volume Level Restore
MNetwork Storage
¢ Specify the network storage type holding the backup files you want to restore from.
Backup Location ) Object storage

_ Select this option if your backup files are stored in an on-prem or cloud object storage.

(® Shared folder
Shared Folder Select this eption if your backup files are stored in an SMB (CIFS) share on a Network Attached
Storage (MAS) device or on a regular file server

Backu
5 (C) Veeam backup repository

Restore Point Select this eption if your backup files are stored in a Veeam backup repository.

(O Veeam Cloud Connect repository
Select this option if your backup files are stored in a cloud repository hosted by the Veearmn Cloud
Connect service provider,

Restore Mode

Summary
Progress

Configure network settings
EN < Previous Finish Cancel
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Step 6. Specify Network Storage Settings

Specify settings for the remote storage that contains a backup file from which you plan to restore data:

e Shared folder settings — if you have selected the Shared folder option at the Network Storage step of the
wizard.

e Veeam backup repository settings — if you have selected the Veeam backup repository option at the
Networlk Storage step of the wizard.

e Veeam Cloud Connect repository settings — if you have selected the Veeam Cloud Connect repository
option at the Networlk Storage step of the wizard.

Object Storage Settings

The Object Storage step of the wizard is available if you have chosen to restore data from a backup file located
in object storage.

Specify settings for the object storage:
e Specify S3 compatible settings.
e Specify Amazon S3 settings.
e Specify Google Cloud Storage settings.

e Specify Microsoft Azure Blob Storage settings.

g Volume Level Restore
Object Storage
¢ Select an object storage to restore backup files from.
=
Backup Location ) S3 Compatible
Select this option to restore data from an on-premises object storage system or frem a cloud
Network Storage storage provider.

VOSSN © Ansons:

Select this option to restore data from the Amazon 53 cloud object storage,

Account

() Google Cloud Storage
Bucket Select this option to restore data from the Google Cloud Storage.
Backup O Microsoft Azure Blob Storage

Select this option to restore data from the Azure Blob Storage.
Restore Point

Restore Mode
Summary

Progress

< Previous Finish Cancel
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S3 Compatible Settings

If you have selected to restore data from a backup file located in the S3 compatible storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the S3 compatible storage, specify the following:

—_

In the Service point field, specify the address of your S3 compatible storage.
2. Inthe Region field, specify the storage region.

3. Inthe Access key field, enter the access key ID.
4

In the Secret key field, enter the secret access key.

g Volume Level Restore
Account
* Specify an access and secret key for connecting to the 53 compatible storage system.
Backup Location Service point:

https://myservicepoint.com
Metwork Storage | P i P |

Region:
Object Storage | lobal |
globa
_ Storage account:
Bucket Access key: |F3143DAC323ERD5924EQC5129 |
Backup Secret key: |oooooo.o.oo.o.oo.oooo.o.ol "1'"|

Restore Point
Restore Mode
Summary

Progress

< Previous Fimish Cancel
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. In the Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
2. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

[ Volume Level Restore

Bucket
* Specify an object storage systemn bucket to use.

=]

Backup Location Bucket:

Metwork Storage |buck-1 | Browse...

Folder:

Object Storage
|folderﬁ‘| | | Browse...

Account
Backup
Restore Point
Restore Mode
Summary

Progress

< Previous Mext » . Finish Cancel
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Amazon S3 Settings

If you have selected to restore data from a backup file located in the Amazon S3 storage, specify the following
settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the Amazon S3 storage, specify the following:
1. Inthe Access key field, enter the access key ID.
2. Inthe Secret key field, enter the secret access key.

3. From the AWS region drop-down list, select the AWS region. By default, Veeam Agent uses the Global

region.
g Volume Level Restore
Account
¢ Specify an Amazon access and secret key for connecting to the Amazon 53 storage.
Backup Location Armazon AWS account:

Netwark Storage Accesskey: | RTWGTHDQRSBDGRYTISET |

Object Storage Secret key: |uuu.uu.uuu.uuu| f;\|
_ AWS region: | Global ~

Bucket

Backup

Restaore Point
Restore Mode
Surmmary

Progress

< Previous Finish Cancel
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

g Volume Level Restore
Bucket
* Specify an Amazon 53 bucket to use,
Backup Location Data center
Metwork Storage EU (Paris) e
. Bucket:
Object Storage
|buck—‘| | Browse...
Account
Folder:
DB T [recom_bockar | [ sromse.
Backup

Restore Point
Restore Mode
Summary

Progress

< Previous Firish Cancel
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Google Cloud Storage Settings

If you have selected to restore data from a backup file located in the Google Cloud storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the Google Cloud storage, in the Access key and Secret key fields, specify the Hash-based
Message Authentication Code (HMAC) keys associated with the Google Cloud account. Veeam Agent will use the
HMAC keys to authenticate requests to the Google Cloud storage. For more information on Google Cloud
accounts, see Google Cloud documentation.

g Volume Level Restore
Account
* Specify a Google Cloud access and secret key for connecting to the Geogle Cloud Storage.
Backup Location Google Cloud account:

Network Storage Access key: | GOOGITLUIS6YRISTDFSUPTIOWSLAIPTREAZNFDHTUSWCOTFGHDTS |

Object Storage Secret key: |oooooooooooooooooooooooooooooooooooo| fi"\|

Bucket

Backup
Restore Point
Restore Mode
Summary

Progress

EN < Previous Mext > Finish Cancel

Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center region drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:

a. Select the Browse option.
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b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

g Volume Level Restore
Bucket
* Specify a Google Cloud storage bucket to use.
Backup Location Data center region:
Network Storage europe-west1 (Belgium) ~
. Bucket:
Object Storage
|eu-west'| | Browse..,
Account
Folder:
Bket T [vecom.bockap | [Eromee-
Backup
Restore Point
Restore Mode
Summary
Progress
< Previous Mext = . Finish Cancel

Microsoft Azure Blob Storage Settings

If you have selected to restore data from a backup file located in the Microsoft Azure Blob storage, specify the
following settings:

1. Specify account settings.

2. Specify container settings.
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Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.
To connect to the Microsoft Azure Blob storage, specify the following:

1. In the Account field, enter the storage account name.

2. Inthe Shared key field, enter the storage account shared key.

3. From the Region drop-down list, select the Microsoft Azure region. By default, Veeam Agent uses the
Azure Global (Standard) region.

g Volume Level Restore

Account
* Specify a Microsoft Azure account and shared key for connecting to the Microsoft Azure Blob Storage.

[=—]

Backup Location Microsoft Azure Blob Storage account:

Network Storage Account: |”E’W5t0rage |

Object Storage Shared ke’_‘f: |.................................................... |

_ Region: Azure Global (Standard) W

Container

Backup
Restore Point
Restore Mode
Summary

Progress

EN < Previous Mext = Finish Cancel

Specifying Container Settings

The Container step of the wizard is available if you have chosen to restore data from a backup file located in the
Microsoft Azure Blob storage and specified account settings to connect to the storage.

Specify settings for the container in the storage:
1. From the Container drop-down list, select a container in the storage.
2. Inthe Folder field, specify a folder in the container:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the container name or click the arrow to the left of the container name to view the
list of available folders.

ii. Select the necessary folder and click OK.
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g Volume Level Restore

Container
* Specify a Microsoft Azure Blob Storage container to use,

[=]
Backup Location Container:
veeam
Metwork Storage
Folder:
Object Storage |veeam backup
Account

Backup
Restore Point
Restore Mode
Summary

Progress

Finish

Browse...

Cancel

Shared Folder Settings

The Shared Folder step of the wizard is available if you have selected to restore data from a backup file located

in a network shared folder.

Specify settings for the network shared folder:

1.
that the UNC name always starts with two back slashes (\\).
2.
on this shared folder. The user name must be specified in the down-level logon name format. For
example, DOMAIN|UserName or HOSTNAME |UserName.
To view the specified password, click and hold the eye icon on the right of the Password field.
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In the Shared folder field, enter a UNC name of the network shared folder with a backup file. Keep in mind

If the network shared folder requires authentication, select the This share requires access credentials
check box and specify a user name and password of the account that has Full Control access permissions



https://docs.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#down-level-logon-name

g Volume Level Restore

Shared Folder
* Specify an SMB (CIFS) shared folder UNC path and credentials,

[=—]

Backup Location Shared folden

|\\sr\.r{ll'l tech.local\Weeam
Metwork Storage

| Browse...

_ This share requires access credentials:

Username: |TECH\Administrator

Backup

Password: |eesssssssssssssssssasnnns

)

Restore Point
Restore Mode
Summary

Progress

Finish Cancel

Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file located in

a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1. In the Veeam backup server name or IP address field, specify a DNS name or IP address of the Veeam

backup server.

2. Inthe Port field, specify a number of the port over which Veeam Agent for Microsoft Windows must
communicate with the backup server. By default, Veeam Agent for Microsoft Windows uses port 10001.

3. Select one of the following authentication methods to access the Veeam backup repository:

o Credentials — in the Username and Password fields, enter a user name and password of the account

that has access to this backup repository.

Permissions on the backup repository managed by the target Veeam backup server must be granted

beforehand. To learn more, see Setting Up User Permissions on Backup Repositories.

NOTE

Backup & Replication User Guide.
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If you want to perform bare metal restore from a backup created by Veeam Agent operating in
the managed mode and stored in the Veeam backup repository, you must use an account that
has the Veeam Backup Administrator or Veeam Restore Operator role on the Veeam backup
server. For more information about user roles, see the Users and Roles section in the Veeam



https://helpcenter.veeam.com/docs/backup/vsphere/users_roles.html?ver=120

g Yolurme Level Restore

Backup Server
¢ Specify a Veeamn Backup 8 Replication server name and authentication method. You can use Windows credentials in the
I:I DOMAINYUSERNAME format or a recovery token from your backup administrator,

Backup Location Veeam backup server name or IP address: Port:
|‘I??_.24.3'D.‘I13 10001 =

Metwork Storage

bt O

Username: |TECH\Administrator

Backup

Passw&l’d: |......................... .F:\

Restore Point
() Recovery token

Restore Mode Token
ken:

Summary

Progress

EN < Previous Finish Cancel

o Recovery token — in the Token field, enter the recovery token created on the Veeam Backup &
Replication side.

The recovery token must be created beforehand. To learn more, see the Creating Recovery Token
section in the Veeam Agent Management Guide.

After you click Next, you will be prompted to check the Veeam backup server certificate. Click View
Certificate to check the certificate. Click Continue to connect to the Veeam backup server.
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g Yolurme Level Restore

Backup Server
¢ Specify a Veeamn Backup 8 Replication server name and authentication method. You can use Windows credentials in the
I:I DOMAINYUSERNAME format or a recovery token from your backup administrator,

Backup Location Veeam backup server name or IP address: Port:
|1?2.24.3'D.113 10005 =
Metwork Storage
s
Backup

Restore Point
(® Recovery token

Restore Mode Token:  |44af-ccAB-AT3d-aC3b|

Summary Recovery tokens can be created using the Veeamn Backup & Replication console,

Progress

< Previous MNext > Finish Cancel

After you click Next, you will be prompted to check the Veeam backup server certificate. Click View
Certificate to check the certificate. Click Continue to connect to the Veeam backup server.

Service Provider Settings

If you have selected to restore data from a backup file located in a Veeam Cloud Connect repository, specify
settings to connect to the cloud repository:

1. Specify service provider settings.

2. Verify the TLS certificate and specify user account settings.

Specifying Service Provider Settings

The Service provider step of the wizard is available if you have chosen to restore data from a cloud repository
exposed to you by a Veeam Cloud Connect service provider.

Specify service provider settings that the SP or your backup administrator has provided to you:
1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which Veeam Agent for Microsoft Windows will communicate with
the cloud gateway. By default, port 6180 is used.
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g Volume Level Restore

Service Provider
* Specify a DM5 name or IP address and a port number received from the service provider,

[=—]

Backup Location DMS name or IP address: Port:
[172.24.30.114 g180 =

Metwork Storage
Default service provider's port is 6180, If connection cannot be established, contact your service
_ provider to make sure the settings are correct.
Credentials
Backup
Restore Point

Restore Mode

Summary
Progress
EN < Previous Finish Cancel

Specifying User Account Settings

The Credentials step of the wizard is available if you have chosen to restore data from a cloud repository and
specified settings for the cloud gateway.

Verify TLS certificate settings and specify settings for the tenant account or subtenant account that you want to
use to connect to the service provider.

1. At the top of the wizard window, Veeam Agent for Microsoft Windows displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS
certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate Llink.

o To verify if the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to
the Clipboard and enter it to the Fingerprint for certificate verification field. Click Verify. Veeam
Agent for Microsoft Windows will check if the thumbprint you enter matches the thumbprint of the
obtained TLS certificate.

2. Inthe Username field, enter the user name of the tenant or subtenant account that the SP or your backup
administrator has provided to you. The user name of the subtenant account must be specified in the
TENANT\SUBTENANT format.

3. Inthe Password field, provide a password for the tenant or subtenant account.
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Credentials
* Specify credentials that you have received from the service provider and validate the certificate,

[En

Backup Location lg This certificate has been validated.

Metwork Storage

Verified by: CN=Veeam Software O=Veeam Software OU=Veeam Software

e e Username: |Tech Company\UserD1

Backup
Restore Point
Restore Mode
Summary

Progress

EN <Previous | | Net> |

S Cancel
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Step 7. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file that resides in a
remote location — in object storage, in a network shared folder, in a Veeam backup repository or Veeam Cloud
Connect repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the necessary
backup, use the search field at the bottom of the window: enter a backup name or a part of it in the search field
and click the Start search button on the right or press [ENTER].

In the list of backups, Veeam Agent for Microsoft Windows displays only those backups that meet the following
criteria:

1. Backups created at the volume level. File-level backups are not displayed.

2. [For backup repository target] Backups accessible by the user whose credentials are specified at the
Backup Server step of the wizard:

o If you specify credentials for the user who has access to the backup repository, the list of backups will
include only backups created by this user.

o If you specify credentials for the Backup Administrator on the backup server, the list of backups will
include all Veeam Agent backups stored in the backup repository.

3. [For cloud repository target] Backups accessible by the user whose credentials are specified at the
Credentials step of the wizard:

o If you specify credentials for the tenant account, the list of backups will include backups created by
all users who create backups under this tenant account and its subtenant accounts.

o If you specify credentials for the subtenant account, the list of backups will include only those Veeam
Agent backups that were created under this subtenant account.

NOTE

If you want to restore data from an encrypted backup, and the Veeam Recovery Media from which you
booted your computer does not contain encryption keys required to unlock the backup file, you need to
provide a password to unlock the encrypted file. To learn more, see Restoring Data from Encrypted
Backups.
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Backup
* Specify a backup to restore from. You can type in a few letters of your computer name in the search field to quickly locate the

I:I required backup.

Backup Location Selected computer: 172.28.28.92
Network Storsge Marme Last backup Restore points
b [ Daily Backup 12/28/2022 1:51 P...
Shared Folder a [l System Backup 12/28/2022 1:57 P...
B 172232892 12/28/2022 1:57 P 5
_ P System Volume Backup 12/30/2022 1118 ..,
Restare Paint i [f] Weekly Backup 12/28/2022 1:56 P...

Restore Mode

Summary
Progress

|§ + Type in an object name to search for Q|
EN <Previous | | Net> | foeh | Cancel |
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Step 8. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Agent for Microsoft Windows uses the latest restore point. However, you can select any valid
restore point to recover files and folders to a specific point in time.

Veeam Agent displays only restore points of volume-level backups. For example, if you have run 2 job sessions
to create a backup of all computer volumes and then changed the backup scope to file-level backup, Veeam
Agent will display only 2 restore points in the list.

g Volume Level Restore
Restore Point
¢ Select a desired restore peint.
Backup Location Computer name:  winsrv002 Volumes included: E,F

Disks included: Disk 1, Disk 2

Metwork Storage
Operating systern: Windows Server 2019 Standard

Shared Folder Available restore points:
Backup Created Type
(’5 4 days ago (10:53 AM Friday 12/30/2022) Increment
_ L’_LF 5 days ago (%:36 AM Friday 12/30/2022) Increment
Restore Mode Q—: 5 days ago (9:08 AM Friday 12/30/2022) Increment
(%} 5 days ago (2:42 PM Thursday 12/28/2022) Full
Summary
Progress
[« Previous Mext = Finish [ Cancel
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Step 9. Select Data Restore Mode

At the Restore Mode step of the wizard, select the data restore mode:

Entire computer — select this option if you want to restore the whole system image of your computer. In
this case, Veeam Agent for Microsoft Windows will attempt to map volumes from the backup to existing
computer volumes and will overwrite existing data with data restored from the backup.

System volumes only — select this option if you want to restore only system state data and the system
volume (volume on which the Microsoft OS is installed). In this case, Veeam Agent for Microsoft Windows
will restore the Microsoft Windows system partition and boot partition from the backup to your computer.
For GPT disks on Microsoft Windows 8.1, 10, 11, 2012, 2012 R2, 2016, 2019 and 2022 Veeam Agent for
Microsoft Windows will additionally restore the recovery partition.

Manual restore — select this option if you want to choose what computer volumes you want to restore and
manually allocate disk space on restored volumes. This option is recommended for users who have
experience in working with Microsoft Windows disks and partitions.

To view the current disk allocations settings on your computer, at the bottom of the wizard click View
automatically detected disk mapping.

IMPORTANT

You will not be able to restore data in the £Entire computeror System volumes only mode, if disks on a
computer have not enough space to embed volume data from the backup. In this situation, you will be
prompted to use the Manual restore mode.

g Volume Level Restore

[=—]

Backup Location
Metwork Storage
Shared Folder
Backup
Restore Point
| RetoreMode
Disk Mapping
Summary

Progress

EN

Restore Mode
¢ Specify a restore mode.

() Entire computer

Restores the entire computer backup. All data on existing velumes of this computer will be
overwritten with the data from backup file.

() System volumes only

Restores only system volumes required for the operating system to function. Recommended in
situations when your computer does not boot up.

(® Manual restore (advanced)

Restores selected volumes only, with the ability to re-allocate partitions and volumes. This restore
mode should be used by advanced users only.

View automatically detected disk mapping

< Previous Mext > Finish Cancel
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Step 10. Map Restored Disks

The Disk Mapping step of the wizard is available if at the Restore Mode step of the wizard you have chosen to
restore data in the Manual mode.

You can map volumes that you want to restore from the backup to disks on the target computer.

IMPORTANT

We strongly recommend that you change disk mapping settings only if you have experience in working
with Microsoft Windows disks and partitions. If you make a mistake, your computer data may get
corrupted.

To map volumes:
1. Select check boxes next to volumes that you want to restore from the backup.

2. [For restore to a new location] By default, Veeam Agent for Microsoft Windows restores all volumes to
their initial location. If the initial location is unavailable, a volume is restored to a disk of the same or
larger size. To map the restored volume to another computer disk, at the bottom of the wizard click
Customize disk mapping. In the Disk Mapping window, specify how volumes must be restored:

o Right-click the target disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply to disk the settings that were
used on your computer at the moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to the current disk settings of
another disk.

= Erase — select this option if you want to discard the current disk settings.
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g Volume Level Restore [ a3
Disk Mapping
¢ Review and customize disk mapping between the backed up computer and this computer.
Backup Location Disk mapping:
Network Storage Volume Layout Type Capacity Restore layout
Disk 1
Shared Folder = Local Disk ... Simple Basic 90.0 GB Automatic
Disk Mapping (]
Map volumes from the backup to available disks. You can manage disk layout, volumes or unallocated space by rght-clicking the comesponding object and
selecting a required operation from the shortcut menu. f you don't see some of your disks, you may need to load a driver for your hardware RAID controller.
Disks: Load driver
= Disk 0 =&
130.0 GB Recovery (c)
Basic 459.0 MB NTFS 99.0 MB 129.4 GB NTFS
Healthy (Recoven | | Healthy (EFI parti | | Healthy (Primary Partition)
= Disk 1
90.0 GB Local Disk (E:)
BESiC 00 S0 KMTEC
Apply Backup Layout o)
| Apply Disk Layout 3 || Disk 1 r\"
= o ...
90.0 GB New Volume (F)
Daric 90.0 GB MTFS v
B Esisting volume Restored volume M Unallocated
B Edended volume M Unknown partition Extended volume free space Cancel

o Right-click unallocated disk space in the disk area on the right and select what volume from the
backup you want to place on this computer disk.

If you restore to a dynamic disk, after you select the volume to place on the disk, you will pass to the
Allocate Volume window. To close the window, click OK.

arti

NOTE

Volumes.

To learn more about volume types that you can create on dynamic disks, see this Microsoft

cle.

When you use the Veeam Recovery Media, you can recover volumes from dynamic disks only as
simple volumes. If you want to restore such volumes as spanned, striped, mirrored, or parity
volumes, you need to perform the following operations:

1. Using the Veeam Recovery Media, restore the system volume from any disk and data
volumes from basic disks.
2. Using Veeam Agent, restore volumes from dynamic disks. To learn more, see Restoring

If you want to change disk layout configured by Veeam Agent for Microsoft Windows, right-click an
automatically mapped volume and select Remove. You will be able to use the released space for

mapp

ing volumes in your own order.
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https://docs.microsoft.com/en-us/windows/win32/fileio/basic-and-dynamic-disks#dynamic-disks
https://docs.microsoft.com/en-us/windows/win32/fileio/basic-and-dynamic-disks#dynamic-disks

Disk Mapping @
Map volumes from the backup to available disks. You can manage disk layout, volumes or unallocated space by rght-clicking the comesponding object and
selecting a required operation from the shortcut menu. f you don't see some of your disks, you may need to load a driver for your hardware RAID controller.

Disks: Load driver
= Disk 0 i
120.0 GB Recovery {C)
Basic 499,0 MB NTFS 99.0 MB 129.4 GB NTFS
Healthy (Recoven | | Healthy (EF| parti | | Healthy (Primary Partition)
= Disk 1 —
90.0 GB -
Restore 3 Disk 1 3 i : ,
Basic fao,qga, /// I Il Local Disk (E:) (90.0 GE)
“Unallocated //
0 7
= Disk 2
90.0 GB ‘ New Volume (F:)
Dani 90.0 GB NTFS N
B Existing volume Restored volume M Unallocated
B Edended volume B Unknown partition Extended volume free space Cancel

3. [For restore with volume resize] You can resize a volume mapped by Veeam Agent for Microsoft Windows
to a target computer disk. To resize a volume, right-click it in the Disk Mapping window and select Resize.
With this option selected, you will pass to the Volume Resize window.

Disk Mapping IEI
Map volumes from the backup to available disks. You can manage disk layout, volumes or unallocated space by right-clicking the comesponding object and
selecting a required operation from the shotcut menu. f you don't see some of your disks, you may need to load a driver for your hardware RAID controller.

Disks: Load driver

=1 Disk 0 "
130.0 GB Recovery (C)

Basic 4599.0 MB NTFS 99.0 MB 129.4 GB MTFS

Healthy (Recoven | | Healthy (EFI parti | | Healthy (Primary Partition)

E DiSk 1 ...........

9.0 GB * Local Disk (E) /

Basic :,99 D,G,B,NTF,S, Remaove

Pr|ma Partltlo ] Resize

=1 Disk 2

90.0 GB New Volume (F:)

Dic 90.0 GB NTFS bt

B Exsting volume Restored volume B Unallocated

B Edended volume B Unknown partition Extended volume free space Cancel

NOTE

If you map a backup volume that is larger than the amount of available space on the target disk, Veeam
Agent for Microsoft Windows will prompt you to shrink the restored volume. After you agree and click OK,
Veeam Agent for Microsoft Windows will prepare to shrink the volume to the size of available disk space.
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Installing Storage Adapter Drivers

A computer disk may not be available in the list of disks. This can happen in two situations:

e Thedriver for the storage adapter is included in the Veeam Recovery Media but failed to be installed
automatically for some reason.

e Thedriver for the storage adapter is not included in the Veeam Recovery Media.
To install drivers that were included in the Veeam Recovery Media:
1. At the Disk Mapping step of the wizard, click Load driver.

2. Inthe Hardware Drivers window, select the necessary device.

If you do not want to save drivers for listed devices to the restored operating system, clear the Inject
these drivers into operating system while performing bare metal recovery check box.

3. Click the Install link next to the selected device.
To install drivers that were not included in the Veeam Recovery Media:

1. At the Disk Mapping step of the wizard, click Load driver.

2. At the bottom of the Hardware Drivers window, click the Load Driver button and select the INF file in the
driver package folder. You can also click the Show unknown devices link to see a list of all existing devices
without drivers. This information may help you to identify the exact device for which you need to install

the driver.
3. Click Install.
[ Hardware Drivers @

All storage and network adapters for which drivers are available are shown below. If your recovery media does not include
drivers for some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

MName State =
Disk drives
=IVMware Virtual disk SC5I Disk Device Online
=Y Mware Yirtual disk 5C5| Disk Device Online
= VMware Virtual disk SC5| Disk Device Online
Load Driver IEI

Load custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
manufacturers on CD disks or USB drives, alternatively they can be downloaded from the vendor's web site,

Driver file: |C:\Drivers\Driver\DRY.INF || Browse... |

Show unknown devices Install Cancel

@Microsoﬁ Kernel Debug MNetwork Adapter Online
@Intel(l{l 825741 Gigabit Metwork Connection Online

Inject these drivers into cperating systermn while performing bare metal recovery

o
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Step 11. Resize Restored Volumes

At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. You can resize a
volume if you have chosen to restore data in the Manual/mode and customize disk layout. A volume will be
shrunk or extended to the specified size during the process of data restore.

NOTE

By default, Veeam Agent for Microsoft Windows displays volume size in megabytes (MB). This allows you
to specify the desired size for the volume precisely. You can also choose to display volume size in
gigabytes (GB). This may be helpful when you need to resize volumes on larger computer disks and want to
simplify disk size calculations.

When you use GB as a volume size unit, you can specify volume size with integral numbers, for example, 1
GB, 60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum volume size is in
fact greater than the displayed value for less than 1 GB, Veeam Agent for Microsoft Windows will
automatically add the exceeding amount of disk space to the extended volume. For example, if the
maximum volume size is 60,2 GB, Veeam Agent for Microsoft Windows will display this size as 60 GB.
When you specify 60 GB as a desired volume size, Veeam Agent for Microsoft Windows will extend the
volume to 60,2 GB.

To resize a volume:
1. Specify a volume you want to resize:
a. Right-click a restored volume mapped to a target disk and select Resize.

b. [For volume shrink] Right-click unallocated disk space and select what volume from the backup you
want to place on the computer disk. If the selected volume is larger than the amount of unallocated
disk space, Veeam Agent for Microsoft Windows will prompt you to shrink the restored volume.

2. Inthe Volume Resize window, select the volume size unit and specify the desired size for the restored

volume.
Local Disk Volume Resize
Size in: MB >
Cument volume size: 92142

Maximum volume size: 92143
Minimum volume size:

Desired volume size: 51200| o

€D You cannot shrink a volume beyond the point
where any unmovable blocks are located
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Step 12. Start Restore Process

At the Summary step of the wizard, finalize the recovery process.
1. Review the specified recovery settings.

2. Click Restore to start the recovery process. Veeam Agent for Microsoft Windows will perform partition re-
allocation operations if necessary, restore the necessary data from the backup and overwrite data on your
computer with it.

g Volume Level Restore
Summary
* Review the restore settings and click Restore to start the restore process.
Backup Location Summary:
Restored computer name: winsr002
Network Storage Restore point: 12/30/2022 10:33 AM
Restore mode: Manual
Shared Folder Volume(s) to restore: E\
Resized: velume E:\ from 90.0 GE to 78.1 GB
Backup
Drivers: Inject
Restore Point Drivers used by the recovery media will be injected into the operating system during recovery. If the
restored system crashes while booting, perform the restore again with driver injection disabled in Tools
Restore Maode > Drivers dialog of the recovery environment.
Disk Mapping
Progress

< Previous Finish Cancel
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Using Veeam Agent and Microsoft
Windows Tools

When you boot from the Veeam Recovery Media, you can use a set of tools to repair typical causes of
unbootable OS, diagnose your computer and perform advanced administration tasks. Veeam Agent for Microsoft
Windows offers its native tools and standard Microsoft Windows recovery tools.

IMPORTANT

Veeam Agent for Microsoft Windows includes Microsoft Windows Tools in the Veeam Recovery Media. If
some of Microsoft Windows Tools components are missing on the computer, some of Microsoft Windows
Tools may not be available when you boot from the Veeam Recovery Media.

To open the tools view, on the Veeam Recovery Media screen, click Tools. Then choose the necessary tool from
the list:

Command Prompt — use this option to start the Microsoft Windows command prompt (cmd . exe).

Reset Password — use this option to reset a password for the built-in Administrator account to none. The
next time you boot your computer from the hard disk under the Administrator account, you will not have
to specify any password. Consider the following:

o The password reset option does not function on domain controller machines.

o If the built-in Administrator account is disabled, this account will be enabled by the password reset
option.

Load Driver — use this option to load from external sources drivers that are not available on the Veeam
Recovery Media. Drivers can be loaded from the computer drive or from a network shared folder.

Memory Diagnostic (Microsoft utility) — use this option to check the system memory of your computer and
detect potential problems. The utility can be started during the current work session or when you boot
your computer the next time. To learn more, see this Microsoft article.

Startup Repair (Microsoft utility) — use this option to fix system problems that may prevent Microsoft
Windows from starting, for example, missing and damaged system files or the corrupted boot sector. To
learn more, see this Microsoft article.

Export Logs — use this option to export the Veeam Agent for Microsoft Windows debug logs to a ZIP file
and save this file on a removable storage appliance attached to your computer.

NOTE

Do not save the archive file with debug logs on the local disk x: of the recovery image OS. This local disk is
a temporary storage that will be automatically deleted after you finish working with the Veeam Recovery
Media.
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http://technet.microsoft.com/en-us/magazine/2008.09.utilityspotlight.aspx
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Command Prompt

Opens Microsoft Windows
command prompt.

Reset Password

Local Administrator account's
vord.

Load Driver

ct and load driver for storage
controller, netv adapter or other
hardware.
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Memory Diagnostic

Runs Microsoft Windows memory
diagnostic tool.

Startup Repair

problems that are preventing
Windows from starting.

Export Logs

/ appliance debug log
/able storage.




Using Microsoft Windows Recovery
Environment

If you have a Microsoft system image on the computer drive or a DVD archive with Microsoft system images, you
can recover your computer using the Microsoft Windows System Image Recovery tool.

To access the Microsoft Windows System Image Recovery tool, on the Veeam Recovery Media screen, click
Windows Recovery Environment.

The process of recovery does not differ from the process performed in Microsoft Windows. To learn more, see
this Microsoft article.

Veeam Recovery Media 6.1.0

Created from Micro: Vindows Server 2019 (1809, 64-bit)

Bare Metal Recovery

am Agent fo
to the original or a 3
computer. A Re-image your computer

Select a system image backup

Wl n d OWS R ecover y . This computer will be restored using the system image.
Environment .

Everything on this computer will be replaced with the
information in the system image.

Launch Micr / )
Image recov r - Troubleshooting information for BMR:
http://go.microsoft.com/fwlink/p/?LinkId=225039

TOO | S Use the latest available system image(recommended)

Browse tools for system
management and diagnostics.

(®) Select a system image
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Restoring Volumes

You can restore a specific computer volume or all volumes from the volume-Llevel backup.

Volumes can be restored to their original location or to a new location.

e If you restore a volume to its original location, Veeam Agent for Microsoft Windows will overwrite the
data on the original volume with the data restored from the backup.

e If you restore volume data to a new location, Veeam Agent for Microsoft Windows will restore data from
the backup and write it to the selected destination. If necessary, you can specify new disk mapping
settings for the restored volume.
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Before You Begin

Before you begin the volume-level restore process, check the following prerequisites and limitations.

General

e The volume-level backup from which you plan to restore data must be successfully created at least once.

e [For backups stored in network shared folders and on backup repositories] You must have access to the
target location where the backup file resides.

e [For backup repository targets] If you plan to restore data from a backup stored in a backup repository,
you must have access permissions on this backup repository. To learn more, see Setting Up User
Permissions on Backup Repositories.

e Auser account under which you start the restore operation must have administrative privileges on the
Veeam Agent computer. If the account under which you are currently logged on to Microsoft Windows
does not have administrative privileges, you will be prompted to enter administrator credentials.

ReFS Restore

If you restore a ReFS volume from a backup that was made on another machine, the Veeam Agent computer
where you perform restore must run the OS that supports the specific ReFS version. For example, you can
restore a ReFS 3.x volume only to a computer that runs one of the following OSes:

e  Microsoft Windows 10 version 1803 or later

e Microsoft Windows Server 2016 or later

NTFS Restore

e If you restore an NTFS volume from a backup that was made on another machine, and data deduplication
was enabled for the volume, the Veeam Agent computer where you perform restore must run the same 0S
version or later as the backed-up machine OS.

e If you restore an NTFS volume from a backup that was made on another machine, and the allocation unit
size of the volume was set to 128K or greater, the Veeam Agent computer where you perform restore
must run one of the following OSes:

o Microsoft Windows 10 version 1803 or later

o Microsoft Windows Server 2019 or later

Volume-Level Restore Limitations

Volume-level restore has the following limitations:
e You cannot restore the system volume to its original location.
e You cannot restore a volume to the volume on which the Microsoft Windows swap file is hosted.
e You cannot restore a volume to the volume where the backup file that you use for restore is located.

To overcome the first two limitations, you can boot from the recovery image and use the Volume Level Restore
wizard for volume-level restore. To learn more, see Restoring from Veeam Recovery Media.
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Step 1. Launch Volume Level Restore Wizard

To launch the Volume Level Restore wizard, do either of the following:

e Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Restore > Entire
volumes.

e Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click the icon and
select Control Panel. In the control panel, click a bar of the necessary backup job session. Click Restore
Volumes at the bottom of the window.

e Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click the icon and
select Control Panel. In the main menu, hover over the name of the job that that created the backup from
which you want to restore data, and select Restore volume.

e From the Microsoft Windows Start menu, select All Programs > Veeam > Tools > Volume Restore.

If Veeam Agent for Microsoft Windows automatically detects backups of your computer in the target location,
you will pass immediately to the Restore Point step of the wizard.

Individual files
Entire volumes

-

Restare

Control panel

Pause sync

Exit
. 1217PM
T a9 141142023 EI
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Step 2. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you plan to use for restore resides.

If you configured only one backup job, Veeam Agent automatically locates the latest backup of this backup job
on the target storage, and you pass immediately to the Restore Point step of the wizard. If there are several
backup jobs configured or Veeam Agent fails to locate the backup for some reason, specify where the backup
file resides:

e Local storage — select this option if the backup file resides on the computer drive, external drive or
removable storage device that is currently connected to your computer. Click Browse and select a backup
metadata file (VBM).

e Network storage — select this option if the backup file resides in object storage, in a network shared
folder, in a backup repository managed by a Veeam backup server or in a cloud repository exposed to you
by a Veeam Cloud Connect service provider. In this case, the Volume Level Restore wizard will include
additional steps for specifying file location settings.

3 valume Level Restore X

Backup Location
¢ Specify where the backup files you weant to restore frorm reside,

| Sackug aetion ] © Local sorage

Select this option if wour backup files reside on a locally attached storage. We will search all

Fzmite Pt wolurnes and select backup file with the [atest restore point automatically.

Disk Mapping Backup file:

|C:\Backups\Dain backuplob sre1002 whim Browvse..,
Summary

Backup taken: 3 days ago
Progress Cperating systern: - Windows Server 2019 Standard

Wolurnes in backup:

(O Network storage

Select this opion if your backup files are stored on a fileshare, object storage, Veearn backup
repository or Weeam Cloud Connect repositong

< Previous Finish Cancel
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Step 3. Select Network Storage Type

The Network Storage step of the wizard is available if you have chosen to restore data from a backup file that
resides in a remote location — in object storage, in a network shared folder, in a backup repository or in a cloud
repository.

Select where the backup file is located:

e Object storage — select this option if the backup file resides in object storage. With this option selected,
you will pass to the Object Storage step of the wizard.

o Shared folder — select this option if the backup file resides in a network shared folder. With this option
selected, you will pass to the Shared Folder step of the wizard.

e Veeam backup repository — select this option if the backup file resides in a backup repository managed by
a Veeam backup server. With this option selected, you will pass to the Backup Server step of the wizard.

e Veeam Cloud Connect repository — select this option if the backup file resides in a cloud repository
exposed to you by a Veeam Cloud Connect service provider. With this option selected, you will pass to the
Service Provider step of the wizard.

3 valume Level Restore X

Metwaork Storage
¢ Specify the network storage type holding the backup files wou want to restore from,

=

Backup Location () Object storage

_ Select this option if wour backup files are stored in an on-prem or cloud object storage,

(® Shared folder
Shared Folder Select this option if your backup files are stored inan SME (CIFS) share onoa Metwork Sttached
Storage (MAS) dewice or on a regular file server

Backu
? () Yeeam backup repository
Restare Point Select this opion if wour backup files are stored ina Veeam backup repositony,
Bl i el ) Yeeam lC.I|:|u1:| .Cun.nect repusﬂnr}_r . .
Select this opion if your backup files are stored in a cloud repository hosted by the Weearn Cloud
5 Connect service provider,
urnrnary
Progress

< Previous Finish Cancel
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Step 4. Specify Network Storage Settings

Specify settings for the network storage that contains a backup file from which you plan to restore data:

e Object storage settings — if you have selected the Object storage option at the Network Storage step of
the wizard.

e Shared folder settings — if you have selected the Shared folder option at the Network Storage step of the
wizard.

e Veeam backup repository settings — if you have selected the Veeam backup repository option at the
Network Storage step of the wizard.

e Veeam Cloud Connect repository settings — if you have selected the Veeam Cloud Connect repository
option at the Networlk Storage step of the wizard.

Object Storage Settings

The Object Storage step of the wizard is available if you have chosen to restore data from a backup file located
in object storage.

Specify settings for the object storage:
e Specify S3 compatible settings.
e Specify Amazon S3 settings.
e Specify Google Cloud Storage settings.

e Specify Microsoft Azure Blob Storage settings.

E3 volurme Level Restore X
Ohject Starage
¢ Select an object storage to restore backup files from,
Backup Location ) 3 Compatible
Select this option to restore data frorn an on-premises object storage systerm or from a cloud
Metwork Storage storage provider.,

Select this option to restore data from the Smazon 33 cloud object storage,

Account
() Google Cloud Storage
q g
Bucket Select this option to restore data from the Google Cloud Storage.
() Microsoft Azure Blob Storage
Backup d

Select this option to restore data from the Azure Blob Storage,
Restare Point

Disk Mapping
Summary

Progress

< Previaus Finish Cancel
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S3 Compatible Settings

If you have selected to restore data from a backup file located in the S3 compatible storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the S3 compatible storage, specify the following:
1. In the Service point field, specify the address of your S3 compatible storage.
2. Inthe Region field, specify the storage region.
3. Inthe Access key field, enter the access key ID.

4. In the Secret key field, enter the secret access key.

E3 volume Level Restore X

Account
¢ Specify an access and secret key for connecting to the 53 compatible storage systerm.

E

Backup Location Service point:

httpsi/fmyservicepoint.com
Metweark Storage | F v F |

Regiomn:
Ohject Starage | lobal |
globa
_ Storage account:
Bucket Access key: |F3148DAC823E13D42?0692049C129 |
Backup Secretkey: .............................| ":\|

Restore Point
Disk bapping
Surntmary

Progress

£ Previous Finish Cancel
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. In the Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
2. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

3 volume Level Restore X

Bucket
¢ Specify an object storage systerm bucketto use,

Backup Location Bucket:
Metwark Storage |buck-1 | Browvse..,
Object Storage Folder:

|ueeam_backup | Brovwse...
Account
Backup

Restore Point
Disk bapping
Surntmary

Progress

£ Previous Finish Cancel
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Amazon S3 Settings

If you have selected to restore data from a backup file located in the Amazon S3 storage, specify the following
settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings
The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.
To connect to the Amazon S3 storage, specify the following:
1. Inthe Access key field, enter the access key ID.
2. Inthe Secret key field, enter the secret access key.

3. From the AWS region drop-down list, select the AWS region. By default, Veeam Agent uses the Global
region.

3 valume Level Restore X

Account
¢ Specify an &mmazon access and secret key for connecting to the Armazon 53 storage,

=

Backup Location Arnazon S0 account:

Metwork Storage Access key: | RTWGHGTEBDRHKYTOSET |

Object Starage Secretkey:  |essssssssscssessussy .1'\|
_ BifS region: | Global o

Bucket

Backup

Restare Point
Disk Mapping
Surmmary

Progress

< Prewious Finish Cancel
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Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

3 volume Level Restore X
Bucket
¢ Specify an Smazon 53 bucket to use,
Backup Location Data center:
Mianraits S U5 East (M, Wirginia) w
. Bucket;
Ohject Storage
|bucket_3 | Browse...
Account
Falder:
ket ] [vecam backop | [ Bromse.
Backup

Restore Point
Disk Mapping
Surnmary
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Google Cloud Storage Settings

If you have selected to restore data from a backup file located in the Google Cloud storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the Google Cloud storage, in the Access key and Secret key fields, specify the Hash-based
Message Authentication Code (HMAC) keys associated with the Google Cloud account. Veeam Agent will use the
HMAC keys to authenticate requests to the Google Cloud storage. For more information on Google Cloud
accounts, see Google Cloud documentation.

3 valume Level Restare X

Account
¢ Specify a Google Cloud access and secret key for connecting to the Google Cloud Storage,

=

Backup Location Google Cloud account:

Network Starage Access key |GOOG'IT‘T’PUQJGKLUQ'ILCBDJKSQYUISLAJPQTCAEPNDHTEUISFIWOIQr |

Obiject Storage Secret ey |oooooooooooooooooooooooooooooooooooooooooooooooooooooo| F;\|

Bucket

Backup
Restaore Paint
Disk Mapping
Surnrmary

Progress

< Prewious Finish Cancel

Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center region drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:

a. Select the Browse option.
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b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

E3 volume Level Restore X

Bucket
¢ Specify a Google Cloud storage bucket to use,

Backup Location Diata center region:
Metweark Storage Belgium e
. Bucket;
Ohject Starage
|west1 | Brovwse...
Account
Falder
(Buket ] weearm backp | | sromse.
Backup

Restore Point
Disk bapping
Surntmary

Progress
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Microsoft Azure Blob Storage Settings

If you have selected to restore data from a backup file located in the Microsoft Azure Blob storage, specify the
following settings:

1. Specify account settings.

2. Specify container settings.
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Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.
To connect to the Microsoft Azure Blob storage, specify the following:

1. In the Account field, enter the storage account name.

2. Inthe Shared key field, enter the storage account shared key.

3. From the Region drop-down list, select the Microsoft Azure region. By default, Veeam Agent uses the
Azure Global (Standard) region.

3 volume Level Restore X

Account
¢ Specify a Microsoft Azure account and shared key for connecting to the Microsoft Azure Blob Storage,

[

Backup Location Microsoft Azure Blob storage account:

Metwaork Storage Account: |newst0rage |
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_ Region: Azure Global (Standard) w

Caontainer

Backup

Restore Point
Disk Mapping
Surnmary
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Specifying Container Settings

The Container step of the wizard is available if you have chosen to restore data from a backup file located in the
Microsoft Azure Blob storage and specified account settings to connect to the storage.

Specify settings for the container in the storage:
1. From the Container drop-down list, select a container in the storage.
2. Inthe Folder field, specify a folder in the container:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the container name or click the arrow to the left of the container name to view the
list of available folders.

ii. Select the necessary folder and click OK.

320 | Veeam Agent for Microsoft Windows | User Guide



g Wolurne Lewvel Restare

=

Backup Location

Metwork Storage

Ohject Storage

Account

| Coniner
Backup

Restaore Paint

Disk Mapping
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|Ueeam_backup
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Shared Folder Settings

The Shared Folder step of the wizard is available if you have chosen to restore data from a backup file located in
a network shared folder.

Specify settings for the network shared folder:

1. In the Shared folder field, enter a UNC name of the network shared folder with the backup file. Keep in

mind that the UNC name always starts with two back slashes (\\).

2. If the network shared folder requires authentication, select the This share requires access credentials
check box and specify a user name and password of the account that has Full Control access permissions
on this shared folder. The user name must be specified in the down-level logon name format. For
example, DOMAIN|UserName or HOSTNAME |UserName.

If you do not select the This share requires access credentials check box, Veeam Agent for Microsoft
Windows will connect to the shared folder using the NT AUTHORITWSYSTEM account of the computer

where the product is installed.

3. Toview the entered password, click and hold the eye icon on the right of the Password field.

321| Veeam Agent for Microsoft Windows | User Guide


https://docs.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#down-level-logon-name

3 valume Level Restare X

¢ Specify an SME (CIFS) shared folder UMC path and credentials,
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Metwork Storage
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Backup
Restore Point
Disk Mapping
Surnrnary

Progress

Shared Folder

|\\filesrvm\sharedbackups | Browvse..,

p)

Usernarme: |TECH\Administrator |
Passwword: |

< Prewious Finish Cancel

Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file located in
a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1.

In the Veeam backup server name or IP address field, specify a DNS name or IP address of the Veeam
backup server.

In the Port field, specify a number of the port over which Veeam Agent for Microsoft Windows must
communicate with the backup server. By default, Veeam Agent for Microsoft Windows uses port 10001.

Select the Specify your personal credentials check box. In the Username and Password fields, enter a user
name and password of the account that has access to this backup repository. Permissions on the backup
repository managed by the target Veeam backup server must be granted beforehand. To learn more, see
Setting Up User Permissions on Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Agent for Microsoft Windows
will connect to the backup repository using the NTAUTHORITW\SYSTEM account of the computer where
the product is installed. You can use this scenario if the Veeam Agent computer is joined to the Active
Directory domain. In this case, you can add the computer account ( DOMAIN COMPUTERNAMESY) to an AD
group and grant access rights on the backup repository to this group.

Setting access permissions on the backup repository to £veryoneis equal to granting access rights to the
Everyone Microsoft Windows group (Anonymous users are excluded). If you have set such permissions on
the backup repository, you can omit specifying credentials. However, we recommend this scenario for
demo environments only.
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Service Provider Settings

If you have selected to restore data from a backup file located on a Veeam Cloud Connect repository, specify

settings to connect to the cloud repository:
1. Specify service provider settings.

2. Verify the TLS certificate and specify user account settings.

Specifying Service Provider Settings

The Service provider step of the wizard is available if you have chosen to restore data from a cloud repository

exposed to you by a Veeam Cloud Connect service provider.

Specify service provider settings that the SP or your backup administrator has provided to you:

1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which Veeam Agent for Microsoft Windows will communicate with

the cloud gateway. By default, port 6180 is used.
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Specifying User Account Settings

The Credentials step of the wizard is available if you have chosen to restore data from a cloud repository and
specified settings for the cloud gateway.

Verify TLS certificate settings and specify settings for the tenant account or subtenant account that you want to
use to connect to the service provider.

1. At the top of the wizard window, Veeam Agent for Microsoft Windows displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS
certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate link.

o To verify if the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to
the Clipboard and enter it to the Fingerprint for certificate verification field. Click Verify. Veeam
Agent for Microsoft Windows will check if the thumbprint you enter matches the thumbprint of the
obtained TLS certificate.

2. Inthe Username field, enter the user name of the tenant or subtenant account that the SP or your backup
administrator has provided to you. The user name of the subtenant account must be specified in the
TENANT|SUBTENANT format.

3. In the Password field, provide a password for the tenant or subtenant account.
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Step 5. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file located in object
storage, in a network shared folder or in a backup repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the necessary
backup, use the search field at the bottom of the window: enter a backup name or a part of it in the search field
and click the Start search button on the right or press [ENTER].

In the list of backups, Veeam Agent for Microsoft Windows displays only those backups that meet the following
criteria:

1. Backups created at the volume level. File-level backups are not displayed.

2. [For backup repository target] Backups accessible by the user whose credentials are specified at the
Backup Server step of the wizard:

o If you specify credentials for the user who has access to the backup repository, the list of backups will
include only backups created by this user.

o If you specify credentials for the user who is assigned the Backup Administrator or Restore Operator
role on the backup server, the list of backups will include all Veeam Agent backups stored in the
backup repository.

3. [For cloud repository target] Backups accessible by the user whose credentials are specified at the
Credentials step of the wizard:

o If you specify credentials for the tenant account, the list of backups will include backups created by
all users who create backups under this account.

o If you specify credentials for the subtenant account, the list of backups will include only those Veeam
Agent backups that were created under this subtenant account.

NOTE

If you restore data from an encrypted backup that was created on another Veeam Agent computer, you
need to provide a password to unlock the encrypted file. To learn more, see Restoring Data from Encrypted
Backups.
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Step 6. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Agent for Microsoft Windows uses the latest restore point. However, you can select any valid
restore point to recover volumes to a specific point in time.

Veeam Agent for Microsoft Windows displays restore points for volume-level backups only. For example, if you
have run 3 job sessions to create a backup of all computer volumes and then changed the backup scope to file-
level backup, Veeam Agent for Microsoft Windows will display only 3 restore points in the list.

g Wolurne Level Restore
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Step 7. Map Restored Disks

At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from the
backup to volumes on your computer.

IMPORTANT

We strongly recommend that you change disk mapping settings only if you have experience in working
with Microsoft Windows disks and partitions. If you make a mistake, your computer data may get
corrupted.

To select volumes to restore:
1. Select check boxes next to volumes that you want to restore from the backup.

2. [For restore to a new location] By default, Veeam Agent for Microsoft Windows restores volumes to their
initial location. If the initial location is unavailable, a volume is restored to a disk of the same or larger size.
To map the restored volume to another computer disk, at the bottom of the wizard click Customize disk
mapping. In the Disk Mapping window, specify how volumes must be restored:

o Right-click the target disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply to disk the settings that were
used on your computer at the moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to the current disk settings of
another disk.

= Erase — select this option if you want to discard the current disk settings.
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g Wolurme Level Restore

Disk Mapping
* Rewieur and custornize disk mapping between the backed up cormputer and this computer,
Backup Lacation Disk mapping:
Metwark Storage Wolurme Layout Type Capacity Restore layout
Disk 2
Backup Server ME=Mew volu.,  Simple Basic 90.0 G Autoratic
Disk Mapping x
M ap wolumes from the backup to available disks. You can manage digk layout, volumes or unallocated zpace by right-clicking the correzponding object and
selecting a required operation from the shortout menw, [f you don't see some of vour disks, pou may need to load a driver for your hardware BAID controller.
Dizks:
=1 Disk 0 I
130.0 GE Recovery 1C:)
Brsic 4990 kB MTFS 00,0 ME 1294 GB MTFS
Healthy (Recoven Healthy (EFI parti Healthy (Boot, Primary Partition, PageFile)
=1 Disk 1
90.0 GB | Local Disk (E:)
Basic Apply Backup Layout
| Apply Disk Layout 3 | Disk 2
Erase | Disk 1 '
=1 Disk 2 N
a0.0 GE ‘ Mew Yolume (F:)
Dmnin 00.0 GB MTFS b
B Eisting volume Festored volume M Unallocated
B Eutended volume B Unknown partition Extended volume free space Cancel

o Right-click unallocated disk space in the disk area on the right and select what volume from the
backup you want to place on this computer disk.

If you restore to a dynamic disk, you can specify the type and size of the target volume before
mapping. After you select the volume to place on the disk, you will pass to the Allocate Volume

window.

If you want to change disk layout configured by Veeam Agent for Microsoft Windows, right-click an
automatically mapped volume and select Remaove. You will be able to use the released space for

mapping volumes in your own order.
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Disk Mapping X
Map volumes from the backup to available disks. You can manage disk lapout, volumes or unallocated space by right-clicking the coresponding object and
selecting a required operation from the shorteut menw. [f pou don’t see some of your disks, you may need to load a driver for your hardware BAID controller.
Dizks:
Basle 499.0 kB MTFS 00.0 ME 1294 G5B MTFS )
Healthy (Recover | | Healthy (EFI parti | | Healthy (Boot, Primary Partition, PageFile)
=1 Disk 1 —
90.0 GB ///
Basic [ 9,0,0, GE . :
Unallocated/ Restaore » || Disk 1 3 || Local Disk (E:y (90,0 GB) I\J %
000000 Disk2  » 7
=1 Disk 2
90.0 GE
Basic 0.0 GE
Unallocated
W
B E:isting volume Festored volume M Unallocated
B Eutended volume B Unknown partition Estended volume free space Cancel

3. [For restore with volume resize] You can resize a volume mapped by Veeam Agent for Microsoft Windows
to a target computer disk. To resize a volume, right-click it in the Disk Mapping window and select Resize.
With this option selected, you will pass to the Volume Resize window.

Disk Mapping >
Map volumes from the backup to available disks. v'ou can manage disk layout, volumes or unallocated space by right-clicking the comesponding object and
zelecting a required operation from the shorbcut menu, IF you don’™ see zome of your disks, vou may need to load a driver for your hardware RAID controller,
Diigks:
= Disk 0 ~
130.0 GE Recovery (C:)
Easic 499,0 bE MTFS 09,0 ME 129.4 GB MTF:
Healthy (Recaver | | Healthy (EFI parti | | Healthy (Baat, Primary Partition, PageFile)
E DiSk 1 rrrrrrrrrrr
20.0 6B *Local Disk (E]) /
Basic i.gpp,G.B.NT.F.S. Remave
/yana Part|t| | Resize [\J
= Disk 2
0.0 GE ‘ Mew Yolume (F:)
Dovic 00,0 GB MTFS bt
B Eisting volume Festored volume M Unallocated
B Extended volume B Unknown partition Exterded volume free space Cancel
NOTE

If you map a backup volume that is larger than the amount of available space on the target disk, Veeam
Agent for Microsoft Windows will prompt you to shrink the restored volume. After you agree and click OK,
Veeam Agent for Microsoft Windows will prepare to shrink the volume to the size of available disk space.

Allocating Restored Volumes to Dynamic Disks

At the Disk Mapping step of the wizard, you can set the necessary type and size for the restored volumes. A
volume will get the specified type and size during the process of data restore.
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You can do this only if all the following conditions are met:
e You restore data to a dynamic disk. To learn more about dynamic volume types, see this Microsoft article.
e At the Restore Mode step of the wizard, you have selected the Manual restore option.
e At the Disk Mapping step of the wizard, you have clicked the Customize disk mapping link.

To set volume type and size:

1. Right-click unallocated space of a dynamic disk and select what volume from the backup you want to
place on this disk. Veeam Agent for Microsoft Windows will prompt you to set the restored volume type
and size.

2. Inthe Allocate window, specify the restored volume type:

o If you want to restore the volume as a simple volume, from the Restore as drop-down list, select the
Simple volume option and click OK.

o If you want to restore the volume as a spanned, striped, mirrored, or parity volume, from the Restore
as drop-down list, select the desired option and specify the following settings:

i. Inthe Available disks list, select volume extents you want to restore. You can add or delete
volume extents using the Add, Remove, and Remove All buttons.

ii. In the Specify the amount of disk space to allocate field, specify the total size of restored

extents.
iii. Click OK.

Allocate Wolurme Local Disk (E:) *
Restore 2z | Span valume ~
Avvailable disks: Selected disks:

Dizk 2 Add
Dizk 1
Remaove
Remave &l
Total volume Local Dizk (E:] zize [MEB]: 92142
Total size of selected dizks [ME]: 0
Specify the amount of disk space to allocate [MEB]: i} =
(] Cancel
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Step 8. Resize Restored Volumes

At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. You can resize a
volume if you have chosen to restore data in the Manual/mode and customize disk layout. A volume will be
shrunk or extended to the specified size during the process of data restore.

NOTE

By default, Veeam Agent for Microsoft Windows displays volume size in megabytes (MB). This allows you
to specify the desired size for the volume precisely. You can also choose to display volume size in
gigabytes (GB). This may be helpful when you need to resize volumes on larger computer disks and want to
simplify disk size calculations.

When you use GB as a volume size unit, you can specify volume size with integral numbers, for example, 1
GB, 60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum volume size is in
fact greater than the displayed value for less than 1 GB, Veeam Agent for Microsoft Windows will
automatically add the exceeding amount of disk space to the extended volume. For example, if the
maximum volume size is 60,2 GB, Veeam Agent for Microsoft Windows will display this size as 60 GB.
When you specify 60 GB as a desired volume size, Veeam Agent for Microsoft Windows will extend the
volume to 60,2 GB.

To resize a volume:
1. Specify a volume you want to resize:
a. Right-click a restored volume mapped to a target disk and select Resize.

b. [For volume shrink] Right-click unallocated disk space and select what volume from the backup you
want to place on the computer disk. If the selected volume is larger than the amount of unallocated
disk space, Veeam Agent for Microsoft Windows will prompt you to shrink the restored volume.

2. Inthe Volume Resize window, select the volume size unit and specify the desired size for the restored

volume.

Local Disk Volurme Resize X
Size in: ME >
Current volume size: 92142
b i volume size: 92143
P inimum volume size: N2z
Desired volume size: 30000 =

“'ou cannot shrink. a volume beyond the point
where any unmovable blocks are located

Cancel
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Step 9. Complete Restore Process

At the Summary step of the wizard, complete the procedure of volume-level restore.

1. Review settings of the restore process.

2. Click Restore to start the recovery process. Veeam Agent for Microsoft Windows will perform partition re-
allocation operations if necessary, restore the necessary volume data from the backup and overwrite
volume data on your computer with the restored data.

3 volume Level Restore X

Surnmary
¢ Fewiews the restore settings and click Restore to start the restore process,

[
Backup Location Sumrmnany:
Festared computer narme: winsr002
Metwark Storage Restore point: 12/29/2022 2:42 PM
Restore mode: Full
Shared Folder Wolurme(s) to restare; B
Backup

Restare Point

Disk Mapping

Progress

£ Previous Finish Cancel
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Restoring Files and Folders

If some files and folders on your computer get lost or corrupted, you can restore them from backups. For file-
level restore, you can use backups of any type:

e Volume-level backups (backups of the entire computer or specific volumes)
e File-level backups

When you perform file-level restore, Veeam Agent for Microsoft Windows publishes the backup content directly
into the computer file system and displays it in the Veeam Backup browser. You can restore files and folders to
their initial location, copy files and folders to a new location or target applications to restored files and work
with them as usual.
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Before You Begin

Before you begin the file-level restore process, check the following prerequisites.

General

e The backup from which you plan to restore data must be successfully created at least once.

e [For backups stored in network shared folders and on backup repositories] You must have access to the
target location where the backup file resides.

e [For backup repository targets] If you plan to restore data from a backup stored in a backup repository,
you must have access permissions on this backup repository. To learn more, see Setting Up User
Permissions on Backup Repositories.

e Auser account under which you start the restore operation must have administrative privileges on the
Veeam Agent computer. If the account under which you are currently logged on to Microsoft Windows
does not have administrative privileges, you will be prompted to enter administrator credentials.

NOTE

When you restore files or folders, target EFS settings are applied to the restored objects. For example, if
you restore files or folders to a folder encrypted with EFS, the restored objects are encrypted.

ReFS Restore

If you restore files or folders from a ReFS volume-Llevel backup that was made on another machine, the Veeam
Agent computer where you perform restore must run the OS that supports the specific ReFS version. For
example, you can restore files from a ReFS 3.x volume only to a computer that runs one of the following OSes:

e Microsoft Windows 10 version 1803 or later

e Microsoft Windows Server 2016 or later

NTFS Restore

e If you restore files or folders from an NTFS volume-level backup that was made on another machine, and
data deduplication is enabled for some volumes of the backup, the Veeam Agent computer where you
perform restore must run the same OS version or later as the backed-up machine 0S.

e If you restore files or folders from an NTFS volume-level backup that was made on another machine, and
the allocation unit size of volumes is set to 128K or greater, the Veeam Agent computer where you
perform restore must run one of the following OSes:

o Microsoft Windows 10 version 1803 or later

o Microsoft Windows Server 2019 or later
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Step 1. Launch File Level Restore Wizard

To launch the File Level Restore wizard, do either of the following:

Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Restore > Individual
files.

Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click the icon and
select Control Panel. In the control panel, click a bar of the necessary backup job session. Click Restore
Files at the bottom of the window. Veeam Agent for Microsoft Windows will automatically publish the

backup content into the computer file system and open the Veeam Backup browser.

Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click the icon and
select Control Panel. In the main menu, hover over the name of the job that that created the backup from
which you want to restore data, and select Restore file.

From the Microsoft Windows Start menu, select All Programs > Veeam > File Level Restore.

In Microsoft Windows Explorer, double-click the necessary VBK or VBM file or right-click the file and
select Extract. In the displayed window, select the restore point from which you want to recover files and
click Open. Veeam Agent for Microsoft Windows will automatically publish the backup content into the
computer file system and open the Veeam Backup browser.

|5l Localvbm Properties X

Computer name:  WAMSEWV002 Wolurmes included: nfa
Disks included: nfa
Operating systern: Windows Server 2019 Standard

Hrsailable restore points:

Created Type

(’_‘-ﬁ 69 days ago (12:308M Friday 10/21/2022) Increment
('_Lﬁ 70 days ago (12:30 &M Thursday 10/20/2022) Increment
(’_‘-ﬁ 71 days ago (12:37 AM Wednesday 10/19/2022) Increment
CLE 72 days ago (12:37 AM Tuesday 10/18/2022) Full
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Step 2. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you plan to use for restore resides.

If you configured only one backup job, Veeam Agent automatically locates the latest backup of this backup job
on the target storage, and you pass immediately to the Restore Point step of the wizard. If there are several
backup jobs configured or Veeam Agent fails to locate the backup for some reason, specify where the backup
file resides:

e Local storage — select this option if the backup file resides on the computer drive, external drive or
removable storage device that is currently connected to your computer. Click Browse and select a backup
metadata file (VBM).

e Network storage — select this option if the backup file resides in object storage, in a hetwork shared
folder, in a backup repository managed by a Veeam backup server or in a cloud repository exposed to you
by a Veeam Cloud Connect service provider. In this case, the Veeam Recovery Media wizard will include
additional steps for specifying the backup file location settings.

@ File Level Restare X

Backup Location
ﬁ Choose where your backup iz located,

| Sachupbasion O Loca storage

MNetwork St Select this option if wour backup files reside on a locally attached storage, We will search all
EhOTE »torage volurmes and select backup file with the latest restore point automatically,

Backup Server Backup file:

Browwse...

Backup
Backup taken:

Restore Point Operating system:
Surnrnary

® Metwork storage

Select this option if your backup files are stored on a fileshare, object storage, Yeeam backup
repository or Weearn Cloud Connect repositony,

< Previous Open Cancel

338 | Veeam Agent for Microsoft Windows | User Guide



Step 3. Select Remote Storage Type

The Remote Storage step of the wizard is available if you have chosen to restore data from a backup file that
resides in a remote location — in object storage, in a network shared folder, in a backup repository or in a cloud
repository.

Specify where the backup file resides:

e Object storage — select this option if the backup file is located in object storage. With this option selected,
you will pass to the Object Storage step of the wizard.

e Shared folder — select this option if the backup file is located in a network shared folder. With this option
selected, you will pass to the Shared Folder step of the wizard.

e Veeam backup repository — select this option if the backup file resides in a backup repository managed by
the Veeam backup server. With this option selected, you will pass to the Backup Server step of the wizard.

e Veeam Cloud Connect repository — select this option if the backup file resides in a cloud repository
exposed to you by a Veeam Cloud Connect service provider. With this option selected, you will pass to the
Service Provider step of the wizard.
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Step 4. Specify Remote Storage Settings

Specify settings for the remote storage that contains a backup file from which you plan to restore data:

e Object storage settings — if you have selected the Object storage option at the Remote Storage step of
the wizard.

e Shared folder settings — if you have selected the Shared folder option at the Remote Storage step of the
wizard.

e Veeam backup repository settings — if you have selected the Veeam backup repository option at the
Remote Storage step of the wizard.

e Veeam Cloud Connect repository settings — if you have selected the Veeam Cloud Connect repository
option at the Remote Storage step of the wizard.

Object Storage Settings

The Object Storage step of the wizard is available if you have chosen to restore data from a backup file located
in object storage.

Specify settings for the object storage:
e Specify S3 compatible settings.
e Specify Amazon S3 settings.
e Specify Google Cloud Storage settings.

e Specify Microsoft Azure Blob Storage settings.

|5 File Level Restare X
Ohiject Starage
ﬁ Select an object storage to restore backup files from,
Backup Location () 83 Compatible
Select this option to restore data from an on-premises object storage systern or frorm a cloud
Metwork Starage storage provider,

Select this option to restore data from the Smazon 53 cloud object storage.

Account
oogle Cloud Storage
O Google Cloud Storag
Bucket Select this option to restore data frorm the Google Cloud Storage.
Backup (O Microsoft Azure Blob Storage

Select this option to restore data from the &zure Blob Storage.

Restore Point

Surnmary

< Previous Open Cancel

340 | Veeam Agent for Microsoft Windows | User Guide



S3 Compatible Settings

If you have selected to restore data from a backup file located in the S3 compatible storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings
The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.
To connect to the S3 compatible storage, specify the following:
1. In the Service point field, specify the address of your S3 compatible storage.
2. Inthe Region field, specify the storage region.
3. Inthe Access key field, enter the access key ID.

4. In the Secret key field, enter the secret access key.

|5 File Level Restare X
Account
ﬁ Specify an access and secret key for connecting to the 53 compatible storage system.
Backup Location Service point:

|https:ff‘myservicepoint.com |

Metwaork Storage

Region:
Ohject Storage | 1obal |
globa
_ Stc.rage account:
Bucket Access key |F3148DAC823E13D42?D692D49C129 |
Backup SECrEt ke}": |.............................l ¢|

Restore Point

Summary

< Previous Open Cancel

Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. In the Bucket field, specify a bucket in the storage:

a. Select the Browse option.
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b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
2. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.

|5 File Level Restare X
Bucket
ﬁ Specify an object storage systerm bucketto use,
Backup Location Bucket:
Metwork Storage |k—buck—‘| | Browse...
Ohject Storage Folder:
|ueeam_backup | Browse...
Account
Backup

Restore Point

Summary

< Previous Open Cancel

Amazon S3 Settings

If you have selected to restore data from a backup file located in the Amazon S3 storage, specify the following
settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the Amazon S3 storage, specify the following:

1. Inthe Access key field, enter the access key ID.
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2. Inthe Secret key field, enter the secret access key.

3. From the AWS region drop-down list, select the AWS region. By default, Veeam Agent uses the Global

region.
[ File Level Restare X
Account
ﬁ Specify an Semazon access and secret key for connecting to the &mazon 53 storage,
Backup Location Arnazon BWS account:

Metwork Storage Access key: | RTWGHGTEBDRHKYTSSET |

Object Starage Secretkey:  |esssssssssessssnons fa\|
_ AWE region: | Global ~

Bucket

Backup

Restare Point

Surntmary

< Presious Open Cancel

Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.
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[ File Level Restare X

Bucket
ﬁ Specify an fmazon 33 bucket to use,

Backup Location Data center:
Metwwork Storage EU (Paris) i
i Bucket:
Object Storage
|huck—1 | Browse...
Account
Folder:
Bicke T [system_bockup | [ Browse.
Backup

Restare Point

Surntmary

< Presious Open Cancel

Google Cloud Storage Settings

If you have selected to restore data from a backup file located in the Google Cloud storage, specify the
following settings:

1. Specify account settings.

2. Specify bucket settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.

To connect to the Google Cloud storage, in the Access key and Secret key fields, specify the Hash-based
Message Authentication Code (HMAC) keys associated with the Google Cloud account. Veeam Agent will use the
HMAC keys to authenticate requests to the Google Cloud storage. For more information on Google Cloud
accounts, see Google Cloud documentation.
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[ File Level Restare X

Account
ﬁ Specify a Google Cloud access and secret key for connecting to the Google Cloud Storage,

Backup Location Google Cloud account:

Access key |GOOG1TVPOOJ6KLUQ1 LCBDIKSOYUISLAIPOTAZPNDHTEUISF M QRZr |

Metwwork Storage

Object Storage Secret key: |..............................................................l fa‘\|

Bucket

Backup
Restare Point

Surntmary

< Presious Open Cancel

Specifying Bucket Settings

The Bucket step of the wizard is available if you have chosen to restore data from a backup file located in object
storage and specified account settings to connect to the storage.

Specify settings for the bucket in the storage:
1. From the Data center region drop-down list, select the geographic region where the backup file is stored.
2. Inthe Bucket field, specify a bucket in the storage:
a. Select the Browse option.
b. In the Select Bucket window, do the following:

i. Double-click the region name or click the arrow to the left of the region name to view the list of
available buckets.

ii. Select the necessary bucket and click OK.
3. Inthe Folder field, specify a folder in the bucket:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the bucket name or click the arrow to the left of the bucket name to view the list of
available folders.

ii. Select the necessary folder and click OK.
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[ File Level Restare X

Bucket
ﬁ Specify a Google Cloud storage bucket to use,

Backup Location Data center region:
Metwwork Storage Belgium i
i Bucket:
Object Storage
|west1 | Browse...
Account
Folder:
Beke T [ecom_ockur | [ Browse.
Backup

Restare Point

Surntmary

< Presious Open Cancel

Microsoft Azure Blob Storage Settings

If you have selected to restore data from a backup file located in the Microsoft Azure Blob storage, specify the
following settings:

1. Specify account settings.

2. Specify container settings.

Specifying Account Settings

The Account step of the wizard is available if you have chosen to restore data from a backup file located in
object storage.
To connect to the Microsoft Azure Blob storage, specify the following:

1. In the Account field, enter the storage account name.

2. Inthe Shared key field, enter the storage account shared key.

3. From the Region drop-down list, select the Microsoft Azure region. By default, Veeam Agent uses the
Azure Global (Standard) region.
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[ File Level Restare X

Account
ﬁ Specify a Microsoft Azure account and shared key for connecting to the Microsoft Azure Blob Storage,

Backup Lacation Microsoft Azure Blob storage account:

Metwork Storage Account: |newstorage |

Object Storage Shared key: |u.uu.uu..u.uu.uuuuuuuuu f;\|
_ Region: Azure Global (Standard) w

Comtainer

Backup

Restare Point

Surntmary

< Presious Open Cancel

Specifying Container Settings

The Container step of the wizard is available if you have chosen to restore data from a backup file located in the
Microsoft Azure Blob storage and specified account settings to connect to the storage.

Specify settings for the container in the storage:
1. From the Container drop-down list, select a container in the storage.
2. Inthe Folder field, specify a folder in the container:
a. Select the Browse option.
b. In the Select Folder window, do the following:

i. Double-click the container name or click the arrow to the left of the container name to view the
list of available folders.

ii. Select the necessary folder and click OK.
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[ File Level Restare X

Container
ﬁ Specify a Microsoft Azure Blob Storage container to use,

Backup Lacation Container:
WEEBAIT w
Metwwork Storage
) Falder:
Object Storage |ueeam_backup S
Account
Backup

Restare Point

Surntmary

< Presious Open Cancel

Shared Folder Settings

The Shared Folder step of the wizard is available if you have chosen to restore data from a backup file located in
a network shared folder.

Specify settings for the network shared folder:

1. In the Shared folder field, type in a UNC name of the network shared folder with the backup file. Keep in
mind that the UNC name always starts with two back slashes (\\).

2. If the network shared folder requires authentication, select the This share requires access credentials
check box and specify a user name and password of the account that has Full Control access permissions
on this shared folder. The user name must be specified in the down-level logon name format. For
example, DOMAIN|UserName or HOSTNAME |UserName.

If you do not select the This share requires access credentials check box, Veeam Agent for Microsoft
Windows will connect to the shared folder using the NTAUTHORITY|SYSTEM account of the computer

where the product is installed.

3. Toview the entered password, click and hold the eye icon on the right of the Password field.
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[ File Level Restare X

Shared Folder
ﬁ Specify a UNC path to a shared folder, and credentials (f required for share access),

Backup Location Shared folder:
Metwwork Storage
_ This share requires access credentials:
Backup

Restore Point

Surnmary

|\\W|NSRVUU'I\SharedEackups | Browwse...

Uzernarme: |TECH‘\Administrator

P)

Password:

< Presious Open Cancel

Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file located in
a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1.

In the Veeam backup server name or IP address field, specify a DNS name or IP address of the Veeam
backup server.

In the Port field, specify a number of the port over which Veeam Agent for Microsoft Windows must
communicate with the backup server. By default, Veeam Agent for Microsoft Windows uses port 10001.

Select the Specify your personal credentials check box. In the Username and Password fields, enter a user
name and password of the account that has access to this backup repository. Permissions on the backup
repository managed by the target Veeam backup server must be granted beforehand. To learn more, see
Setting Up User Permissions on Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Agent for Microsoft Windows
will connect to the backup repository using the NTAUTHORITW\SYSTEM account of the computer where
the product is installed. You can use this scenario if the Veeam Agent computer is joined to the Active
Directory domain. In this case, you can add the computer account ( DOMAIN COMPUTERNAMES) to an AD
group and grant access rights on the backup repository to this group.

Setting access permissions on the backup repository to £veryoneis equal to granting access rights to the
Everyone Microsoft Windows group (Anonymous users are excluded). If you have set such permissions on
the backup repository, you can omit specifying credentials. However, we recommend this scenario for
demo environments only.
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Service Provider Settings

If you have selected to restore data from a backup file located on a Veeam Cloud Connect repository, specify
settings to connect to the cloud repository:

1. Specify service provider settings.

2. Verify the TLS certificate and specify user account settings.

Specifying Service Provider Settings

The Service provider step of the wizard is available if you have chosen to restore data from a cloud repository
exposed to you by a Veeam Cloud Connect service provider.

Specify service provider settings that the SP or your backup administrator has provided to you:
1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which Veeam Agent for Microsoft Windows will communicate with
the cloud gateway. By default, port 6180 is used.
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Specifying User Account Settings

The Credentials step of the wizard is available if you have chosen to restore data from a cloud repository and

specified settings for the cloud gateway.

Verify TLS certificate settings and specify settings for the tenant account or subtenant account that you want to

use to connect to the service provider.

1. At the top of the wizard window, Veeam Agent for Microsoft Windows displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS

certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate link.

o To verify if the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to
the Clipboard and enter it to the Fingerprint for certificate verification field. Click Verify. Veeam
Agent for Microsoft Windows will check if the thumbprint you enter matches the thumbprint of the

obtained TLS certificate.

2. Inthe Username field, enter the user name of the tenant or subtenant account that the SP or your backup
administrator has provided to you. The user name of the subtenant account must be specified in the

TENANT\SUBTENANT format.

3. In the Password field, provide a password for the tenant or subtenant account.
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Step 5. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file that resides in a
remote location — in object storage, in a network shared folder, in a backup repository or in a cloud repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the necessary
backup, use the search field at the bottom of the window: enter a backup name or a part of it in the search field
and click the Start search button on the right or press [ENTER].

If you restore data from a backup stored in the backup repository, Veeam Agent for Microsoft Windows displays
only those backups that are accessible by the user whose credentials are specified at the Backup Server step of
the wizard:

e If you specify credentials for the user who has access to the backup repository, the list of backups will
include only backups created by this user.

e If you specify credentials for the user who is assigned the Backup Administrator or Restore Operatorrole
on the backup server, the list of backups will include all Veeam Agent backups stored in the backup
repository.

If you restore data from a backup stored in the cloud repository, Veeam Agent for Microsoft Windows displays
only those backups that are accessible by the user whose credentials are specified at the Credentials step of the
wizard:

e If you specify credentials for the tenant account, the list of backups will include backups created by all
users who create backups under this account.

e If you specify credentials for the subtenant account, the list of backups will include only those Veeam
Agent backups that were created under this subtenant account.

NOTE

If you restore data from an encrypted backup that was created on another Veeam Agent computer, you
need to provide a password to unlock the encrypted file. To learn more, see Restoring Data from Encrypted
Backups.
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Step 6. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Agent for Microsoft Windows uses the latest restore point. However, you can select any valid
restore point to recover files and folders to a specific point in time.
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Step 7. Complete Restore Process

At the Summary step of the wizard, complete the procedure of file-level restore.
1. Review settings of the restore process.

2. Click Open. Veeam Agent for Microsoft Windows will retrieve the content of the backup file, publish it
directly into the file system of your computer and display it in the Veeam Backup browser.

[ File Level Restare X
ﬁ surnmary
Backup Location Surmmary:
Restared computer name: winsm002
Metwork Storage Restare point: 1252972022 3:57 PM

Service Provider
Credentials
Backup

Restore Point
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Step 8. Save Restored Files

When the restore process is complete, Veeam Agent for Microsoft Windows opens the Veeam Backup browser
displaying the content of the backup file.

You can perform the following operations with restored files and folders:
e Save files and folders to their initial location
e Save files and folders to a new location
e Open files in Microsoft Windows Explorer

After you finish working with files and folders, close the Veeam Backup browser.

Saving Files to Initial Location

To save restored files or folders to their initial location, right-click the necessary item in the file system tree or
in the details pane on the right and select one of the following commands:

e To overwrite the original item on your computer with the item restored from the backup, select Restore >
Overwrite.

e Tosave the item restored from the backup next to the original item on your computer, select Restore >
Keep. Veeam Agent for Microsoft Windows will add the RESTORED- prefix to the restored file or folder
name and save it in the same location where the original file resides.
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Saving Files to New Location

To save restored files or folders on your computer or to a network shared folder, right-click the necessary item
in the file system tree or in the details pane on the right and select Copy To.

When restoring file objects, you can choose to preserve their original NTFS permissions:

e Select the Preserve permissions and ownership check box to keep the original ownership and security
permissions for restored items. Veeam Agent for Microsoft Windows will copy selected files or folders
with associated Access Control Lists, preserving granular access settings.

If access settings of a file or folder that you want to restore are inherited from a parent folder, when you
restore this file or folder without the parent folder, its access settings will not be preserved.

e Leave the Preserve permissions and ownership check box not selected if you do not want to preserve the
original ownership and access settings for restored items. Veeam Agent for Microsoft Windows will
change security settings: the user who launched the Veeam Agent for Microsoft Windows will be set as
the owner of the restored items. Access permissions will be inherited from the folder to which the
restored items are copied.
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Working with Windows Explorer

You can use Microsoft Windows Explorer to work with restored files and folders. To do this, do either of the
following:

e In Veeam Backup browser, select the necessary file or folder and click Open in Explorer on the toolbar.
Veeam Agent for Microsoft Windows will open the selected folder or file in Microsoft Windows Explorer.

e Open Microsoft Windows Explorer and browse for restored files and folders. The backup content is
mounted under the C:\VeeamFLR\ServerName folder.
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We recommend that you use the Veeam Backup browser instead of Microsoft Windows Explorer for file-level
restore. Use of the Veeam Backup browser has the following advantages:

1. You can browse the guest OS file system ignoring the file system ACL settings.
2. You can preserve permissions and ownership during file-level restore.
If you open the file system through the Microsoft Windows Explorer, these capabilities will not be available.

To learn more, see SeBackupPrivilege and SeRestorePrivilege in this Microsoft article.

Elevating Access Rights

You can switch to another system user with the Veeam Backup browser. This may be helpful when you work
under an account that does not have Administrator privileges and do not have the access rights to restore the
file you need.

To switch the user, do the following:
1. Open the File Level Restore wizard from the Veeam Agent control panel.

2. In Veeam Backup browser, click Elevate Access on the toolbar.

Keep in mind that Veeam Agent displays the Elevate Access button only if you work under an account
without Administrator privileges. To allow users without Administrator privileges to open the Veeam
Backup browser and restore from the file-level backup, do one of the following:

o If Veeam Agent operates in the standalone mode, use a registry value. For more information, contact
Veeam Customer Support.

o If Veeam Agent operates in the managed mode, use the Veeam Backup & Replication console. For
more information, see the Veeam Agent for Microsoft Windows Settings section in the Veeam Agent
Management Guide.
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3. Inthe dialog window, provide credentials of the system user you need.

After that, Veeam Agent restarts the Veeam Backup browser with the updated access rights.
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Closing Veeam Backup Browser

You can browse restored files and folders only while the Veeam Backup browser is open. After the Veeam
Backup browser is closed, Veeam Agent for Microsoft Windows unmounts the backup content from your
computer.

We recommend that you close the Veeam Backup browser after you finish restoring files and folders. Every 5
minutes, Veeam Agent for Microsoft Windows checks if there is any activity in the Veeam Backup browser. If the
user or product components and services have not performed any actions for 30 minutes, Veeam Agent for
Microsoft Windows displays a warning that the Veeam Backup browser is to be closed within 5 minutes.

After the warning is displayed, you can perform one of the following actions:
e You can close the Veeam Backup browser manually.

e You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser will remain
open for 30 minutes. After this period expires, Veeam Agent for Microsoft Windows will display the
warning again.

e You can perform no action at all. In this case, the Veeam backup browser will be automatically closed in 5
minutes.
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Restoring Data from Encrypted Backups

When you restore data from an encrypted backup, Veeam Agent for Microsoft Windows performs data
decryption automatically in the background or requires you to specify a password.

If encryption keys required to unlock the backup file are available in the Veeam Agent for Microsoft
Windows database, you do not need to specify the password. Veeam Agent for Microsoft Windows uses
keys from the database to unlock the backup file. Data decryption is performed in the background, and
data restore from the encrypted backup does not differ from that from an unencrypted one.

Automatic data decryption can be performed in one of the following situations:

o You encrypt and decrypt the backup file on the same Veeam Agent computer using the same Veeam
Agent for Microsoft Windows database.

o You have included encryption keys into the Veeam Recovery Media and perform bare metal recovery
after booting from this Veeam Recovery Media. To learn more, see Specify Recovery Media Options.

If encryption keys are not available in the Veeam Agent for Microsoft Windows database, you need to
provide a password to unlock the encrypted file. The password must be the same as the password that
was used to encrypt the backup file. If the password has changed once or several times, you need to
specify the latest password. In Veeam Agent for Microsoft Windows, you can use the latest password to
restore data form all restore points in the backup chain, including restore points that were encrypted with
an old password and restore points that were created before you have enabled the encryption option for
the job.

To decrypt a backup file:

1.

Launch the necessary data restore wizard:

o If you want to perform file-level or volume-level restore from an encrypted backup that was created
on another Veeam Agent computer, right-click the Veeam Agent for Microsoft Windows icon in the
system tray and select Restore > Individual files or Restore > Entire volumes. To learn more, see
Restoring Files and Folders and Restoring Volumes.

o If you want to perform bare metal recovery from an encrypted backup, boot from the Veeam
Recovery Media and launch the Veeam Recovery Media wizard. To learn more, see Restoring from
Veeam Recovery Media.

At the Backup Location step of the wizard, specify where the encrypted backup file that you plan to use
for restore resides. If the backup file resides in a remote location, at subsequent steps of the wizards,
select the backup location type and specify settings to connect to the backup location.

At the Backup step of the wizard, select the encrypted backup.
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4. Veeam Agent for Microsoft Windows will display the Specify Password window. In the Hint field of the
Specify Password window, Veeam Agent for Microsoft Windows displays a hint for the password that was
used to encrypt the backup file. Use the hint to recall the password.

5. Inthe Password field, enter the password for the backup file.

If you changed the password one or several times while the backup chain was created, you need to specify
the latest password. In Veeam Agent for Microsoft Windows, you can use the latest password to restore
data form all restore points in the backup chain, including those restore points that were encrypted with
an old password.

If you enter correct password, Veeam Agent for Microsoft Windows will decrypt the backup metadata. You
will be able to pass to the Restore Point step of the wizard and continue the restore operation in a regular
manner.

Cne or more backup files are encrypted. Type in the encryption
password for the backup files,

Password hint: Standard
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Reporting

Veeam Agent for Microsoft Windows provides several ways to get information about performed backups:

You can view information about performed backups in the Control Panel.
You can get information about the backup state using the Veeam Agent for Microsoft Windows tray agent.

You can get information about the backup progress using the Veeam Agent for Microsoft Windows taskbar
button.

You can get information about Veeam Agent for Microsoft Windows events using the events bar in the
Control Panel.

You can get information about Veeam Agent for Microsoft Windows events using Windows Notification
Center.

You can get information about performed backups in email reports.
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Viewing Statistics in Control Panel

You can use the Veeam Agent control panel to view statistics about performed backups. To open the Control
Panel, do either of the following:

e Double-click the Veeam Agent icon in the system tray.
e Right-click the Veeam Agent icon in the system tray and select Control Panel.

For every configured backup job, Veeam Agent displays statistics in a separate view in the control panel. To
identify the job whose statistics is currently displayed in the Control Panel, check the name of the job at the top
of the Control Panel window.

If you configured multiple backup jobs in Veeam Agent, after you open the Control Panel, the Control Panel
displays statistics for the first job that you configured. To switch to another job, in the main menu, hover over
the name of the necessary job and select Open.

The Control Panel displays information about backup job sessions that run previously and a backup job session
that is currently running. Every bar represents a separate backup job session. To view general information about
a specific job session, hover the mouse over the necessary bar in the chart. Veeam Agent will provide the
following details: backup status, backup time and size of the resulting backup file.
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The bar color identifies the status of the backup job session. The backup job session can complete with one of
the following statuses:

e  Success (green color) — the backup job is currently running or has completed successfully.

e Warning (yellow color) — the backup job has completed with a warning. Veeam Agent for Microsoft
Windows has managed to create the resulting backup file but you need to pay your attention to some
alerts, for example: the target location is running low on disk space.

e Frror(red color) — the backup job has completed with an error. The resulting backup file has not been
created.

e (anceled (gray color) — the user has canceled the backup job session. The resulting backup file has not
been created.
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By default, Veeam Agent displays the size of created backup files. To display the duration of backup job

sessions:

1. Double-click the Veeam Agent icon in the system tray or right-click the icon and select Control Panel.

2. Inthe backup statistics view, right-click the backup job sessions chart.

3. Inthe Backup history menu, select the Duration option.
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If the backup cache is enabled for the job, Veeam Agent for Microsoft Windows also displays status of the
restore point created within the job session. To learn more, see Viewing Status of Restore Points in Backup

Cache.
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Viewing Statistics for Separate Restore Points

You can view the following information about separate restore points in the backup chain:

View general statistics — for any separate restore point.

View transaction log backup statistics — for restore points created by the backup job with transaction log

backup enabled.

General Statistics

Veeam Agent for Microsoft Windows provides the following information about separate restore points in the
backup chain:

Backed-up items: items that you have chosen to back up.
Backup duration: duration of the backup job session.
Restore point size: size of the resulting backup file.

Total backup size: total size of all backup files created by the backup job in the target location.

Keep in mind that if you store your backups in a scale-out backup repository with a performance tier
located in object storage, the total backup size may differ from the size of all restore points in the backup
chain. In this case, Veeam Agent displays only the size of the restore points stored in the performance tier.

For more information about the scale-out backup repository, see the Scale-Out Backup Repositories
section in the Veeam Backup & Replication User Guide.

Average backup time: average time of all successful backup job sessions displayed in the chart.
Free disk space: amount of free disk space remaining in the target location.

Details on operations performed during the backup job session.

To view the restore point statistics:

1.
2.

Double-click the Veeam Agent icon in the system tray or right-click the icon and select Control Panel.

At the top of the control panel window, check the name of the backup job.

If multiple backup jobs are configured in Veeam Agent, and you want to view statistics of another job, in
the main menu, hover over the name of the necessary job and select Open.

Click the necessary bar in the chart.

Veeam Agent will display detailed statistics on the selected backup job session. To get back to a chart
view, click the arrow icon at the top left corner of the window.

If transaction log backup is enabled for the job, you can also view transaction log backup statistics. To learn
more, see Transaction Log Backup Statistics.
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Transaction Log Backup Statistics

If transaction log backup is enabled for the job, you can use the Veeam Agent control panel to view transaction
log backup statistics.

Veeam Agent for Microsoft Windows provides the following information about transaction log processing:
e Protected databases: number of databases that were backed up at least once during the last session.
e Unprotected databases: number of databases that failed to be backed up during the last session.

e Excluded databases: databases excluded from processing. Databases may be excluded for the following
reasons: database status is Offline, database recovery model is set to Simple, database is read-only,
database was deleted after the latest full backup, database is added to the list of exclusions.

e Average log size: average amount of data read from the OS through all intervals.
e Max log size: maximal amount of data read from the OS over all 15-min intervals.
e Total log size: total amount of data written to the target location.

e SLA: how many log backup intervals completed in time with successful log backup (calculated as
percentage of total number of intervals).

e Misses: how many intervals were missed (number of intervals).

e Max delay: difference between the configured log backup interval and time actually required for log
backup. If exceeded, a warning is issued.

e Details on operations performed during the transaction log backup job session.
To view statistics on the transaction log backup processing:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray or right-click the icon and
select Control Panel.

2. At the top of the control panel window, check the name of the backup job.
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If multiple backup jobs are configured in Veeam Agent for Microsoft Windows, and you want to view
statistics of another job, in the main menu, hover over the name of the necessary job and select Open.

3. Click the necessary bar in the chart.

4. In the Restore point details window, click the Change to database view link at the bottom right corner of
the window. Veeam Agent for Microsoft Windows will display detailed statistics on the transaction log
backup. To get back to the general statistics for the selected restore point, click the Change to backup
view link.

To get back to a chart view, click the arrow icon at the top left corner of the window.

@ Restore point details System Backup

Protected databases: 2 Average log size: 330 KB SLA: 100%
Unprotected databases: 0 fMaximum log size: 364 KB Misses: O
Excluded databases: 3 Total log size: 560 KB Max delay: 0:00:00
Action Duration
Preparing for backup 00009

Transaction log backup interval 1 hour 15 minutes

Backed up 296.0 KB of transaction logs for 2 databases: VEEAMSOQL20194CrmDE;VEEAL
Mew transaction log backup interval started at 10/4/2022 7:39:11 AM

Enumerating SOL Server databases

Performing SOL Server transaction log backup for VEEAMSOL201MVeeamBackupRepo

Saving 364.0 KB of transaction logs to backup repository 00005
Tranzaction log backup completed at 11.4 KB/s with bottleneck: Target (Metwork)
Waiting for tranzaction log backup interval to expire 52115

@ Errors H L Warnings H Success Iﬂl Change to backup wview
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Viewing Information About Job Retries

If the backup job started by schedule has failed for some reason, Veeam Agent for Microsoft Windows retries
the job. All backup job retries are performed within one backup job session. For this reason, Veeam Agent for
Microsoft Windows displays them as one bar in the chart.

Veeam Agent System Backup

g Waiting for the next retry...
43,5 GB
35 GhE
292 GB
21.9GE %
14.6 GB — Sizer OB
\‘:\ Taken: today at 12:35 FM
S Click for more details
7130 GE
[
3 days 2 days 1 day 14 rinutes
ago ago ago ago
NOTE
For portable devices, Veeam Agent for Microsoft Windows does not automatically retry the backup job if a
device is working on battery and the battery level is below 20%.

To view detailed information about the backup job retries:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. At the top of the control panel window, check the name of the backup job.

If multiple backup jobs are configured in Veeam Agent for Microsoft Windows, and you want to view
statistics of another job, in the main menu, hover over the name of the necessary job and select Open.

3. Click the necessary bar in the chart.
4. At the bottom right corner of the window, click the Show retries link.

5. After you view details, you can hide them. To do this, at the bottom right corner of the window, click the
Hide retries link.
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@ Restore point details =~ Weekly Backup

@ Error: Failed to connect to backup repasitory Default Backup Repasitory, It may be offl
(%] Processing finished with errors at 1/12/2023 4:56:41 PM

I Retry: 4

@ Initializing

@ Error: Failed to connect to backup repasitory Default Backup Repasitory, It may be offl
Q Processing finished with errors at 1/12/2023 5:06:55 PM

L Retry: 5

@ Initializing

) Error: Failed to connect to backup repesitory Default Backup Repository, It may be offl
%] Processing finished with errors at 1/12/2023 5:17.08 PM

Backed up items: n/a Total backup size: 0B
Backup duration: 0:00:06 Average backup duration: 0:01:51
Restore point size: n/a Free disk space: n/fa
Action Duration -
I Retry: 3
o Initializing

Restore Files Restore Volumes

* Hide retries
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Viewing Status of Restore Points in Backup
Cache

If the backup cache is enabled for the job, you can monitor status of restore points in the backup cache. Veeam
Agent for Microsoft Windows displays the restore point status through the icon on a bar in the chart.

The icon can be in one of the following states:

o Check mark over the icon. The backup file created within the backup session is
saved on the target storage.

— No icon. The backup file created within the backup session is
saved in the backup cache.

e Sync sign over the icon. The backup file is being uploaded from the backup
cache to the target storage.

Ry Error sign over the icon. The backup file was not uploaded to the target
storage or has been deleted from the backup cache.

TIP

You can also monitor the backup cache activity and view detailed statistics on the restore point upload
process. To learn more, see Monitoring Backup Cache Activity.

)] Veeam Agent | System Backup

Last backup: Backup Now
2 hours ago
43,8 GB
36,5 GE
292 GB
21.9GE
14.6 GE
730 GE
on [ A i
3 days 2 days 1 day 2 hours
ago ago ago ago
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Monitoring Backup State with Tray Agent

The Veeam Agent for Microsoft Windows icon displayed in the system tray lets you monitor the state of your
backups and get informed about the computer protection status.

The icon can be in one of the following states:

Question mark over the icon

Veeam Agent for Microsoft
Windows icon

Animated icon

Clock over the icon

Sync sign over the icon

Cancel sign over the icon

Error sign over the icon

Minus sign over the icon

Grey icon

Warning sign over the icon
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The backup job is not configured.

The backup job is set up but scheduling settings for
the job are not configured.

The backup task is being performed. To view the
backup task progress, hover the mouse over the icon.

e The backup job has been scheduled; waiting for
the first backup job session.

e The latest session of the scheduled backup job
has completed successfully; waiting for the
next backup job session.

Veeam Agent is uploading backup files from the
backup cache to the target storage.

The latest session of the scheduled backup job has
been canceled.

An error occurred during the latest backup job
session, and the session was terminated.

The scheduled backup job is disabled.

The tray agent is not connected to the Veeam Agent
for Microsoft Windows service.

e The backup job has completed with a warning,
for example, the target location is running low
on space.

e [If you have selected a removable storage
device as a target destination in the backup job
settings] The target removable storage device
is not connected to the computer. In this case,
Veeam Agent also displays a warning on the
notifications bar in the control panel. You can
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attach the target removable storage device to
the computer within 10 minutes, and Veeam
Agent will automatically start the scheduled
backup job.



Monitoring Backup Process in Taskbar
Button

You can monitor the backup process with the Veeam Agent taskbar button. Veeam Agent displays on the
taskbar button a green progress bar that reflects the bar for the currently running job session in the control
panel. As a result, you can track the process of the backup file creation while working with another application

without having to switch to the control panel.

376 | Veeam Agent for Microsoft Windows | User Guide



Viewing and Dismissing Veeam Agent
Events

If a warning event occurs, Veeam Agent displays a notification bar with the event description in the control
panel window. You can get detailed information about events and dismiss events not to get alerted of them in
future. For the full list of notifications, see Control Panel Notifications.

Settings

1 Backup target for System Backup iz getting low on free disk zpace Details...

General:

[ Dizable scheduled backups
Throttle backup activity when systermn iz busy
Manage networks

Manage registered storage dewices

Notifications:
Enable control panel notifications
[]Enable email notifications Configure and test

Installing Changed Block Tracking (CET) driver improwves incremental

backup performance. #2 Install CBT driver

Veeam Agent displays only the latest event in the notification bar. To view detailed information about all
events:

1. Double-click the Veeam Agent icon in the system tray, or right-click the Veeam Agent icon in the system
tray and select Control Panel.

2. Click Details on the notification bar at the top of the control panel window.
To dismiss events:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. Click Details on the notification bar at the top of the control panel window.

3. Click Dismiss next to the necessary event. To dismiss all events at once, click Ignore All at the bottom left
corner of the window.

TIP

You can disable notifications at all. To learn more, see Disabling Control Panel Notifications.
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@ Events history

Status Date Description

! 2 2021 Backup target for System Backup is getting low on free disk space  Disrmnjss

Ignore All

Control Panel Notifications

Veeam Agent for Microsoft Windows can inform you about the following events using the notification bar:

New software update is available

Veeam Recovery Media must be
recreated due to a recent Veeam Agent
for Microsoft Windows upgrade

Recovery media OS version is different
from the current OS version

Recovery media has not been created

Backup target is not available, backup is
postponed

Backup target is not available

A newer version of Veeam Agent for Microsoft Windows is
available for download.

You must recreate the Veeam Recovery Media after you have
upgraded Veeam Agent for Microsoft Windows to the newer
version.

You must recreate the Veeam Recovery Media after you have
updated the Microsoft Windows OS.

You have not created the Veeam Recovery Media yet. If the OS
on the computer fails to boot, you will not be able to boot the 0S
using the Veeam Recovery Media to diagnose and fix problems,
or restore data from the backup.

Veeam Agent for Microsoft Windows is unable to detect the
backup target at the time when the scheduled backup job must
start (for example, the backup target is a removable storage
device that is not currently connected to the Veeam Agent
computer). Veeam Agent for Microsoft Windows displays this
notification during the job retry sessions.

Veeam Agent for Microsoft Windows is unable to detect the
backup target by the moment when the scheduled backup job
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Notification

Backup target has not been seen for N
days

Backup target is getting low on free disk
space

Skipping scheduled backup, because
battery level is too low

This application is managed by your
system administrator

Your license will expire in N days

Your license has expired and needs to be
renewed

Your license has expired, and your grace
period is over

must start (for example, backup target is a removable storage
device that is not currently connected to the Veeam Agent
computer). Veeam Agent for Microsoft Windows displays this
notification after the job has failed.

The backup target has not been seen for N days. This notification
is displayed if scheduled backups have not been created for 2
days or more.

Free space on the target storage disk is below 10%. If Veeam
Agent for Microsoft Windows does not have enough disk space
for backup operation, the job session will fail.

[For laptops and tablets] The battery level is below 20%. Veeam
Agent for Microsoft Windows does not start a new backup
session in this case.

This notification is displayed if Veeam Agent for Microsoft
Windows is operating in the read-only mode. Veeam Agent for
Microsoft Windows operates in the read-only mode if backup
operations are managed by Veeam Backup & Replication or
Veeam Availability Console.

The Veeam Agent for Microsoft Windows license will expire, and
the grace period will start in N days.

The Veeam Agent for Microsoft Windows license has expired, and
the grace period has started. During the grace period, you can
perform all types of backup and restore operations. You must
obtain a new license before the end of the grace period.

The Veeam Agent for Microsoft Windows license has expired, and
the grace period is over. In this case, Veeam Agent for Microsoft
Windows does not perform backup operations. However, you are
able to restore data from existing backups. To use Veeam Agent
for Microsoft Windows in the full functionality mode, you must
obtain a new license.
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Viewing Events with Windows Notification
Center

In addition to displaying notifications about Veeam Agent events in the control panel window, Veeam Agent can
inform you about its events using the Windows Notification Center. Once an event occurs, a message notifying
about this event will appear on the Microsoft Windows desktop. This lets you view the notification without the
need to open the Veeam Agent Control Panel and take the necessary actions immediately. For the full list of
notifications that appears on the Microsoft Windows desktop, see Windows Desktop Notifications.

ol Veeam Agent for Microsoft Windows

Backup target for Backup Job is not
available

The notification closes automatically in a few seconds. To close the notification manually, click the message.

To disable desktop notifications, right-click the message and select Turn off notifications for Veeam Agent for
Microsoft Windows.

Windows Desktop Notifications

Veeam Agent for Microsoft Windows can inform you about the following events using the Windows Notification
Center:

New software update is available A newer version of Veeam Agent for Microsoft Windows is
available for download.

Veeam Recovery Media must be You must recreate the Veeam Recovery Media after you have
recreated due to a recent Veeam Agent upgraded Veeam Agent for Microsoft Windows to the newer
for Microsoft Windows upgrade version.

Recovery media OS version is different You must recreate the Veeam Recovery Media after you have
from the current OS version updated the Microsoft Windows OS.
Recovery media has not been created You have not created the Veeam Recovery Media yet. If the OS on

the computer fails to boot, you will not be able to boot the 0OS
using the Veeam Recovery Media to diagnose and fix problems, or
restore data from the backup.

Backup target is not available Veeam Agent for Microsoft Windows is unable to detect the
backup target by the moment when the scheduled backup job
must start (for example, backup target is a removable storage
device that is not currently connected to the Veeam Agent
computer). Veeam Agent for Microsoft Windows displays this
notification after the job has failed.
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Your license will expire in N days The Veeam Agent for Microsoft Windows license will expire, and
the grace period will start in N days.

Your license has expired and needs to be  The Veeam Agent for Microsoft Windows license has expired, and

renewed the grace period has started. During the grace period, you can
perform all types of backup and restore operations. You must
obtain a new license before the end of the grace period.

Your license has expired, and your grace  The Veeam Agent for Microsoft Windows license has expired, and

period is over the grace period is over. In this case, Veeam Agent for Microsoft
Windows does not perform backup operations. However, you are
able to restore data from existing backups. To use Veeam Agent
for Microsoft Windows in the full functionality mode, you must
obtain a new license.
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Viewing Job Session Results in Email
Reports

You can receive email notifications with Veeam Agent for Microsoft Windows job results. When the backup job
session completes, Veeam Agent for Microsoft Windows will send a report containing data on the job session to
the specified email address.

The report contains the following data:

e Cumulative job session statistics: session duration details, details of the session performance, amount of
read, processed and transferred data, backup size, compression and deduplication ratios.

e Detailed statistics for the computer processed within the session: processing duration details, backup data
size, amount of read and transferred data, list of warnings and errors (if any).

e |f the backup job is set up to create database log backups, the report contains statistics for the database
log backup job: a list of databases that were backed up at least once during the last session and
information for the latest log processing intervals.

e If you use the backup cache, the report also contains statistics on the backup cache activity: a list of
restore points created in the backup cache, their status and upload details. To learn more about the
backup cache, see Backup Cache.

To receive email reports, you must enable and configure email notifications in the Veeam Agent for Microsoft
Windows Control Panel. To learn more, see Enabling Email Notifications. Once email notifications are
configured, Veeam Agent for Microsoft Windows will send email report for every backup job session that is
started by schedule, manually or when you perform standalone full or incremental ad-hoc backup.

If the scheduled backup job fails, Veeam Agent for Microsoft Windows does not send a report after every job
retry. Instead, Veeam Agent for Microsoft Windows sends one report on the first error within the job session and
another report on the last job session result — success or error.

Agent Backup job: System Backup (Full)

Veeam Agent for Microsoft Windows

Friday, 28 October 2022 10:00:00
Success 1 Start time 10:00:00 Total size 120.0 GB Backup size |15.6 GB
Warning |0 End time 10:14:07 Data read 22.2GB Dedupe 5.4%
Error 0 Duration 0:14:07 Transferred | 15.5 GB Compression | 1.4x
Details
Name Status Starttime  End time Size Read Transferred Duration Details
FILESRVO1 |Success 10:00:00 10:14:07 120.0 GB 22.2GB 15.5 GB 0:14:06
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Speciftying Settings

You can use global settings of Veeam Agent to accomplish the following tasks:

Throttle backup activities.

Restrict network connections usage.
Manage backup storage devices.
Disable Control Panel notifications.
Enable email notifications.

Check for new product versions and updates.
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Throttling Backup Activities

You can instruct Veeam Agent for Microsoft Windows to throttle its activities during backup. The throttling
option can help you avoid situations when backup tasks consume all available hard disk resources and hinder
work of other applications and services.

With throttling enabled, Veeam Agent for Microsoft Windows sets low priority for Veeam Agent for Microsoft
Windows components engaged in the backup process (in particular, the VeeamAgent.exe process). If this option
is not enabled, Veeam Agent for Microsoft Windows components have normal priority.

To enable the throttling option for backup activities:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.

3. Select the Throttle backup activity when system is busy check box.

Settings

General:

[]Disable scheduled backups
B Throttle backup activity when systerm is busy
Manage networks

Manage registered storage devices

Notifications:
Enable contral panel notifications
[]Enable email notifications  Configure and test

Installing Changed Block Tracking (CET) driver improves incrermental

backup performance. ®5 Install CBT driver
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Restricting Network Connections Usage

You can instruct Veeam Agent for Microsoft Windows to throttle network traffic for backup jobs and disable

backup over Internet connections of certain types. This helps limit the impact of Veeam Agent operations on
network performance and avoid extra costs.

Network usage settings apply to all types of backups: scheduled and ad-hoc. To restrict network connections
usage for Veeam Agent, you can perform the following tasks:

e Limit bandwidth consumption for Veeam Agent.
e Disable backup over metered connections.
e Disable backup over VPN connections.

e Allow Veeam Agent to use specific Wi-Fi networks only.
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Limiting Bandwidth Consumption

To reduce the impact of Veeam Agent operations on network performance, you can limit bandwidth
consumption for Veeam Agent backup jobs. Limiting bandwidth consumption prevents jobs from utilizing the
entire bandwidth available in your environment to ensure that enough traffic is provided for other network
operations. We strongly recommend to limit bandwidth consumption if you perform backup to a remote location

over a slow network connection.

NOTE

Bandwidth consumption limit does not apply to restore operations.

By default, Veeam Agent is set up to use the entire bandwidth available in your environment. To limit bandwidth

consumption for Veeam Agent backup jobs:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam

Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.

3. Click the Manage networks link.

4. In the Throttling section, select the Limit bandwidth consumption to check box and specify the maximum
speed for transferring backed-up data from the Veeam Agent computer to the target location.

Network

Throttling:

Limit bandwidth consumption to: 1 MBS -

Networks:
Restrict metered connections usage
[ ] Restrict WPM connections usage

[ ] Restrict Wi-Fi usage to these networks only:

551D

Add..,

Remove
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Disabling Backup over Metered Connections

Veeam Agent can disable backup over metered Internet connections to help you avoid extra costs. If you use a
metered Internet connection, your service provider charges you by the amount of data sent and received by your
computer. Veeam Agent automatically detects metered connections and will not perform backup when your
computer is on such connection.

Consider the following limitations and requirements:

e Veeam Agent disables backup over metered Internet connections only on computers that run Microsoft
Windows 8.1 and later. If the computer runs an earlier version of Microsoft Windows, this option is not
applicable.

e You must specify which connections are metered in Microsoft Windows. To learn more, see this Microsoft
article.

By default, backup over metered connections is disabled. To enable backup over metered connections:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.
3. Click the Manage networks link.

4. In the Networks section, clear the Restrict metered connections usage check box.

NOTE
For the cases when backup over metered connections is disabled, consider the following:

e If you start the backup job manually when only a metered connection is available, Veeam Agent for
Microsoft Windows will display a warning and ask you to confirm that you want to use this
connection for backup.

e If you start the backup job with the command line interface, Veeam Agent will ignore the setting
and will use metered connections for backup.

e If you enable the backup cache for the backup job, and this backup job starts upon schedule when
only a metered connection is available, Veeam Agent for Microsoft Windows will save the backup
file to the backup cache. If the backup cache is not enabled, the backup job will fail.
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https://support.microsoft.com/en-us/help/17452/windows-metered-internet-connections-faq
https://support.microsoft.com/en-us/help/17452/windows-metered-internet-connections-faq

@ Network

Throttling:

Limit bandwidth consumption to: 1 MBSz -

Networks:
[ Restrict metered connections usage
[ Restrict WPMN comnections usage

[ ] Restrict Wi-Fi usage to these networks only:

SsID

Add...

Remove
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Disabling Backup over VPN Connections

Veeam Agent can disable backup over VPN connections. This helps you avoid extra costs if your VPN service
provider charges you by the amount of data sent and received by your computer. Veeam Agent automatically
detects VPN connections and will not perform backup when your computer is on such connection.

By default, backup over VPN connections is enabled. To disable backup over VPN connections:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.
3. Click the Manage networks link.
4. In the Networks section, select the Restrict VPN connections usage check box.

Keep in mind that Veeam Agent detects VPN connections created with Microsoft Windows in-built tools and the
following 3rd party VPN providers:

e Cisco AnyConnect
e Fortinet SSL VPN
e Open VPN

e Palo Alto Networks GlobalProtect VPN

NOTE
For the cases when backup over VPN connections is disabled, consider the following:

e If you start the backup job manually when only a VPN connection is available, Veeam Agent will
display a warning and ask you to confirm that you want to use this connection for backup.

e If you start the backup job with the command line interface, Veeam Agent will ignore the setting
and will use VPN connections for backup.

e If you enable the backup cache for the backup job, and this backup job starts upon schedule when
only a VPN connection is available, Veeam Agent will save the backup file to the backup cache. If the
backup cache is not enabled, the backup job will fail.
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@ Network

Throttling:

Limit bandwidth consumption to: 1 MBSz -

Networks:
[ Restrict metered connections usage
Restrict WPM connections usage

[ ] Restrict Wi-Fi usage to these networks only:

SsID

Add...

Remove
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Selecting Wireless Networks for Backup

You can restrict usage of Wi-Fi networks for Veeam Agent for Microsoft Windows. This may be useful, for
example, to avoid transmission of backed-up data over insecure or slow wireless network connections.

By default, Veeam Agent for Microsoft Windows is set up to back up data over any Wi-Fi network to which the
Veeam Agent computer is connected. You can select one or more specific Wi-Fi networks and instruct Veeam
Agent for Microsoft Windows to perform backup over these networks only. Backup over other wireless networks
will be disabled.

To restrict usage of wireless networks:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

From the main menu, select Settings.
Click the Manage networks link.

Select the Restrict Wi-Fi usage to these networks only check box and click Add.

voa W

Select one or more Wi-Fi networks in the list and click Save.

If you want to allow Veeam Agent to back up data over a hidden wireless network, click the Add hidden
Wi-Fi network link. In the displayed window, specify the SSID of the necessary network and click Save.

If you want to restrict usage over any wireless networks, select the Restrict Wi-Fi usage to these networks
only check box and do not add any networks to the list.

NOTE
For the cases when backup over Wi-Fi networks is restricted, consider the following:

e If you start the backup job manually when selected Wi-Fi networks are not available, Veeam Agent
for Microsoft Windows will display a warning and ask you to confirm that you want to use this
connection for backup.

e If you start the backup job with the command line interface, Veeam Agent will ignore the setting
and will use all available Wi-Fi networks for backup.

e If you enable the backup cache for the backup job, and this backup job starts upon schedule when
selected Wi-Fi networks are not available, Veeam Agent for Microsoft Windows will save the backup
file to the backup cache. If the backup cache is not enabled, the backup job will fail.
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Throttling:

[ ] Limit bandwidth co

Networks:

Restrict metered co
[ Restrict WPMN corned
Restrict Wi-Fi usage

Select Wi-Fi network:

SsID

SsID

= veeam

—

T Tech Metwork %

Add hidden Wi-Fi network

Save

Cancel

Add...

Remove
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Managing Rotated Drives

You can use a rotated drives scheme for storing backups. To do this, you can create backups on several external
drives (for example, USB or FireWire) and swap these drives when needed.

The drive on which you plan to store a backup must be registered in Veeam Agent for Microsoft Windows. If the
drive is not registered, Veeam Agent for Microsoft Windows will not be able to detect the drive and store a
backup on it.

Consider the following limitations:

e You can register and unregister drives if you have selected to store backups on an external drive
connected to the computer. If you have selected to store backups on a local computer drive, in a network
shared folder or in a backup repository, registering options will be disabled.

e You cannot unregister all drives at once. At least one drive will remain registered in Veeam Agent for
Microsoft Windows.

To register and unregister a drive in Veeam Agent for Microsoft Windows:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

From the main menu, select Settings.

wo N

Click the Manage registered storage devices link.

4. In the list of devices, click Register/Unregister next to the necessary backup storage device.

@ Known removable storage devices

Storage devices

USE storage Capacity Volume
E Storelet Tranzcend USE Device 232 GB G Unregizter
E letFlash Transcend 326GE USE Device 302 GB En, Registet
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Disabling Control Panel Notifications

Veeam Agent for Microsoft Windows displays warning and information messages on the notification bar in the
Control Panel. If necessary, you can disable Veeam Agent notifications.

Settings

1 Backup target for System Backup iz getting low on free disk space Detailz...

General:

[ ] Disable scheduled backups
Throttle backup activity when systermn is busy
M anage nebworks

Manage registered storage devices

Notifications:
Enable control panel notifications
[]Enable email notifications Configure and test

Installing Changed Block Tracking (CET) driver improwves incremental

backup perfarmance. ®7 Install CET driver

To disable notifications:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.

3. In the Notifications section, clear the Enable Control Panel notifications check box.

Settings

General:

[ ] Disable scheduled backups
Throttle backup activity when system is busy
Manage networks

Manage registered storage dewices

Notifications:
[]Enable control panel natifications
(] Enable email notifications  Configure and test

Installing Changed Block Tracking (CET) driver improwves incremental

backup performance. ¥¥ Install CBT driver
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Enabling Email Notifications

You can enable Veeam Agent for Microsoft Windows email notifications to receive reports containing data on
the latest backup job session statistics and result.

To enable email notifications:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.

3. In the Notifications section, select the Enable email notifications check box and click the Configure and
test link.

4. In the Configure and test email notifications window, select one of the Mail Server options and specify the
required settings:

o Custom SMTP server settings.
o Gmail server settings.

o Microsoft 365 server settings.

Settings

General:

[ ] Disable scheduled backups
Throttle backup activity when system is busy
kanage nebworks

Manage registered storage dewices

Notifications:
Enable Control Panel notifications

[]Enable email notifications Configure and test

Installing Changed Block Tracking (CBT) driver improwes incremental
backup performance for servers running applications with large % Install CBT driver
database files.

Disabling Email Notifications

To disable email notifications, clear the Enable email notifications check box in the Settings tab of the Control
Panel. Current email notifications configuration will remain saved in the Veeam Agent database.
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Custom SMTP Server Settings

To connect to the SMTP server, specify the following settings in the Configure and test email notifications

window:

1. In the Mail server section, specify the following:

d.

b.

Select the Custom SMTP Server (Basic authentication) option from the drop-down list.

In the SMTP Server DNS Name or IP address field, enter a full DNS name or IP address of the SMTP
server that will be used for sending email notifications.

In the Port field, specify the port number for the SMTP server.
NOTE
Sending email notifications using Implicit TLS (over port 465) is not supported. For more

information about Implicit TLS, see this RFC section.

In the Username field, specify a user name for the account that has rights to access the SMTP server.

. In the Password field, enter a password for the account that has rights to access the SMTP server.

To use a secure SSL/TLS connection for email operations, select the Use secure connection (SSL/TLS)
check box.

2. In the Email settings section specify the following:

d.

Specify the sender email address in the From email address field. You can specify your account email
address or its alias.

Specify the recipient email address in the To email address field. You can specify several recipient
email addresses separated with a comma or semicolon.

In the Email subject filed, specify a subject for the message. You can use the following variables in the
subject:

i. %JobResult%
ii. %ComputerName%
iii. %JobName%

iv. %CompletionTime%

3. In the Notify on section, select the Success, Warning or Error check boxes to receive email notification if a
job is run successfully, not successfully or with a warning.

4. [Optional] Click Test now to validate the SMTP server settings and send a test email.
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@ Configure and test email notifications

Mail server:
Custom ShTF server (Basic authentication A
smtp.tech.local 587
notificationz@tech.local Lse secure connection (S5L,/TLS)
(111l i1 111 1]}

Email settings:

notificationz@tech.local

administrators@tech.local

[#JobResult®] #ComputerMame® - FlobMame® - %CompletionTime® &)

Motify on: Success WWarning Error

Test Mow Click to test specified server settings
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Gmail Server Settings

To connect to the Gmail server, specify the following settings in the Configure and test email notifications
window:

1. In the Mail server section, specify the following:
a. Select the Google Gmail (Modern authentication) option from the drop-down list.

b. Click the Sign in with Google button, enter your Google account credentials and complete Google
authorization process.

IMPORTANT

When you are prompted to allow Veeam Agent sending emails on behalf of your Google
account, grant the permission and click Continue.

2. In the Email settings section, specify the following:
a. If necessary, change the email address in the From email address field to its alias.

b. If necessary, change the recipient email address in the To email address field. You can specify several
recipient email addresses separated with a comma or semicolon.

¢. In the Email subject filed, specify a subject for the message. You can use the following variables in the

subject:
i. %JobResult%
ii. %ComputerName %
iii. %JobName%

iv. %8CompletionTime%

3. In the Notify on section, select the Success, Warning or Error check boxes to receive email notification if a
job is run successfully, not successfully or with a warning.

4. [Optional] Click Test now to validate the Gmail server settings and send a test email.
To specify custom authentication options, do the following:

1. Click the Server settings button.

2. Select the Use custom settings check box.

3. Specify the application client ID and the client secret.
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To learn how to register your custom application, see Registering Application in Google Cloud Console.

@ Configure and test email notifications

Mail server:
Google Gmail (Modern authentication) - Server seftings
Anplication is authorized. G Sign in with Google

Ermail settings:

notifications@tech.local

administrators@tech local

[FelobResult®] %lomputerMame® - %lobMName® - %CompletionTime® | &

Motify on: Success Warning Error

Test Mow Click to test spedfied server settings

Registering Application in Google Cloud Console

If you want to use your own web application for email notifications, you need to configure it in the Google Cloud
console. To do this, perform the following steps:

1. Loginto the Google Cloud console under a Google account that has permissions to create applications.

2. Create a new project and enable Gmail API for the project. To do this, open APIs and services > Library >
Gmail API > Manage and click Enable API.

3. Create OAuth credentials. To do this, perform the following steps:
a. Open APIs and services > Credentials. Click Create credentials and select OAuth client ID.
b. In the Application type field, select Desktop app.
c. Inthe Name field, specify the name of your OAuth 2.0 client.

d. Click Create to generate the application client ID and the client secret. In the opened window, you can
copy credentials or download them in the JSON format. You can also find them later in the APIs and
services > Credentials section when editing your OAuth 2.0 client ID.

API APIsand services < Client ID for Desktop # DOWNLOAD JSON C RESET SECRET @ oeLeTE

<& Enabled APls and services

Name *
w Client D
o Libray emaikape01

o Credentials

Client secret
Creation date

MNote: It may take five minutes to a few hours for settings to Lake effect

. I

4. Open APIs and services > OAuth consent screen and click Edit App. Specify your application name and the
user support email and click Save and continue.

5. If your application is in the Testing status, you must specify test users. To do this, at the Test users step of
the Edit App wizard, click Add users. To apply changes, click Save and continue. Note that only test users
will have access to the app.
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API APIs and services Edit app registration

«»  Enabled APIs and services @& OAuth consentscreen — @& Scopes — @) Testusers — @ Summary

1 Library

O Credentials Tes't users
% OAuth consent screen While publishing status is set to 'Testing, only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
=u  Page usage agreements the entire lifetime of the app. Learn more
-+ ADD USERS
= Filter Enter property name or value ()

User information

backup_notifications@tech.com [}
test_email_notifications1@tech.com [
test_email_notifications2@tech.com ]

SAVE AND CONTINUE CANCEL

After you finish the registration, specify custom application registration settings when configuring the mail
server for Google Gmail OAuth 2.0 authentication. For more information, see Gmail Server Settings.

NOTE

You can leave your application in the Testing status and do not publish it. In that case, you will receive a
warning message Google hasn't verified this app when connecting to your application. If you want to verify
it, see this Google article.
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Microsoft 365 Server Settings

NOTE

Before connecting to the the Microsoft 365 server, check the version of Microsoft .NET Framework
installed on your computer. Microsoft 365 server modern authentication requires Microsoft .NET
Framework 4.6.2 or later.

If an older version of Microsoft .NET Framework is installed, perform the upgrade before proceeding to
authorization.

To connect to the Microsoft 365 server, specify the following settings in the Configure and test email
notifications window:

1. In the Mail server section, specify the following:
a. Select the Microsoft 365 (Modern authentication) option from the drop-down list.

b. Click the Authorize now button and enter your Microsoft 365 account credentials or choose an
account from the suggested list.

IMPORTANT

When you are prompted to grant Veeam Agent access to your Microsoft 365 profile, accept the
permissions listed in the opened window.

2. Inthe Email settings section, specify the following:

a. If necessary, change the email address in the From email address field to its alias.

b. If necessary, change the recipient email address in the To email address field. You can specify several
recipient email addresses separated with a comma or semicolon.

c. Inthe Email subject filed, specify a subject for the message. You can use the following variables in the

subject:
i. %JobResult%
ii. %ComputerName %
iii. %JobName%

iv. %CompletionTime%

3. In the Notify on section, select the Success, Warning or Error check boxes to receive email notification if a
job is run successfully, not successfully or with a warning.

4. [Optional] Click Test now to validate the Microsoft 365 server settings and send a test email.
To specify custom authentication options, do the following:

1. Click the Server settings button.

2. Select the Use custom settings check box.

3. Specify the application client ID and the tenant ID.
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To learn how to register your custom application, see Registering Application in Microsoft Azure Portal.

@ Configure and test email notifications

Mail server:
Microsoft 365 (Modern authentication) - Server seftings
Anplication is authorized. Re-authorize now.

Ermail settings:

notifications@tech.local

administrators@tech local

[FelobResult®] %ComputerMame® - %lobMName® - %CompletionTime® | §)

Motify on: Success Warning Error

Test Mow Click to test spedfied server settings

Registering Application in Microsoft Azure Portal

If you want to use your own web application for email notifications, you need to configure it in the Microsoft
Azure portal. To do this, perform the following steps:

1. Login to the Microsoft Azure portal under Exchange Online credentials that has permissions to register
Azure AD applications.

2. Register the application. To do this, open Azure Active Directory > App registrations and click New
registration:

a. In the Name field, specify the name of your application.

b. In the Supported account types section, select the Accounts in this organizational directory only
option.

c. Click Register.
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Home > My Directory Name | App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

email-app01 v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (My Directory Name only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v ’ | e.g. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies

After registration, you can copy application (client) ID and directory (tenant) ID. You can also find these
credentials later in the Overview section of you application properties.

Home > My Directory Name | App registrations >

] email-app01 =

£ Search ] « ]E Delete @ Endpoints Preview features

B Overview
\ Essentials
& Quickstart
Display name : email-app01

P4 Integration assistant
Application (client) ID : 83k1a03z-eb07-457a-b2fb-99n6095s4c1¢c

Manage Object ID : 97p48830-3849-2671-77ku-35f465f22000
= Branding & properties Directory (tenant) ID : 5582cvp7-02h5-a056-d8f4-ce8a3722dabg

G Supported account types : My organization onl
3 Authentication PP e HMyorganization onty

3. Add a platform configuration for your application. To do this, open Authentication > Platform
configurations and click Add a platform:

a. Select Mobile and desktop applications.

b. Select the MSAL redirect URI generated in the following format: msal<applicationid>://auth.
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c. Click Configure.

Home > My Directory Name | Ap email-app01

egistration

o) email-app01 | Authentication #

B Got feedbacir

| Ovenview
Platform canfigurations
& Quickstart
, Depending on the platiorm or device this application is targeting, additional configuration may
# Integration assistant redirect URIs, specific authentication setings, or fields specific 1o the platfarm.

Manage + Add a platform

= bronding & properties

D Authentication
Supported account types
Certificates & sacrets
Who can use this application or access this APIT
1} Token configuration
(®) Accounts in this organizational directory only (My Directory Name only - Single tenanti
% API permissions R "
< APl p () Accounts in any organizational directory (Any Azure AD directory - Multitenant)
& Exwose an API
Help me decide.
W App roles
& Owners
A\ Dua 10 temporary differences in supported functionalty, we dont recommend ensbling personsl MI

accounts for an existing registration. f you nesd 1o enabla parsanal accounts, you can do sa using i
ecfitor. Learn mees about thess pestrictions

&. Roles and administrators

H Manifest

Support + Troubleshasting Advanced settings

& Troubleshooting

B New support request

Configure Desktop + devices

< All plarforms Quickstan. Does

Redirect URIs

The URIs we will accept as destinations when retuming authentication responses (tokens)
after suceesshully authenticating users. The redireet UR| you send in the request Lo the login
server should match one listed here. Also referred to as reply URLS, Lear o
Redirect URIs and their restrictions (7%

out

[ Htpsiioginmicrosoftontine comycommon/oauthz/nstivacient [y
[ hutpsyfieginive eomfosuth20_deskeap sif (LivesDK) [
B ral83K15032-ebO7-257a-b21b-8906095sdc T auth (MSAL oyl ([

Custom redirect URls

[siicontososom

4. Grant the application the Mail.Send permission of Microsoft Graph. This will allow Veeam Agent for
Microsoft Windows to call the Microsoft Graph API for sending email notifications. To do this, open API

permissions and click Add a permission:

a. Select Microsoft Graph > Application Permissions.

b. Select the Mail.Send permission from the list and click Add permissions.

Home > My Directory Name | App registrations > email-appd1

Request APl permissions X
- email-app01| APl permissions =
<Al APl
|2 search () Refresh | 37 Got feedback? C Microsoft Graph
htps://graph micresaftcam, Docs o
o
B ovenver What type of permissions does your application require?
& Quickstart Configured permissions
Deegated permisicns Application permissions
? iegration assistant Applications are authorized to cail APIs when they at
# Integratian assistant : Vour application needs 1o access the APl &5 PP nnssss or a
all the permissians the application needs. Leam mon unl s
Manage
- Add a permission  +/ Grant admin consent
B2 Branding & properties axpand al

Select permissions

API / Permissions name Type
D Authentication 5 sl Send
“Microsot Graph (1)
Certificates & secrets Permission
Usee o Delegated

i1 Token configuration

- Mail ()
< AP permissions

To view and manage cansented permissions for indit MalSed @

& Expose an AP| (-]
Send mail as any user

B App roles

B owners

& Roles and administrators

B Manifest
Suppart + Troubleshaating
£ Troubleshooting

& Mew support request

Add permissions

Admin consent required

5. Click Grant admin consent for <Your Directory Name>. In the displayed window, click Yes to confirm the

operation.

Home > My Directory Name | App registratiens > email-app01
= email-app01| AP| permissions  #

[Fsersh |«

B ovensiew

O Retresh | & Got feedback?

Grant admin consent confirmation.
& Quickstart
match what is listed below.

all the perissions the application needs. Learn mare about per

& Integration assistant

Manage

e ard consent

=
2

8randing & properties

Authentication 4 Add a permission  ~ Grant admin consent for My Directory Name

Certificates & secrets AP / Permissions name Type Description

| Token configuration

s

 Microsoft Graph (2

API permissions M Send Application  Send mail as any user

Expase an API User Read Delegated  Sign in and resd user profile

App roles

Do you want to grant consent for the requested permissions for all accounts in My Directory Name? This will update any existing admin consent records this application already has to

Admin consent requ...  Status

A\ ot granted for My Dire

@ Granted for My Diractor

After you finish the registration, specify custom application registration settings when configuring the mail
server for Microsoft 365 OAuth 2.0 authentication. For more information, see Microsoft 365 Server Settings.
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Checking for New Product Versions and
Updates

You can set up Veeam Agent for Microsoft Windows to automatically notify you about new product versions and
updates. When a new version or patch becomes available, Veeam Agent for Microsoft Windows displays a
notification in the notification bar. You can download the setup file and update Veeam Agent for Microsoft
Windows. To learn more, see Upgrading Veeam Agent for Microsoft Windows.

By default, automatic notifications are enabled. To disable notifications:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select About.

3. Inthe Update section, clear the Automatically check and notify me on available updates check box.
To manually check if product updates are available, click Check Now.
NOTE

Consider the following:

e To getinformation about available product updates, Veeam Agent for Microsoft Windows sends
request to the Veeam Update Notification Server (autolk.veeam.com).

e For downloading setup files, Veeam Agent uses the Background Intelligent Transfer Service (BITS).
If this service is disabled on the Veeam Agent computer, Veeam Agent for Microsoft Windows will
not be able to download a setup file.

Version:

Veearn Agent for Microzoft Windows 6.1.0.349 - Server Edition

Manage licenze and edition

Update:

Your wersion is up to date. Last checked: 18 hours ago

Check MNow

Autormatically check and notify me on available updates
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Managing Veeam CBT Driver

You can set up Veeam Agent to use the Veeam CBT driver instead of the default CBT mechanism. The Veeam
CBT driver offers more efficient changed block tracking mechanism that will be useful for machines running
applications with large database files. To learn more about how the Veeam CBT driver works, see Veeam
Changed Block Tracking Driver.

You can perform the following operations with the Veeam CBT driver in Veeam Agent:
e Install the Veeam CBT driver.
e Remove the Veeam CBT driver.
e Remove the Veeam CBT driver with Veeam Recovery Media.

e Reset the Veeam CBT driver.
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Installing Veeam CBT Driver

You can install the Veeam CBT driver at any time you need. To use the Veeam CBT driver, the Veeam Agent
computer must meet the following requirements:

e Run a 64-bit version of Microsoft Windows OS.

e Run one of the following OSes:
o Microsoft Windows 11 (from version 21H2 to version 23H2).
o Microsoft Windows 10 (from version 1803 to version 22H2).

o Microsoft Windows Server OS that is supported by Veeam Agent. For more information, see System
Requirements.

e Run the Workstation or Server edition of Veeam Agent for Microsoft Windows.

IMPORTANT
Consider the following:

e  Prior to installing the Veeam CBT driver on a computer running Microsoft Windows Server 2008 R2
SP1, make sure that update KB3033929 is installed in the OS.
The update adds the SHA-2 code signing support that is required for verification of the Veeam CBT
driver signature. Without this update installed, the OS running on a protected computer will fail to
boot after you install the Veeam CBT driver. To learn more, see this Microsoft KB article.

e Do not install the Veeam CBT driver on a computer running Microsoft Windows Server 2008 R2 SP1,

2012 or 2012 R2 if one or more volumes on this computer are encrypted with Microsoft BitLocker (or
other encryption tool), or if you plan to use Microsoft BitLocker to encrypt volumes on this
computer. Concurrent operation of Microsoft BitLocker and Veeam CBT driver may result in driver
failures and may prevent the OS from starting.

e Do not install the Veeam CBT driver on a computer if you plan to use devices with hardware
encryption made according to the TCG Opal Security Subsystem Class Specification. Operation of the
driver on such devices may lead to a crash of the operating system. To learn more about the TCG
Opal Security Subsystem Class Specification, see this Trusted Computing Group webpage.

To install the Veeam CBT driver:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.
3. Click Install CBT driver.

4. To complete the installation process, Veeam Agent for Microsoft Windows needs to reboot the computer.
To reboot the computer immediately, in the displayed window, click Yes. After Veeam Agent for Microsoft
Windows reboots the computer, the driver will start tracking blocks that are changing on the volumes
whose data you chose to back up in the backup job settings.

If you choose not to reboot the computer immediately, Veeam Agent for Microsoft Windows will continue
to use the default CBT mechanism until the next computer reboot.
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Settings

General:

[ ] Disable scheduled backups
M

M a @ Reboot is reguired to finish updating the driver, Restart this computer now?

M a
| Yes M | Mo

N

Enable control panel notifications

[]Enable email notifications Configure and test

Installing Changed Block Tracking (CET) driver improwves incremental

backup performance. ®7 Install CBT driver
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Removing Veeam CBT Driver

You can quickly remove the Veeam CBT driver, for example, if your Veeam Agent computer does not run
applications with large database files any more, and you do not need to perform advanced change block
tracking on this computer.

To remove the Veeam CBT driver:

1. Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

2. From the main menu, select Settings.

3. Click Uninstall.

4. To complete the uninstallation process, Veeam Agent for Microsoft Windows needs to reboot the
computer. To reboot the computer immediately, in the displayed window, click Yes. After computer
reboot, Veeam Agent for Microsoft Windows will use the default CBT mechanism to get the list of
changed data blocks.

TIP

You can also uninstall the Veeam CBT driver in the Microsoft Windows control panel:

1. From the Start menu, select Control Panel > Programs and Features.
2. Inthe programs list, right-click Veeam CBT Driver and select Uninstall.
3. Inthe displayed window, click Yes.

Settings

General:

[ ] Disable scheduled backups
M

Ma @ Reboot is reguired to finish updating the driver, Restart this computer now?

M a
fes %J | Mo

Nc

Enable control panel notifications

] Enable email notifications  Configure and test

Installing Changed Block Tracking (CET) driver improwes incremental backup

Uninstall
perfarmance, ® Uninsta
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Removing CBT Driver with Veeam
Recovery Media

You can use the Veeam Recovery Media to remove the Veeam CBT driver from your Veeam Agent computer. This
operation may be required, for example, if the OS on your computer fails to start after you have installed the
Veeam CBT driver in Veeam Agent for Microsoft Windows.

To remove the Veeam CBT driver:

1. Boot from the Veeam Recovery Media.

2. On the Veeam Recovery Media screen, click Tools > Command Prompt or press [Shift] + [F10].

3. Use a command with the following syntax:

X:\VeeamRecovery\Veeam.Endpoint.Recovery.exe -RemoveVeeamCBTDriver

4. Reboot the Veeam Agent computer.

NOTE

Veeam Agent for Microsoft Windows will remove the Veeam CBT Driver from the Veeam Agent computer.
However, a record about the driver will remain in the Microsoft Windows control panel. To remove the

record, from the Start menu, select Control Panel > Programs and Features. Then right-click Veeam CBT
Driver in the programs list and select Uninstall.
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Resetting CBT

In some cases, it may be required to reset CBT data collected by the Veeam CBT driver. For example, this may be
necessary if you want to avoid performing active full backup after a volume was changed in a non-Windows OS.

To reset CBT, run the command line interface with administrative privileges and use one of the following
commands:

e Toreset CBT for all volumes of the Veeam Agent computer, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" RESETC
BT all

e Toreset CBT for a specific volume, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" RESETC
BT %volumeMountPoint%

or

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe" RESETC
BT %$volumeUUIDS%
where:
o %volumeMountPoint% — mount point of the volume, for example: C:\.

o %volumeUUID$ — ID of the volume, for example: \\ 2\Volume {1214be80-1165-41e5-8244-
8fbf79d85c31}.

After CBT reset, during the next backup job session, Veeam Agent for Microsoft Windows will create
incremental backup. The backup job session will require greater time, because Veeam Agent for Microsoft
Windows will need to read all data from the backed-up volumes.
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Getting Support

If you have any questions or want to share your feedback about Veeam Agent, you can use one of the following
options:

e You can search for the information on the necessary subject in the current Veeam Agent for Microsoft
Windows User Guide.

e You can visit Veeam R&D Forums and share your opinion or ask a question.

e You can submit a support case to the Veeam Customer Support directly from the product. To learn more,
see Reporting Issues.

To access help and support options in Veeam Agent:
1. Right-click the Veeam Agent for Microsoft Windows icon in the system tray and select Control Panel.
2. From the main menu, select Support.

3. Click one of available options to get support on the product.

Support

Need help?

Online Help
Opens Weeamn Help Center in your default browser.

Submit Feedback
Openz Weearmn R&D Forum in vour default browser, @

Technical Support
Submit a support case to Veeam Customer Suppaort,
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Reporting Issues

You can submit a support case in the Control Panel. To submit a support case:

1.

Double-click the Veeam Agent for Microsoft Windows icon in the system tray, or right-click the Veeam
Agent for Microsoft Windows icon in the system tray and select Control Panel.

From the main menu, select Support.
Click Technical Support.

In the email field of the Report an issue window, enter a valid email address.

If the email address that you have entered in not registered at the Veeam Customer Support Portal, click
Register on the right of the email field. Veeam Software will register your email address and send you a
verification email to the specified address. When you receive a verification email, open it and click a link
provided in the email to complete the verification procedure. After the verification procedure is complete,
you will be able to submit a support case.

In the description fields, enter a short and detailed description of your problem.

Select the | agree that debug logs will be uploaded to Veeam servers automatically check box and click
Submit Case.

Veeam Agent will automatically collect logs from your computer (without additional warnings) and open a
support case at the Veeam Customer Support Portal.

IMPORTANT
Consider the following:

e If you have any questions about the product functionality, do not submit a support case through the

Veeam Customer Support Portal and do not send an email to the Veeam Customer Support directly.
To submit a support case, use the Control Panel in Veeam Agent for Microsoft Windows.

e You can submit a support case only in the Control Panel of the current version of Veeam Agent. If

you use an older version of Veeam Agent, upgrade Veeam Agent and check whether the problem
still exists in the current version. If the problem exists, use the Control Panel to submit a support
case.
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@ Report an issue

Paid edition users may open support cases using the form below or by using Customer Support Portal.
Free edition users are encouraged to report issues using the form below — response will be provided to
the zpecified ermail address on best effort basis depending on support staff availability, but is not
guaranteed.

Jehn.smith@tech.com

Tray agent is not connected

Hi. | have a problem. The tray icon in the System Tray is gray, and Yeeam Agent reports that the tray |T|
agent iz not connected to the Veearm Agent for Microsoft Windows service,

What can | do to fix thizs problem?

Thank you,
John

P! agree that debug logs will be uploaded to Veearm servers autornatically Submit Case
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Using with Veeam Backup & Replication

If you have the Veeam backup infrastructure deployed in the production environment, you can use Veeam Agent
together with Veeam Backup & Replication.

IMPORTANT

If you plan to use Veeam Agent for Microsoft Windows 6.1 with Veeam Backup & Replication, you must
install Veeam Backup & Replication 12.1 on the Veeam backup server.

If you plan to use Veeam Agent for Microsoft Windows 6.0 with Veeam Backup & Replication, you must
install Veeam Backup & Replication 12.0 on the Veeam backup server.

NOTE

This and subsequent sections describe tasks with Veeam Backup & Replication available for Veeam Agent
operating in the standalone mode. For information about tasks available in Veeam Backup & Replication
within the Veeam Agent management scenario, see the Veeam Agent Management Guide.

Tasks with Veeam Backup & Replication

Veeam Backup & Replication lets you perform a number of additional data protection and disaster recovery
tasks, as well as administrative actions with Veeam Agent backups. You can:

Grant access permissions on backup repositories.

Manage Veeam Agent licenses.

Data protection tasks

Create Veeam Agent backups on backup repositories.
Create Veeam Agent backups on Veeam Cloud Connect repositories.
Copy Veeam Agent backups to secondary backup repositories.

Archive Veeam Agent backups to tape.

Restore tasks

Restore Veeam Agent backups to Hyper-V VMs.

Restore Veeam Agent backups to VMware vSphere VMs.
Restore Veeam Agent backups to Nutanix VMs.

Restore volumes from Veeam Agent backups.

Restore files and folders from Veeam Agent backups..
Restore application items from Veeam Agent backups.
Restore disks from Veeam Agent backups.

Publish disks to analyze backup content.

Restore data from Veeam Agent backups to Amazon EC2.
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e Restore data from Veeam Agent backups to Microsoft Azure.
e Restore data from Veeam Agent backups to Google Compute Engine.
e Export restore points of Veeam Agent backups to standalone full backup files.

Administrative tasks

Import Veeam Agent backups.

e Enable and disable Veeam Agent backup jobs.
e View Veeam Agent backup job statistics.

e Delete Veeam Agent backup jobs.

e View Veeam Agent backup properties.

e Create recovery tokens.

e Copy Veeam Agent backups.

e Remove Veeam Agent backups.

e Delete Veeam Agent backups.

e Configure global settings.

e Assign roles to users.
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Setting Up User Permissions on Backup
Repositories

To be able to store backups in a backup repository managed by a Veeam backup server, the user must have
access permissions on this backup repository.

NOTE

If you plan to create backups in a Veeam backup repository with Veeam Agent backup jobs configured in
Veeam Backup & Replication, you do not need to grant access permissions on the backup repository to
users. In the Veeam Agent management scenario, to establish a connection between the backup server and
protected computers, Veeam Backup & Replication uses a TLS certificate. To learn more, see the
Configuring Security Settings section in the Veeam Agent Management Guide.

Access permissions are granted to security principals such as users and AD groups by the backup administrator
working with Veeam Backup & Replication. Users with granted access permissions can target Veeam Agent
backup jobs at this backup repository and perform restore from backups located in this backup repository.

Right after installation, access permissions on the default backup repository are set to Allow to everyone for
testing and evaluation purposes. If necessary, you can change these settings.

After you create a new backup repository, access permissions on this repository are set to Deny to everyone. To
allow users to store backups in the backup repository, you must grant users with access permissions to this
repository.

To grant access permissions to a security principal:
1. In Veeam Backup & Replication, open the Backup Infrastructure view.
2. Intheinventory pane, click one of the following nodes:

o The Backup Repositories node — if you want to grant access permissions on a regular backup
repository to Veeam Agent users.

o The Scale-out Repositories node — if you want to grant access permissions on a scale-out backup
repository to Veeam Agent users.

3. Inthe working area, select the necessary backup repository and click Set Access Permissions on the ribbon,
or right-click the backup repository and select Access permissions. If you do not see the Set Access
Permissions button on the ribbon or the Access permissions command is not available in the shortcut
menu, press and hold the [Ctrl] key, right-click the backup repository and select Access permissions.
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= = =

Set Yeeamn Al

=
Add Edit  Remove  Prowy SetAccess
Repository Repository Repository  Affinity Permissions Location ~

Manage Repository Manage Settings Tools Online Assistant

Rescan

Backup Infrastructure Q) Type in an object name to search for

g Backup Proxies Marne T Type Hast Path Capacity Used Space Free Description
£ Backup Repasitories = ABC Company Cloud Repasitory  Cloud 172243167 \ABC Company 100 GB 60.7 GB 30368 Cloud repositary
[, Bxtemal Repositories efault Backup Repositary P ackup 1294 GB 3661 MB 57GB  Created by Veeam Backup
il Scale-out Repositories = Second Backup Repository = fesn eearn_backup 1204 GB 0B 4GB Created by WINSRVOOH\Adrministrat...
£ WAN Accelerstors H Remove
£ Service Providers B Prowy sffinity..
> SureBackup
=
» @ Managed Servers [ Access permissions... I
Q@  Location »
7 Properties..

@ Home
EE_\ Inwentary
(3 Backup Infrastructure

[ Fites
[ wistory

remaining

Connectedto: localhost ~ Build: 12102131 Enterprise Plus Edition  Support expir

4. In the Access Permissions window, in the Standalone applications tab, specify to whom you want to grant
access permissions on this backup repository:
o Allow to everyone — select this option if you want all users to be able to store backups on this backup

repository. Setting access permissions to £veryoneis equal to granting access rights to the Everyone
Microsoft Windows group (Anonymous users are excluded). However, we recommend this scenario for

demo environments only.

Allow to the following accounts or groups only — select this option if you want only specific users to
be able to store backups on this backup repository. Click Add to add the necessary users and groups
to the list.

5. If you want to encrypt Veeam Agent backup files stored in the backup repository, select the Encrypt
backups stored in this repository check box and choose the necessary password from the field below. If
you have not specified a password beforehand, click Add on the right or the Manage passwords link to add
a new password. Veeam Backup & Replication will encrypt files at the backup repository side using its
built-in encryption mechanism. To learn more, see Veeam Backup & Replication Documentation.

IMPORTANT

If Veeam Agent is set up to use the backup cache, and the backup cache contains one or more restore
points, Veeam Agent will automatically remove these restore points from the backup cache after you

enable or disable the encryption option for the backup repository.
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Access Permissions

Security | Standalone applications

Repositony access:
(O Deny to everyone

O Allow to everyone

® Allow to the following accounts anly

Account or group Add...

&a TECH\john.smith Remove

£ TECHwilliam.fox

Encrypt standalone application backups stored in this repository

Passward:
| Secure password (Last edited: less than a day ago) w || Addl... |
D Loss protection enabled Manage passwords

| OK | | Cancel |
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Managing License

If you plan to use Veeam Agent with Veeam Backup & Replication, you must install a license in Veeam Backup &
Replication or Veeam Backup Enterprise Manager. The license must have a total number of instances that is
sufficient to protect machines (servers and workstations) on which you plan to install Veeam Agent. For more
information, see Veeam Licensing Policy.

After Veeam Agent connects to Veeam Backup & Replication, Veeam Agent automatically starts consuming
instances in the license. The product edition for Veeam Agent is selected depending on the type of the OS
running on the Veeam Agent computer. You can switch to another commercial edition of Veeam Agent manually
if needed. If you do not want Veeam Agents to consume instances, you can restrict instance consumption. For
more information, see Managing Instance Consumption by Veeam Agents.

The number of backup jobs configured in Veeam Agent does not impact instance consumption. For example, if 2
backup jobs are configured in Veeam Agent that operates in the Server edition, this Veeam Agent will consume
instances required for 1 server.

Veeam Agent obtains information about the license from Veeam Backup & Replication and keeps it locally on
the Veeam Agent computer. Information about the license is valid for 32 days. If Veeam Agent does not connect
to Veeam Backup & Replication during this period, Veeam Backup & Replication will revoke its license.

NOTE

In addition to managing Veeam Agent licenses, you can use the Veeam Backup & Replication console to
manage Veeam Agent backup jobs and perform operations with backups created by these jobs.

If your backup server is connected to Veeam Backup Enterprise Manager, you can use Veeam Backup
Enterprise Manager to manage licenses and perform restore tasks with Veeam Agent backups. You cannot
manage Veeam Agent backup jobs with Veeam Backup Enterprise Manager.
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Managing Instance Consumption by Veeam
Agents

By default, Veeam Backup & Replication allows Veeam Agents to connect to the Veeam backup server and
consume instances in the license. If you do not want Veeam Agents to consume instances, you can restrict

instance consumption.

If you restrict instance consumption, Veeam Backup & Replication will switch all Veeam Agents connected to
this Veeam backup server to the free edition that offers limited capabilities. For information about Veeam Agent

editions, see Product Editions .

To restrict instance consumption by Veeam Agents:
1. In Veeam Backup & Replication, from the main menu, select License.
2. Inthe License Information window, click the Instances tab.

3. On the Instances tab, clear the Allow unlicensed agents to consume instances check box.

4. Click Close.

License Information

License MGRCHTLH

Type Count kultiplier Instances hanage..,
Servers 4 1 4

[ &llow unlicensed agents to consume instances Clase
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Assigning License to Veeam Agent

After Veeam Agent connects to Veeam Backup & Replication, Veeam Agent automatically starts consuming the
license. The product edition for Veeam Agent is selected depending on the type of the OS running on the
protected computer.

You can also assign a license to Veeam Agent manually if needed. When you assign a license, you can select the
product edition, too.

To assign a license:
1. In Veeam Backup & Replication, from the main menu, select License.
2. Inthe License Information window, select the Instances tab and click Manage.

3. Inthe Licensed Instances window, select the Veeam Agent to which you want to assign the license, click
Assign and select the desired product edition: Workstation or Server.

Licensed Instances

Marme Host Instances License Aissign
El- winsn 002 Standalone 1 Server “W/arkstation
EA snii Standalone 1 Server Server
EA sredz Standalone 1 Server
|Q Tipe in an object nome to seorch for ) 4 |
Ok
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Viewing Licensed Veeam Agents and Revoking
License

When Veeam Agent connects to the backup server, Veeam Backup & Replication applies a license to the Veeam
Agent. You can view to which Veeam Agents the license is currently applied.

To view a list of licensed Veeam Agents:
1. In Veeam Backup & Replication, from the main menu, select License.
2. Inthe License Information window, select the Instances tab and click Manage.

In the list of licensed instances, Veeam Backup & Replication displays Veeam Agents that have established a
connection with the backup server when you created the backup job.

Revoking License from Veeam Agents

You can revoke the license from some Veeam Agents and re-apply it to other protected workloads. License
revoking can be helpful, for example, if you do not want to use some Veeam Agents with Veeam Backup &
Replication anymore.

To revoke a license from the Veeam Agent:
1. In Veeam Backup & Replication, from the main menu, select License.
2. Inthe License Information window, select the Instances tab and click Manage.

3. Inthe Licensed Instances window, select a Veeam Agent and click Revoke. Veeam Backup & Replication
will revoke the license from the Veeam Agent, and the license will be freed for other workloads that you
want to protect with Veeam products.

Licensed Instances

Mame Huost Instances License | Assign |
E- winsrs002 Standalone 1 Server

EAsn Standalone 1 Server
EA sz Standalone 1 Server

|Q Type in an object nome to search for X |

Ok
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The Veeam Agent from which you have revoked the license will become unable to connect to the Veeam
backup server but will remain in the Licensed Instances list. To allow this Veeam Agent to create backups
in the Veeam backup repository, select the Veeam Agent and click Remove. During the next backup job
session, the Veeam Agent will connect to the Veeam backup server and start consuming the license.

Licensed Instances

Mame Huost Instances License Assign

E:- winsra002 Standalone 0 Unlicensed
EAsnm Standalone 1 Server X
EA sz Standalone 1 Server
|Q Type in an object nome to search for x |
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Performing Data Protection Tasks

You can perform the following data protection tasks:

e Back up your data and store the resulting backup files in one of the following types of Veeam backup
repositories:

o Inabackup repository managed by a Veeam backup server
o InaVeeam Cloud Connect repository

o Copy Veeam Agent backups from the backup repository to a secondary backup repository with backup
copy jobs.

o Archive Veeam Agent backups to tapes with backup to tape jobs.
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Backing Up to Backup Repositories

You can store backups created with Veeam Agent in backup repositories connected to Veeam backup servers. To
do this, you must perform the following actions:

1. Set up user permissions at the backup repository side.

2. Point the Veeam Agent backup job to the backup repository.

NOTE
Consider the following:

e A Veeam Agent backup job can be started automatically upon the defined schedule or manually
from the Veeam Agent computer. You cannot start, stop, retry or edit Veeam Agent backup jobs in
the Veeam Backup & Replication console.

e If the user is granted restore permissions on the Veeam backup server, the user will be able to see
all backups in the backup repository.

e The user who creates a Veeam Agent backup in the backup repository is set as the owner of the
backup file. The backup file owner can access this file and restore data from it. If the user who is not
the backup file owner needs to perform operations with the backup file, the user must have the
Veeam Backup & Replication role that allows to perform these operations. To learn more about
roles, see the Users and Roles section in the Veeam Backup & Replication User Guide.

Backup jobs targeted at the backup repository become visible in Veeam Backup & Replication under the Jobs >
Backup node in the Home view. Backups created with Veeam Agent are available under the Backups > Disk node
in the Home view.

The Veeam Backup Administrator working with Veeam Backup & Replication can manage Veeam Agent backup
jobs and restore data from Veeam Agent backups. To learn more, see Restoring Data from Veeam Agent Backups
and Performing Administration Tasks.
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Backing Up to Cloud Repositories

You can store backups created with Veeam Agent in cloud repositories provided to you by a Veeam Cloud
Connect service provider. To do this, you must connect to the service provider and point the backup job to the
cloud repository. To learn more, see Specify Service Provider Settings.

Veeam Agent Backups on Tenant Side

Backups created with Veeam Agent are available under the Cloud node in the Home view of the Veeam Backup
& Replication console deployed on the tenant side.

The backup administrator working with Veeam Backup & Replication on the tenant side can manage Veeam
Agent backups created in the cloud repository and restore data from such backups. To recover data from a
Veeam Agent backup, you can perform the following operations:

e Export computer disks as virtual disks.
e Restore guest OS files.

e Export restore points to standalone full backup files.
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Veeam Agent Backups on Service Provider Side

The service provider can view information about backup and restore sessions performed by Veeam Agent users.
The full list of sessions is available in the History view of the Veeam backup console deployed on the service
provider side. The list of sessions performed within the last 24 hours is available under the Last 24 hours node in
the Cloud Connect view of the Veeam backup console on the service provider side. The service provider cannot
view detailed statistics about individual sessions in the list.

The service provider cannot perform restore tasks with Veeam Agent backups that are stored in the cloud
repository.
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Performing Backup Copy for Veeam Agent
Backups

You can configure backup copy jobs that will copy backups created with Veeam Agent to a secondary backup
repository.

Backup copy jobs treat Veeam Agent backups as usual backup files. The backup copy job setup and processing
procedures practically do not differ from the same procedures for a backup copy job that processes VM backups.
To learn more about backup copy jobs, see the Backup Copy section in the Veeam Backup & Replication User
Guide.

When mapping a backup copy job to a Veeam Agent backup, consider the limitations listed in the Map Backup
File section in the Veeam Backup & Replication User Guide.

Mews Backup Copy lob x
w Objects
I_-——I Add ohjects which backups should be mirrored to the target repository. Immediate backup copy job will process image-level
and transacticn log backups,
Job Objects to process
Name Type Size T | Add... |
_ ': Systern Backup Agent for Windows 143 GB Remave
Target E" Default Backup Repository  Repository 144 GB
Si= Second Backup Repository  Repository 144 GB
Data Transfer
Exclusions...
Schedule
Summary
Recalculate
Total size:
4.32 GB
Include database transaction log backups (increases bandwidth usage)
< Previous Mext > Finish Cancel

Restoring Data from Copies of Veeam Agent Backups

Backups copied to the secondary backup repository do not preserve user access permissions. At the same time,
users who created backups do not have access permissions on these secondary repositories. For this reason,
users cannot restore data from their backups residing in the secondary site.

To overcome this limitation, you can delegate the restore task to backup administrators who work with Veeam
Backup & Replication. Backup administrators can use Veeam Backup & Replication options to recover data from
such backups: for example, perform file-level restore or retrieve necessary application items with Veeam
Explorers.

You can also restore data from the copied backup stored in the target repository using Veeam Agent.

To do this:
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1. In Veeam Agent, launch the Volume Level Restore wizard to restore volumes or File Level Restore wizard
to restore files and folders. You can also boot from the Veeam Recovery Media and launch the Veeam
Recovery Media wizard for data restore.

2. At the Backup Location step of the wizard, select Network storage.
3. At the Network Storage step of the wizard, select to restore data from the backup repository.

4. At the Backup Server wizard, specify settings for the Veeam backup server that manages the target
backup repository where the copied backup is located.

5. Select the Specify your personal credentials check box and provide credentials for the user who has the
Veeam Backup Administrator or Veeam Restore Operatorrole on the Veeam backup server.

6. Pass through the next steps of the wizard and select a backup and restore point from which you want to
restore data.

3 valume Level Restore x

Backup Server
¢ Specify a WVeearn Backup & Replication server name and authentication method, You can use Windows credentials in the
I:I DOMAINYISERMNAME format or a recowvery token from your backup administrator,

Backup Location Weearn backup server name or IP address Port:
|'|?2.'|?.53.'|3 10000 2

Metwwork Storage

_ Specify wour personal credentials:

Backup Usernarme: |\-"EEAM\Administrator |
Restare Point Passward: |ouuouu| l’a"\|
Disk Mapping

Surntmary

Progress

< Previaus Finish Cancel
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Archiving Veeam Agent Backups to Tape

You can configure backup to tape jobs to archive Veeam Agent backups to tape.

Backup to tape jobs treat Veeam Agent backups as usual backup files. The archiving job setup and processing
procedures practically do not differ from the regular ones. To learn more about backup to tape jobs, see the
Backup to Tape section in the Veeam Backup & Replication User Guide.

NOTE

Note that in backup to tape job schedule, you cannot select the After this job option for a Veeam Agent job
that was configured directly on a Veeam Agent computer.

Mews Backup to Tape Job X
Backups
Specify objects to be processed by this tape job,
[
Marme Backups:
Marne Type Size Add...
_ Daily Backup Windows Agent., 317 GB Rermoue
Media Pool Sg,-'stem Backup Windouws fgent.,, 333 GB
Incrermemntal Backup
Optians + LUp
Schedule * Down
Surmrmary
Full:
335GB
Incrernental:
1.58 GB
% Previous Mext = Finish Cancel
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Restoring Data from Veeam Agent Backups

You can perform the following restore operations:
e Restore Veeam Agent backups to VMware vSphere VMs
e Restore Veeam Agent backups to Hyper-V VMs
e Restore Veeam Agent backups to Nutanix AHV VMs
e Restore data from Veeam Agent backups to Microsoft Azure
e Restore data from Veeam Agent backups to Amazon EC2
e Restore data from Veeam Agent backups to Google Compute Engine
e Restore computer volumes from Veeam Agent backups
e Restore individual files and folders from Veeam Agent backups
e Restore application items from Veeam Agent backups with Veeam Explorers
e Export computer disks as VMDK, VHD or VHDX disks
e Publish disks to analyze backup content

e Export restore points of Veeam Agent backups to standalone full backup files
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Restoring Veeam Agent Backup to vSphere VM

In the Veeam Backup & Replication console, you can use Instant Recovery to restore a Veeam Agent computer as
a VMware vSphere VM in your virtualization environment.

A restored VMware vSphere VM will have the same settings as the backed-up Veeam Agent computer. During
the restore process, Veeam Backup & Replication retrieves the settings of the Veeam Agent computer from the
backup and applies them to the target VM. These settings include:

e Amount of RAM.

e Number of CPU cores.

e Number of network adapters.
e Network adapter settings.

e BIOS UUID.

If you do not want to preserve the backed-up machine UUID for a VMware vSphere VM, you can create a
new UUID during the Instant Recovery configuration process.

e Number of disks and volumes.

e Size of volumes.

Considerations and Limitations

If you restore a Veeam Agent computer to a VMware vSphere VM, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository only. You
cannot perform this operation with Veeam Agent backups stored in a Veeam Cloud Connect repository.

e Make sure that the target host has enough resources for a new VM. Otherwise, your VM will reduce the
target host performance.

e If you restore a workload to the production network, make sure that the original workload is powered off.

Restore to vSphere VM

The procedure of Instant Recovery for a Veeam Agent computer practically does not differ from the same
procedure for a VM. The main difference from Instant Recovery is that you do not need to select the recovery
mode, because Veeam Agent computers are always restored to a new location. To learn more, see the
Performing Instant Recovery of Workloads to VMware vSphere section in the Veeam Backup & Replication User
Guide.
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Restoring Veeam Agent Backup to Hyper-V VM

In the Veeam Backup & Replication console, you can use Instant Recovery to restore a Veeam Agent computer as
a Hyper-V VM in your virtualization environment.

A restored Hyper-V VM will have the same settings as the backed-up Veeam Agent computer. During the restore
process, Veeam Backup & Replication retrieves settings of the Veeam Agent computer from the backup and
applies them to the target VM.

Considerations and Limitations

If you restore a Veeam Agent computer to a Hyper-V VM, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository only. You
cannot use backups stored in a Veeam Cloud Connect repository for this operation.

e You cannot recover an EFI-based Veeam Agent computer that runs Windows 7, Windows Server 2008 or
Windows Server 2008 R2 to a Hyper-V VM. These OSes can be restored only to a Generation 1 VM that
does not support EFI. To learn more, see this Microsoft article.

e Make sure that the target host has enough resources for a new VM. Otherwise, your VM will reduce the
target host performance.

e Veeam Agent computer disks are recovered as dynamically expanding virtual disks.

e By default, Veeam Backup & Replication automatically powers on a VM after restore. If you do not want to
power on a VM after restore, you can change this setting during the Instant Recovery configuration
process.

Restore to Hyper-V VM

The procedure of Instant Recovery for a Veeam Agent computer practically does not differ from the same
procedure for a VM. The main difference from Instant Recovery is that you do not need to select the recovery
mode, because Veeam Agent computers are always restored to a new location. To learn more, see the
Performing Instant Recovery of Workloads to Hyper-V section in the Veeam Backup & Replication User Guide.
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Restoring Veeam Agent Backup to Nutanix VM

You can use the Veeam Backup & Replication console to restore a Veeam Agent computer as a Nutanix AHV VM
in your virtualization environment.

Considerations and Limitations

If you restore a Veeam Agent computer to a Nutanix AHV VM, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository only. You
cannot perform this operation with Veeam Agent backups stored in a Veeam Cloud Connect repository.

e Torestore to Nutanix AHV, you must install Nutanix AHV Plug-in on the Veeam Backup & Replication
server. To learn more, see the Installation section in the Veeam Backup for Nutanix AHV User Guide.

Restore to Nutanix AHV

The procedure of restore to Nutanix AHV for a Veeam Agent computer practically does not differ from the same
procedure for a VM. To learn more about restore to Nutanix AHV, see the Restoring VMs Using Veeam Backup &
Replication Console section in the Veeam Backup for Nutanix AHV User Guide.
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Restoring to Microsoft Azure

You can use the Veeam Backup & Replication console to restore computers from Veeam Agent backups to
Microsoft Azure.

Considerations and Limitations

If you restore a Veeam Agent computer to Microsoft Azure, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository only. You
cannot perform this operation with Veeam Agent backups stored in a Veeam Cloud Connect repository.

e Veeam Agent backups must be created at the entire computer level or volume level.

e If you recover an EFl-based system to Microsoft Azure, Veeam Agent will restore a BIOS-based Generation
1VM.

e Veeam Backup & Replication offers experimental support for generation 2 VMs within restore to Microsoft
Azure feature. To learn more, see the Generation 2 VM Support section in the Veeam Backup & Replication
User Guide.

Restore to Microsoft Azure

The procedure of restore to Microsoft Azure from a Veeam Agent backup practically does not differ from the
same procedure for a VM backup. To learn more about restore to Microsoft Azure, see the Restoring to
Microsoft Azure section in the Veeam Backup & Replication User Guide.
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Restoring to Amazon EC2

You can use the Veeam Backup & Replication console to restore computers from Veeam Agent backups to
Amazon EC2.

Considerations and Limitations

If you restore a Veeam Agent computer to Amazon EC2, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository only. You
cannot perform this operation with Veeam Agent backups stored in a Veeam Cloud Connect repository.

e Veeam Agent backups must be created at the entire computer level or volume level.

Restore to Amazon EC2

The procedure of restore to Amazon EC2 from a Veeam Agent backup practically does not differ from the same
procedure for a VM backup. To learn more about restore to Amazon EC2, see the Restoring to Amazon EC2
section in the Veeam Backup & Replication User Guide.
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Restoring to Google Compute Engine

You can use the Veeam Backup & Replication console to restore computers from Veeam Agent backups to
Google Compute Engine.

Considerations and Limitations

If you restore a Veeam Agent computer to Google Compute Engine, consider the following:

e You can use backups of Microsoft Windows computers stored in a Veeam backup repository. You cannot
perform this operation with Veeam Agent backups created on the Veeam Cloud Connect repository.

e Veeam Agent backups must be created at the entire computer level or volume level.

Restore to Google Compute Engine

The procedure of restore to Google Compute Engine from a Veeam Agent backup practically does not differ
from the same procedure for a VM backup. To learn more about restore to Google Compute Engine, see the
Restoring to Google Compute Engine section in the Veeam Backup & Replication User Guide.
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Restoring Volumes

You can use Veeam Backup & Replication to restore a specific computer volume or all volumes from a volume-
level backup created with Veeam Agent for Microsoft Windows.

If data on a computer volume gets corrupted, you can restore this volume from the backup. For volume-level
restore, you can use backups that were created at the volume level. File-level backups cannot be used for
volume restore.

When you perform volume-level restore, Veeam Backup & Replication restores the entire content of the
volume. It retrieves from the backup data blocks pertaining to a specific volume and copies them to the
necessary location. Keep in mind that you cannot browse the volume in the backup and select individual
application items, files and folders for restore. For granular file-level restore, you can use the restore guest files
option.

A volume can be restored to its original location or a new location. If you restore the volume to its original
location, Veeam Backup & Replication overwrites data on the original volume. If you restore the volume to a
new location, and the target disk contains any data, Veeam Backup & Replication overwrites data in the target
location with data retrieved from the backup.

A volume can be restored to a new location that has greater or less space than the size of the volume in the
backup. Depending on the amount of free disk space on target location, you can select either to shrink or to
extend the volume during restore. To learn more, see Volume Resize.

e Complete the restore process.

Before You Begin

Before you begin the volume-level restore process, check the following prerequisites:
e The volume-level backup from which you plan to restore data must be successfully created at least once.

e A computer on which you want to restore a volume must be added to the Veeam Backup & Replication
inventory and run Veeam Agent for Microsoft Windows operating in the standalone mode.

Volume-level restore has the following limitations:
e You cannot restore a system volume to a system volume of the original Veeam Agent computer or another
computer with the running OS. To perform such restore, you need to boot the OS from the recovery

image. To learn more, see Restoring Data with Veeam Recovery Media. You can also restore a system
volume to a non-system volume that has enough free space.

e You cannot restore a volume to a volume on which the Microsoft Windows swap file is hosted.
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Step 1. Launch Volume Level Restore Wizard

To launch the Volume Level Restore wizard, do either of the following:

e Open the Home tab and click Restore > Agent > Disk restore > Volume restore. In this case, you will be
able to select a backup of the necessary Veeam Agent computer at the Backup step of the wizard.

e Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the
necessary Veeam Agent backup, select the necessary computer in the backup and click Restore Volumes
on the ribbon or right-click the computer and select Volume restore. In this case, you will proceed
immediately to the Restore Point step of the wizard.
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Step 2. Select Backup

At the Backup step of the wizard, select a backup from which you want to recover data.

To quickly find the necessary backup, use the search field at the bottom of the window: enter a backup name or
a part of it in the search field and click the Start search button on the right or press [ENTER].

In the list of backups, Veeam Backup & Replication displays only volume-level backups created with Veeam
Agent for Microsoft Windows. File-level backups are not displayed.
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Backup & Replication uses the latest restore point. However, you can select any valid restore
point to recover volumes to a specific point in time.

Veeam Backup & Replication displays restore points for volume-level backups only. For example, if you have run
3 job sessions to create a backup of all computer volumes and then changed the backup scope to file-level
backup, Veeam Backup & Replication will display only 3 restore points in the list.
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Step 4. Map Restored Disks

At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from the
backup to volumes on the target computer.

IMPORTANT

It is strongly recommended that you change disk mapping settings only if you have experience in working
with Microsoft Windows disks and partitions. If you make a mistake, your computer data may get
corrupted.

To select volumes for restore:

1.

In the Destination host field, specify the target computer where you want to restore volumes. Click
Choose and select the necessary computer. You can restore volumes only to computers that are added to
the Veeam Backup & Replication inventory and run Veeam Agent for Microsoft Windows.

If you select a computer included in a protection group for pre-installed Veeam Agents, you must provide
credentials of the account that has administrator permissions on the target computer. Keep in mind that
Veeam Backup & Replication will keep these credentials only during the restore process and delete them
after the restore process completion. To learn more about protection groups for pre-installed Veeam
Agents, see the Protection Group Types section in the Veeam Agent Management Guide.

In the Disk mapping section, select check boxes next to volumes that you want to restore from the
backup. By default, Veeam Backup & Replication restores volumes to their initial location and maps the
restored volumes automatically. If the initial location is unavailable, a volume is restored to a disk of the
same or larger size. If you want to map the restored volume to another computer disk, at the bottom of
the wizard click Customize disk mapping.

NOTE

If Veeam Backup & Replication cannot map a volume automatically, Veeam Backup & Replication will
prompt you to perform disk mapping manually. To proceed to the Disk Mapping window, click Yes.

In the Disk Mapping window, specify how volumes must be restored:
o Right-click the target disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply to disk the settings that were
used on your computer at the moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to the current disk settings of
another disk.

= Erase — select this option if you want to discard the current disk settings.
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o Right-click unallocated disk space in the disk area on the right and select what volume from the
backup you want to place on this computer disk.

If you want to change disk layout configured by Veeam Backup & Replication, right-click an

automatically mapped volume and select Remove. You will be able to use the released space for
mapping volumes in your own order.
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4. [For restore with volume resize] You can resize a volume mapped by Veeam Backup & Replication to a

target computer disk. To resize a volume, right-click it in the Disk Mapping window and select Resize. With
this option selected, you will pass to the Volume Resize window.
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NOTE

If you map a backup volume that is larger than the amount of available space on the target disk,
Veeam Backup & Replication will prompt you to shrink the restored volume. After you agree and click
OK, Veeam Backup & Replication will prepare to shrink the volume to the size of available disk space.
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Step 5. Resize Restored Volumes

At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. A volume will
be shrunk or extended to the specified size during the process of data restore.

NOTE

By default, Veeam Agent for Microsoft Windows displays volume size in megabytes (MB). This allows you
to specify the desired size for the volume precisely. You can also choose to display volume size in

gigabytes (GB). This may be helpful when you need to resize volumes on larger computer disks and want to
simplify disk size calculations.

When you use GB as a volume size unit, you can specify volume size with integral nhumbers, for example, 1
GB, 60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum volume size is in
fact greater than the displayed value for less than 1 GB, Veeam Agent for Microsoft Windows will
automatically add the exceeding amount of disk space to the extended volume. For example, if the
maximum volume size is 60,2 GB, Veeam Agent for Microsoft Windows will display this size as 60 GB.
When you specify 60 GB as a desired volume size, Veeam Agent for Microsoft Windows will extend the
volume to 60,2 GB.

To resize a volume:
1. Specify a volume you want to resize:
a. Right-click a restored volume mapped to a target disk and select Resize.

b. [For volume shrink] Right-click unallocated disk space and select what volume from the backup you
want to place on the computer disk. If the selected volume is larger than the amount of unallocated
disk space, Veeam Backup & Replication will prompt you to shrink the restored volume.

2. Inthe Volume Resize window, select the volume size unit and specify the desired size for the restored

volume.
Local Disk Volurme Resize X
Size in: ME >
Current volume size:

b i volume size: 51071
P inimum volume size: 3122

-

Desired volume size: 57000 =

ﬂ “'ou cannot shrink. a volume beyond the point
where any unmovable blocks are located

Cancel
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Step 6. Specify Secure Restore Settings

At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore. To learn more about secure restore, see the Secure Restore section in the Veeam Backup & Replication
User Guide.

To specify secure restore settings:
1. In the Content scan section, specify the following:
o For Veeam Backup & Replication version 12.1:

i. If you want to scan the restored volume with antivirus software, select the Scan the restore
point with an antivirus engine check box. For more information on antivirus scan, see the
Antivirus Scan (Secure Restore) section in the Veeam Backup & Replication.

ii. If youwant to scan the restored volume with a YARA rule, select the Scan backup content with
the following YARA rule check box and select a YARA rule from the drop-down list. By default,
the YARA rules are located in the folder by the following path: C:\Program
Files\Veeam\Backup and Replication\Backup\YaraRules.

o For Veeam Backup & Replication version 12.0, select the Scan the restored disk for malware prior to
performing the recovery check box.

2. In the Scan options section, select the Continue scanning all remaining files after the first occurence (Scan
the entire image — for Veeam Backup & Replication version 12.0) check box if you want to continue
volume scan after the first malware threat is found. For information on how to view results of the antivirus
scan, see the Viewing Malware Scan Results section in the Veeam Backup & Replication User Guide.

Walurne Restare x

\ compatible antivirus installed on the rount server specified for the corresponding backup repositany,

=71\

Backup Content scan

Secure Restore
' Scan the selected backup for rmalware, such as cormputer viruses or ransorrnare, prior to performing the restore, This requires a

Scan the restare pointwith an antivirus engine

Restore Point . . )
Scan the restore point with the following YARS, rule:

Disk Mapping FindString.yara -
_ Copy VAR rules location to clipboard
Scan oplions:

Reasr Dizk recovery will be aborted if malware is found

Continue scanning all remaining files after the first occurrence
Surmrmary

£ Previous Finish Cancel
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Step 6. Specify Restore Reason
At the Reason step of the wizard, enter a reason for restoring the computer volume.
TIP

If you do not want to display the Restore Reason step of the wizard in future, select the Do not show me
this page again check box.

Yaolume Restore X

Reason
E' Type in the reason for performing this restore operation, This information will be logged in the restore sessions history for [ater

- reference,
L

Backup Restore reason:

\olume restore after data los
Restore Point

Cisk Mapping
Secure Restare

Surmrmary

[ Do not show e this page again

< Previaus Finish Cancel
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Step 8. Complete Restore Process

At the Summary step of the wizard, complete the procedure of volume-level restore.
1. Review settings of the restore process.

2. Click Finish to start the recovery process. Veeam Backup & Replication will perform partition re-allocation
operations if necessary, restore the necessary volume data from the backup and overwrite volume data on
the target computer with the restored data.

Walurne Restare x

Summary
' Please review the restore settings before continuing, The restore process will begin after you click Finizh,

Backup SUmmary:
Eource computer name: winsr002
Restore Point Target computer narme: winsre001
Festore point: 1/20/2023 10:34 AkA
Disk Mapping Waolurnes to restore: BN Fiy

Wolurme Fiy rezized from 90 GB to 49,5 GB

2 Fest . .
ECUME Restore Secure Restore: Scan machine forvirus threats; When detected, abort Wk recowvery

Reason

£ Previous Mext = Cancel
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Re

storing Files and Folders

You can use the Veeam Backup & Replication console to restore individual files and folders from Veeam Agent

backu

ps.

The procedure of file-level restore from a Veeam Agent backup is similar to the same procedure for a VM

backu
in the

the

p. To learn more about file-level restore, see the Restore from Linux, Unix and Other File Systems section
Veeam Backup & Replication User Guide.

NOTE

Before you start file-level restore from a backup of a failover cluster, make sure that the cluster is added to
a protection group in the Veeam Backup & Replication inventory. The failover cluster may be not present in

inventory, for example, in the following cases:

The original protection group that contained the cluster was removed from Veeam Backup &
Replication.

You want to restore cluster data from a backup created on another backup server and imported in
the Veeam backup console.

In this case, add the failover cluster whose data you want to restore to a protection group.

Before you perform file-level restore, check prerequisites. Then use the File Level Restore wizard to restore the
necessary files and folders.

1.

o U or wN

Launch the File Level Restore wizard.
Select a machine.

Select a restore point.

Specify a restore reason.

Verify restore settings.

Finalize restore.

Before You Begin

Before you begin the file-level restore process, check the following requirements and limitations:

Requirements

Consider the following general requirements:

You can restore files from the file systems listed in the Guest OS File Restore section in the Veeam Backup
& Replication User Guide.

The account that you use to start the Veeam Backup & Replication console and to connect to the backup
server must have permissions and privileges described in the Installing and Using Veeam Backup &
Replication section in the Veeam Backup & Replication User Guide.

You can restore files from a backup that has at least one successfully created restore point.

[For restore to original location] The mount server must have access to the Veeam Agent computer.
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e [For restore changes functionality] This functionality is included in the Veeam Universal License. When
using a legacy socket-based license, the Enterprise or Enterprise Plus editions of Veeam Backup &
Replication are required.

Requirements for ReFS

NOTE

The information in this subsection is only applicable to restore from volume-level backups.
If you plan to restore files from a computer running Microsoft Windows ReFS, consider the following
requirements for the Veeam Backup & Replication components involved in the restore process:

e The machine on which a mount point is created (for example, the mount server) must run Microsoft
Windows Server 2012 OS or later.

e [For ReFS 3.x] If you plan to restore files from a computer running Microsoft Windows ReFS 3.x, the
machine on which mount point is created must run Microsoft Windows Server 2016 OS or later and the
ReFS version must be supported on it.

e The machine on which a mount point is created must run Microsoft Windows Server OS of the same
version or newer than the Veeam Agent computer from which you plan to restore files.

To learn more about mount points creation, see the Mount Points and Restore Scenarios section in the Veeam
Backup & Replication User Guide.

Requirements for Data Deduplication

NOTE
The information in this subsection is only applicable to restore from volume-level backups.
If you plan to restore files from a computer running Microsoft Windows Server 2012 OS or later and data

deduplication is enabled for some volumes, consider the following for the Veeam Backup & Replication
components involved in the restore process:

e The machine on which a mount point is created (for example, the mount server) must run Microsoft
Windows Server 2012 OS or later.

e The machine on which a mount point is created must run Microsoft Windows Server OS of the same
version or newer than the Veeam Agent computer from which you plan to restore files.

e Data deduplication must be enabled on the machine on which a mount point is created.

To learn in which scenarios on which machines mount points can be created, see the Mount Points and Restore
Scenarios section in the Veeam Backup & Replication User Guide.

Limitations

Consider the following limitations:

e You cannot restore pipes and other file system objects. File-level restore supports recovery of files and
folders only.

e You can restore files from basic disks and dynamic disks (including simple, mirrored and striped volumes).
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e [For restore from volume-level backups] Processing of reparse points is supported only for NTFS. Note
that reparse points with reparse tag values other than I0_REPARSE_TAG_MOUNT_POINT,
IO_REPARSE_TAG_SYMLINK and IO_REPARSE_TAG_DEDUP may be processed and restored incorrectly.

e The comparison functionality uses Veeam Deployer Service. This service is a 32-bit service. During the
comparison, the service converts some 64-bit objects in 32-bit objects. That is why such objects are shown
as deleted in the Veeam Backup browser, for example, some objects in the Windows folder.

e [For permission restore] Veeam Backup & Replication restores only permissions. Attributes such as Read-
only, Encrypted and so on are not restored.

e [For permission restore] Permissions can be restored only for files and folders that are still present on the
Veeam Agent computer. If files and folders are missing, restore fails.

e You cannot restore files encrypted with Windows EFS.
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Step 1. Launch File Level Restore Wizard

To launch the File Level Restore wizard, do either of the following:

e Open the Home tab and click Restore > Agent > Guest files restore > Microsoft Windows. In this case, you
will be able to select a Veeam Agent computer whose files and folders you want to restore at the Machine
step of the wizard.

e Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the
necessary Veeam Agent backup, select the necessary computer in the backup and click Guest Files
(Windows) on the ribbon. Alternatively, right-click the computer and select Restore guest files > Microsoft
Windows. In this case, you will proceed immediately to the Restore Point step of the wizard.

Veeam Backup and Replication

ERCA B N L= 7 [aAY “ iy 'l @ x =
%’ O A&~ B 4 M A N e K = = =
Instant Export Publish Restore GuestFiles Guest Files Application = Amazon Microsoft Google = Copy Creste  Recovery Export Scan Delete | Properties eearn Al
Recovery Disks Disks Volumes (Windows) (Other)  ltems~ EC2 Azurelsas CE | Backup Recovery Token Wedia Backup Backup from -
Restore Restore to Cloud Actions Properties Online Assistant
Home Q Type in an sbyect name to search for
Job name t Creation time Restore points Repuository Platforrm
4 |5 Basleps a [l Agents
& Disk EL- FILESRVO! Server Backup 1/15/2023 6:35 PM 3 Default Backup Repasitory Windaws
2 Disk (mported) EL- FILESRVO Fileserver Backup  1/22/2023 2:03 PM 4 Default Backup Repository Windaws
X, Cloud EA sne01 DailyBackup Ey  Instant recovery... Default Backup Repository Linux
¥, Cloud Encrypted) EA 502 SystemBackup B olume restore.. Default Backup Repository Linus
> £ Replicas T Restore guest files v [ Microsoftwindows.. [ |
> [ Last 24 Hours o A | d oth
%) Restore to Amazan EC2... 3 Linuzand other..
S Restare to Microsoft Azure...
) Restore to Google CE...
£ Copy backup...
M Create recovery token...

Create recavery media...
Export cantent as wirtual disks..
Publish disks...

Export backup..

Scan backup..

Delete frarm disk

B« okiNd

Properties

B Home
E@ Inventary
(33 Beckup Infrastructure

[‘3@ Histarny

1 backup selected Connected to: localhost  Build: 12102131 Enterprise Plus Edition  Support expi days remaining
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Step 2. Select Machine

At the Machine step of the wizard, select a backup from which you want to recover data.

To quickly find the necessary backup, use the search field at the bottom of the window: enter a Veeam Agent
computer name or a part of it in the search field and click the Start search button on the right or press [Enter].

File Level Restare X
Machine
ﬁ Choose the machine you would like to restore,
lob name Last restare paint Ohjects Restore points
Restare Point
Fstore Foin 4 ™ Daily Backup 124262022 24835 PM 1
Pleasom E:-Winsrvﬂm Daily Ba.. 99 days ago (Z:49 Phd.., 3
3 %S}fstem Backup 123002022 104853 . 1
Summary 4 %Weekly Backup 12/28/2002 44927 P 1
‘5 * Type in an object narme to search for Q ‘
< Prewious Browese Cancel
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Backup & Replication uses the latest restore point. However, you can select any valid restore
point to recover data from.

File Level Restare X
Restore Point
Selectthe restore point to restore gquest O3 files from.
Machine Whi name:  winsry002 Original host:  filesrvO04.tech.local

etrepone T I

Huvailable restare points:

Reason

Created Type Backup
Summary C_LﬁélS days ago (11:07 PM Thursday 27164, Increment Daily Backup

Qgélg days ago (1100 PR Wiednesday 271, Increment Daily Backup

('_LE 50 days ago (11:00 PM Tuesday 2/14/2... Full Daily Backup

£ Previous Browse Cancel
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Step 4. Specify Restore Reason

At the Reason step of the wizard, enter a reason for restoring data.

TIP

If you do not want to display the Restore Reason step of the wizard in future, select the Do not show me
this page again check box.

File Lewvel Restare X

Reason
ﬁ Type in the reason for performing this restore operation, This information will be logged in the restore sessions history for [ater
reference,

hdachine Restore reason:
Restoring deleted files|

Restore Point

Sumrmary

[ Do not show e this page again

< Previaus Braowese Cancel
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Step 5. Verify Restore Settings

At the Summary step of the wizard, check details of the restore task and click Browse to close the wizard and
open the Veeam Backup browser.

File Level Restore x

Summary
Rewiew the restore settings, and click Browse to exit the wizard and open Backup Broweser, where you will be able to select the

files to restore,

tachine Summary:
WM Mame: winsr002
Restore Paint Wh Size: 26,2 GB

Original host: filesre00tech.local
Reason

Restore point: 48 days ago (11:01 PM Thursday 2/16/2023)

£ Previous Mext = Cancel
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Step 6. Finalize Restore

After you close the wizard, Veeam Backup & Replication opens the Veeam Backup browser with the file system
tree of the restored Veeam Agent computer.

You can perform the following operations in the Veeam Backup browser:
e Compare files and folders from a backup with the original files and folders.
e Restore only changed files and folders to the original location.
e Copy files and folders to the Veeam Backup & Replication console or network shared folder.
e Restore files and folders to the original location.
e Restore permissions only.
e Launch application item restore.
e Open files in Microsoft Windows File Explorer.
After you finish restoring files, close the Veeam Backup browser.
NOTE
Consider the following:

e Folder symbolic links are displayed under the =“icon.

e When restoring symbolic links, Veeam Backup & Replication restores only links, not the content they
point to.

e Hard links are displayed and restored as files.

Comparing Files and Folders

When Veeam Backup & Replication compares files, it compares their attributes. When Veeam Backup &
Replication compares folders, it compares folder attributes, and also folder and file attributes inside the folder
recursively. Once a file or folder with changed attributes is found, Veeam Backup & Replication stops comparing
items and marks the folder as changed. If you further browse the folder in the compared state, Veeam Backup &
Replication continues comparing non-compared files and folders. Veeam Backup & Replication compares the
following attributes: Date Created, Date Modified, Size (only for files), Read-Only, Hidden, Archive, NTFS
Encryption.

To compare files and folders from a backup with the files and folders stored in the original location:

1. Select the necessary files and folders in the file system tree or in the details pane on the right. You can
also select disks. In this case, Veeam Backup & Replication will compare files and folders stored on the
disks.

2. Right-click one of the selected items and select Compare > Compare or click Compare with Production on
the ribbon.

3. If prompted, in the Credentials window, specify user credentials to access the original location.
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After the comparison, files and folders will have the following comparison states in the Item State column:
changed, unchanged, deleted, pending, or failed to compare. The states are updated when you turn off and then
turn on the comparison mode, and when you start restoring changes of files and folders. Note that when
comparing symbolic links, Veeam Backup & Replication compares attributes of the links, not the attributes of
files and folders which the symbolic link points to.

For files and folders in the comparison states, Veeam Backup & Replication provides other restore operations
than for files and folders in the non-comparison state. For example, you can restore only changed files and
folders. For more information, see Restoring Changed Files and Folders.

TIP

To show only changed files and folders (in the changed and deleted states), perform the compare
operation, right-click any area in the Veeam Backup browser and select Compare > Show changes only or
click Show Changes Only on the ribbon. Note that in this case the search field becomes unavailable. To
show all files and folders, click the Show changes only option once again.

To switch off the comparison states, select an item in the comparison state and click Compare > Compare
or click Compare with Production on the ribbon. Note that if you switch off comparison for child files and
folders, comparison for parent folders will also be switched off.

You can view which attributes were changed for files and folders:
1. Select the necessary files and folders in the file system tree or in the details pane on the right.

2. Right-click one of the selected items and select Compare > Compare attributes or click Compare
Attributes on the ribbon.

In the Compare Attributes window, Veeam Backup & Replication shows changed attributes. If you want to show
all attributes, click the Show unchanged attributes check box at the top right corner. Note that Veeam Backup &
Replication shows attributes maximum for 500 files and folders and shows attributes for the selected files and
folders, not for the nested files.

461 | Veeam Agent for Microsoft Windows | User Guide



winsre002 as o

N

Restore  Copy  Compare with
Changes~  to

Action
a EEl winsre002
4 =2 Ci\
Archive
4 Backups
Daily backup
Systern backup
Docurnents
Drivers
Recowvery

Users

[

e

Sho

iy
Production  Changes  Attributes:

Compare Attributes

Show unchanged attributes

Compare
Marme

Created
Modified
Read-only
Hidden
Archive

NTFS encryption

Daily backup (ChBackupsiDaily backup)

Backup Yalue

07 April 2023 170057
07 April 2023 17:04:57
False
False
False

False

Production Yalue

07 April 2023 17:0457
07 April 2023 17:23:48
False
False
False

False

Restoring Changed Files and Folders

To restore only changed files and folders to the original location, do the following:

1. Select the necessary files and folders in the file system tree or in the details pane on the right. Note that
at least one file or folder must be in a comparison state. Files and folders in the non-comparison state,

Veeam Backup & Replication will compare automatically.

2. Right-click one of the selected items and select one of the following:

o To overwrite the original files and folders with the ones restored from the backup, select Restore
changed and deleted (Restore changed only — for Veeam Backup & Replication version 12.1) >
Overwrite.

o To save the files and folders restored from the backup next to the original ones, select Restore
changed and deleted (Restore changed only — for Veeam Backup & Replication version 12.0)> Keep.

Veeam Backup & Replication will add the RESTORED_YYYYMMDD HHMMSS postfix to the original

Close

State

names and store the restored items in the same folder where the original items reside.

Alternatively, you can select the same commands on the ribbon.

If you want to restore entire files and folders to the original location, see Restoring to Original Location.
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Copying Files and Folders to Console or Shared Folder

To copy files and folders to the machine where the Veeam Backup & Replication console is installed or to a
network shared folder:

1. Select the necessary files and folders in the file system tree or in the details pane on the right.
2. Right-click one of the selected items and click Copy to or click Copy to on the ribbon.
3. Inthe Choose Folder window, select the necessary destination:

o Torecover files and folders to a folder on the machine where the Veeam Backup & Replication console
is installed, click Browse to find the necessary folder.

o Torecover files and folders to a network shared folder, enter a path to the destination folder in the
Choose folder field.

4. Inthe Choose Folder window, choose whether to preserve original NTFS permissions or not:

o To keep the original ownership and security permissions for the restored items, select the Preserve
permissions and ownership check box.

Veeam Backup & Replication will copy selected files and folders along with associated Access Control
Lists, preserving granular access settings.

IMPORTANT

To preserve permissions and ownership for the selected files and folders, you must run the
Veeam Backup & Replication console under the Administrator account.

If you run the Veeam Backup & Replication console under any other account, you will see a
warning message after you click Copy to at the step 2. In this case, close the Choose Folder
window and click the Click here to run as administrator link in the warning window to elevate
access rights.
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o If you do not want to preserve the original ownership and access settings for the restored items, leave
the Preserve permissions and ownership check box not selected.

Veeam Backup & Replication will change security settings: the user who launched the Veeam Backup
& Replication console will be set as the owner of the restored item, while access permissions will be
inherited from the folder to which the restored item is copied.

5. If prompted, in the Credentials window, specify user credentials to access the destination location.

NOTE
Consider the following:

e The copy to operation does not use the comparison states and copies all selected files and folders.
e  When copying symbolic links, Veeam Backup & Replication copies the content which the links point
to.
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Restoring Files and Folders to Original Location

To restore files and folders to the original location, do the following:
1. Select the necessary files and folders in the file system tree or in the details pane on the right.
2. Right-click one of the selected items and select one of the following:

o To overwrite the original files and folders with the ones restored from the backup, select Restore >
Overwrite.

o To save the restored files and folders next to the original ones, select Restore > Keep.

Veeam Backup & Replication will add the RESTORED_YYYYMMDD HHMMSS postfix to the original
names and store the restored items in the same folder where the original items reside.
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Alternatively, you can select the same commands on the ribbon.
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Restoring Permissions

This functionality is available for files and folders in the non-comparison state.
To restore permissions for files and folders, do the following:
1. Select the necessary files and folders in the file system tree or in the details pane on the right.

2. Right-click one of the selected items and select Restore > Permissions only or select Restore > Permissions
only on the ribbon.
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Launching Application Item Restore

If you are restoring files from a Veeam Agent computer where the supported applications are installed, you can
also launch application item restore directly from the Veeam Backup browser. Veeam Backup & Replication lets
you restore items and objects from the following applications:

e Microsoft Active Directory

e Microsoft Exchange

e Microsoft SharePoint

e Microsoft SQL Server

e Oracle
To restore application items, Veeam Backup & Replication uses special tools called Veeam Explorers.
To launch application item restore, do the following:

1. On the ribbon, switch to the Home tab.

2. Click Application Items and select the required application.

3. Inthe opened Veeam Explorer, perform the necessary operations. For more information on Veeam
Explorers, see the Veeam Explorers User Guide.
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Working with Microsoft Windows File Explorer

You can use Microsoft Windows File Explorer to work with restored files and folders:

1. On the ribbon of the Veeam Backup browser, switch to the Home tab and click Mount to Console to mount
the Veeam Agent computer disks to the Veeam Backup & Replication console.

2. To open Microsoft Windows File Explorer, do the following:

o Click Open in Explorer on the Veeam Backup browser ribbon or right-click the necessary folder and
select Explorer.

o Click File Explorer in the Start menu of the machine where Veeam Backup & Replication console is
installed. Browse to the C:\VeeamFLR\<machinename>\<volume n> folder where the disks of the
machine are mounted and find the necessary files.

NOTE

The Mount to Console button is not available if the mount point is already created on the Veeam Backup &
Replication console.

It is recommended that you use Microsoft Windows File Explorer only to view file content, not to restore files.
For file restore, use Veeam Backup browser. This browser has the following advantages:

1. You can browse the Veeam Agent computer file system ignoring the file system ACL settings.

2. You can preserve permissions and ownership during file-level restore.

If you open the Veeam Agent computer file system in Microsoft Windows Explorer, these capabilities are not
available. For more information, see Microsoft Docs.
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Closing Veeam Backup Browser

You can browse Veeam Agent computer files only while the Veeam Backup browser is open. After the Veeam
Backup browser is closed, Veeam Backup & Replication unmounts Veeam Agent computer disks from the
machine where the Veeam Backup & Replication console is installed and from the mount server (if you have
restored Veeam Agent computer files to the original location).

It is recommended that you close the Veeam Backup browser after you have finished restoring Veeam Agent
computer files. When the Veeam Backup browser is open, the backup file whose computer file system is
displayed in the browser is locked in the backup repository. As a result, some scheduled operations that use this
backup file may fail.

Veeam Backup & Replication checks if there is any activity in the Veeam Backup browser with an interval of 5
minutes. If the user or Veeam Backup & Replication components and services do not perform any actions for 30
minutes, Veeam Backup & Replication displays a warning that the Veeam Backup browser is to be closed in 5
minutes.

After the warning is displayed, you can perform one of the following actions:
e You can close the Veeam Backup browser manually.

e You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser will remain
open for 5 minutes. After this period expires, Veeam Backup & Replication will display the warning again.

e You can perform no action at all. In this case, the Veeam Backup browser will close automatically in 5
minutes.

468 | Veeam Agent for Microsoft Windows | User Guide



El

Horne

AN [

Restore Copy

- to

Action

4 = O

4

Carmpare with Shoay

Compare

Production  Changes Only Attributes

Compare

Pl EEl winsre002

Archive
2m9
2020
2021
2022
Contacts
Irwoices
Policies
Taxes
Config.hsi
Documents and Settings
Perflogs
Program Files
Program Files (xB&)

ProgramData

Systern Yolume Information

|x Tupe in an object name to search for

MNarne T Type Size Creation Date

[ Q1.pdf PDF File 353.7KB 47772023 12:02 PM
0 a2 12:02 PM
= Session Inactive X

] o3 12:02 P
[ o4 12:02 PM

This file level recovery session has been inactive for over an
hour and will be auktomatically closed in 5 minutes to remove
locks from backup files,

Clase Maow I Cancel

469 | Veeam Agent for Microsoft Windows | User Guide

Modified Date

4720231202 P
472023 12:02 P
472023 12:02 P
472023 12:02 P

Itern State

Unchanged




Restoring Application Items

You can use Veeam Explorers to restore application items from backups created using Veeam Agent for
Microsoft Windows. Veeam Backup & Replication lets you restore items and objects from the following
applications:

e Microsoft Active Directory
e Microsoft Exchange

e  Microsoft SharePoint

e  Microsoft SQL Server

e Oracle

The procedure of application item restore from a Veeam Agent backup does not differ from the same procedure
for a VM backup. To learn more, see the Application Item Restore section in the Veeam Backup & Replication
User Guide.
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Exporting Disks
You can restore computer disks from Veeam Agent backups created using Veeam Agent for Microsoft Windows

and convert them to disks of the VMDK, VHD or VHDX format.

During disks restore, Veeam Backup & Replication creates standard virtual disks that can be used by VMware
vSphere and Microsoft Hyper-V VMs.

e When you restore a disk in the VMDK format, Veeam Backup & Replication creates a pair of files that make
up the VM virtual disk: a descriptor file and file with the virtual disk content.

e When you restore a disk in the VHD/VHDX format, Veeam Backup & Replication creates a file of the VHD
or VHDX format.

You can save converted disks locally on any server added to the backup infrastructure or place disks on a
datastore connected to an ESXi host (for VMDK disk format only). VMDK disks can be restored as thin provision
and thick disks:

e Disks restored to a datastore are saved in the thin provisioned format.
e Disks restored to a server are saved in the thick provisioned format.

Veeam Backup & Replication supports batch disk restore. For example, if you choose to restore 2 computer
disks, Veeam Backup & Replication will convert them to 2 virtual disks and store these disks in the specified
location.

To restore disks and convert them to the VMDK, VHD or VHDX format, use the Export Disk wizard.
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Step 1. Launch Export Disk Wizard

To launch the Export Disk wizard, do either of the following:

e Open the Home tab and click Restore > Agent > Disk restore > Export disk. In this case, you will be able to
select a backup of the necessary Veeam Agent computer at the Backup step of the wizard.

e Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the
necessary Veeam Agent backup, select the necessary computer in the backup and click Export Disks on the
ribbon or right-click a computer in the backup and select Export content as virtual disks.

In this case, you will pass immediately to the Restore Point step of the wizard.
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Step 2. Select Backup

At the Backup step of the wizard, select a backup from which you want to restore disks. In the list of backups,
Veeam Backup & Replication displays all backups that are currently hosted on the Veeam backup repository and
Veeam Cloud Connect repository.

Export Disk X
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D Select a backup to export disk content fram.
_ tachine: filesryl3.tech.ocal
lab name Last restare point Ohjects Restare points
Restore Point
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select the necessary restore point from which you want to restore disks.
In the list of points, Veeam Backup & Replication displays all restore points that have been created. Make sure
that you select a restore point that relates to the selected backup.
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Step 4. Select Disks

At the Disks step of the wizard, select check boxes next to those disks that you want to export.

Export Disk
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Step 5. Select Destination and Disk Format

At the Target step of the wizard, select the destination for disk export and format in which you want to save the
resulting virtual disk.

1. From the Server list, select a server on which the resulting virtual disks must be saved. If you plan to save
the disks in the VMDK format on a datastore, select an ESXi host to which this datastore is connected.

2. Inthe Path to folder field, specify a folder on the server or datastore where the virtual disks must be
placed.

3. Select the export format for disks:
o VMDK — select this option if you want to save the resulting virtual disk in the VMware VMDK format.

o VHD — select this option if you want to save resulting virtual disk in the Microsoft Hyper-V VHD
format.

o VHDX — select this option if you want to save resulting virtual disk in the Microsoft Hyper-V VHDX
format (supported by Microsoft Windows Server 2012 and later).

4. Click Disk type to specify how the resulting disk must be saved:

o [For VMDK disk format] in the thin provisioned, lazy zeroed thick provisioned, or eagerly zeroed thick
provisioned format

o [For VHD and VMDX disk formats] in the dynamic or fixed format

5. [For export of a VMDK disk to an ESXi host] Click the Pick proxy to use link to select backup proxies over
which backup data must be transported to the target datastore.

NOTE
Consider the following:

e If you have selected to store the resulting virtual disk in a datastore, you will be able to save the
virtual disk in the VMDK format only. Other options will be disabled.

e If you have selected to store the resulting virtual disk on the server running Microsoft Windows
Server OS and in the VMDK format, you will be able to save the virtual disk in the lazy zeroed thick
provisioned format only.
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Step 6. Specify Secure Restore Settings

At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore — scan restored disk data with antivirus software before restoring the disk. To learn more about secure
restore, see the Secure Restore section in the Veeam Backup & Replication User Guide.

To specify secure restore settings:
1. In the Content scan section, specify the following:
o For Veeam Backup & Replication version 12.1:

i. To use antivirus software as a scan engine, select the Scan the restore point with an antivirus
engine check box. For more information on antivirus scan, see the Antivirus Scan (Secure
Restore) section in the Veeam Backup & Replication User Guide.

ii. Tousea YARA rule as a scan engine, select the Scan the restore point with the following YARA
rule check box and choose a YARA rule from the drop-down list. By default, the YARA rules are
located in the folder by the following path: C:\Program Files\Veeam\Backup and
Replication\Backup\YaraRules.

o For Veeam Backup & Replication version 12.0, select the Scan the restored disk for malware prior to
performing the recovery check box.

2. Instruct Veeam Backup & Replication what to perform in case malware is found:

o Select Proceed with recovery if you want to continue the recover process, despite the found malware
threat.

o Select Abort disk recovery if you want to stop the recovery process after the first malware threat is
found.

3. Inthe Scan options section, select the Continue scanning all remaining files after the first occurrence
(Scan the entire image — for Veeam Backup & Replication version 12.0) check box if you want the antivirus
software to continue volume scan after the first malware threat is found. For information on how to view
results of the antivirus scan, see the Viewing Malware Scan Results section in the Veeam Backup &
Replication User Guide.
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Step 7. Specify Restore Reason

At the Reason step of the wizard, enter a reason for restoring the computer volume.

TIP

If you do not want to display the Restore Reason step of the wizard in future, select the Do not show me
this page again check box.
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Step 8. Complete Restore Process

At the Summary step of the wizard, complete the disk restore procedure.

1. Review details for the disk to be restored.

2. Click Finish to start the restore procedure and exit the wizard.

Export Disk
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Publishing Disks

Starting from Veeam Backup & Replication version 12.1, you can use the Veeam backup console to publish disks
from backups created by Veeam Agent backup jobs and backup copy jobs.

TIP

If you use Veeam Backup & Replication version 12.0 or later, you can publish disks using the PowerShell
console. To learn more, see the Veeam Data Integration API section in the Veeam PowerShell Reference.

Disk publishing allows you to save time by getting backup content of one or multiple disks instead of all disks
from a backup. This technology gives read-only access to data and helps if you want to analyze data of your
backup. For example, look for specific documents or usage patterns, or perform antivirus scan of backed-up
data.

For Microsoft Windows-based Veeam Agent computers, disk publishing uses the iSCSI protocol. After the
publishing, the target server can access the backup content using the iSCSI initiator and read the necessary data
from the disk.

To learn more, see the Disk Publishing section in the Veeam Backup & Replication User Guide.

Performing Disk Publish

Before you publish disks, check prerequisites. Then use the Publish Disks wizard.
1. Launch the wizard.

Select a Veeam Agent computer whose disks you want to publish.

Select a restore point.

Select disks.

Specify the target server.

Specify a reason for disk publishing.

N o ou oA W

Finish working with the wizard.

Before You Begin

Before you publish disks, check the following requirements and limitations:
e The necessary ports must be opened on the target server. For more information, see Ports.
e The target server must support the file system of the disk that you plan to publish.

e |f data deduplication is enabled for some disks in a backup, data deduplication must be enabled on the
target server.

e The target Microsoft Windows server must support the same ReFS version or later than the version used
on the Veeam Agent computer from which you plan to publish disks. For more information on which OSes
support which ReFS, see the ReFS versions and compatibility matrix.

482 | Veeam Agent for Microsoft Windows | User Guide


https://helpcenter.veeam.com/docs/backup/powershell/veeam_data_integration_api.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/data_integration_api.html?ver=120
https://gist.github.com/0xbadfca11/da0598e47dd643d933dc#mountability

Step 1. Launch Publish Disks Wizard

To launch the Publish Disks wizard, do either of the following:
e On the Home tab, click Restore > Agent > Disk Restore > Publish disk.

e Open the Home view. In the inventory pane, click Backups. In the working area, expand the necessary
Veeam Agent backup, select a computer whose disks you want to publish and click Publish Disks on the
ribbon. Alternatively, you can right-click the computer and select Publish disks. In this case, you will
proceed to the Restore point step of the wizard.
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Step 2. Select Computer

At the Machine step of the wizard, expand a backup and select a Veeam Agent computer whose disks you want
to publish.
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to publish disks.

Publish Disks
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IZI Select a restore point to publish disks from.

s

Machine Computer name: srv006 Job 002

. Available restore points:
Disks
Created Type Backup
Target Q—T less than a day ago (6:59 PM...  Increment Job 002
" ]
Reason () less than a day ago (401 PM...  Full (M) lob 002
Summary

< Previous | | Mext » Finish
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Step 4. Select Disks

At the Disks step of the wizard, select a check box next to the disks that you want to publish. Click Select All if
you want to select all disks from the backup.

Publish Disks X
=7 o
I:l Select one or more disks to publish,
Machine Disks:
Disk name Size Valumes Select All
Restore point . I
Disk 2 9.93 GB Local Disk (E:) Clear Al
Target
Reason
Summary

< Previous | | Mext = Finish
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Step 5. Select Target Server

At the Target step of the wizard, select a Microsoft Windows server that will have access to the disk content.
You can select one of the following types of servers:

e A server added to the backup infrastructure.

If you want to add a new backup server to the backup infrastructure at this step, click Add. In this case,
you will be able to add a new Microsoft Windows server. To learn more, see the Adding Microsoft
Windows Servers section in the Veeam Backup & Replication User Guide.

e Atemporary server. In this case, select Specify a different host from the drop-down list. In the Target
Server window, specify the following settings:

a. In the Host name field, specify a server name or IP address of the server.

b. Select the account from the Credentials list. If you have not set up credentials beforehand, click the
Manage accounts link or click Add on the right to add a new account in the Credentials Manager. To
learn more, see the Credentials Manager section in the Veeam Backup & Replication User Guide.

e The original server. In this case, select Original serverfrom the drop-down list.

If prompted, specify credentials for the target server.

Publish Disks x

= e
IZ' Select a target server to mount disks to,

Machine Target server:

‘ VBR12-01.tech.local (temporary added host) w Add...

Restore point

Disks

Reason

Summary

< Previous Mext = Finish Cancel
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Step 6. Specify Restore Reason

At the Reason step of the wizard, enter a reason for publishing disks.

TIP

If you do not want to show this page, select the Do not show me this page again check box. If you further
will want to return this page, follow the instructions described in this Veeam KB article.

Publish Disks x

Reason
m Type in the reascn for performing this restore operation. This infermation will be logged in the restore sessions history for later

I:l reference.

Machine Restore reason:

Compare disk content
Restore point

Disks

Target

Summary

[] Do not show me this page again

< Previous | | Mext > Finish
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review the configured settings and click Finish.

Publizh Disks X

m Summary
Review the publication settings and click Finish to exit the wizard and puklish the disks.

(=)
Machine Summary:
Source: srv006
Restore point Target: VBR12-01.tech.local
Disks: Disk 2
Disks
Target

Reason

< Previous Next » Cancel

What You Do Next

After the disks are published, go to the C:\veeamFLR\ folder on the target server to browse disks content.

After you started a disks publishing session, you can view the session statistics or stop the session from the
Veeam backup console. To learn more, see Managing Publishing Disks Session.

Managing Publishing Disks Session

After you started a publishing session, you can check details about the session or stop it.

Viewing Statistics on Publishing Session

To view publishing session statistics, do one of the following:

e Open the Home view. In the inventory pane, select Instant Recovery. In the working area, select the
necessary publishing session and click Properties on the ribbon. Alternatively, right-click the session and
Properties.

e Open the Home view. In the inventory pane select Last 24 hours. In the working area, double-click the
necessary publishing session. Alternatively, you can select the session and click Statistics on the ribbon or
right-click the session and select Statistics.

e Open the History view. In the inventory pane select Restore. In the working area, double-click the
necessary publishing session. Alternatively, you can select the session and click Statistics on the ribbon or
right-click the session and select Statistics.
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The publishing statistics provides the following data:

e At the top of the Restore Session window, Veeam Backup & Replication shows general session statistics. It
includes a name of the Veeam Agent computer whose disk you want to publish, a name of the backup
server which initiated the publishing session, a user name of the account under which the session was
started, session status and duration details.

e The Reason tab shows the reason for the publishing session.

e The Parameters tab shows information about the target server, the Veeam Agent computer whose disks
you publish and the restore point selected for publishing.

e The Log tab shows the list of operations performed during the session.

Veeam Backup and Replication

Instant Recovery

X = =

etry OpenVM  Stop Properties Weeam &/
Conscle Publishing

Actions Properties Online Assistant

Home
Name T Type Host Skatus Restore Point Backup Marme

E' Instant Recovery (1) = sr008 Disk Publish This server Mounted 11/7/2023 4:01:50 PM Joh 002

s Jobs Restore Session %

4 - Backups
o Narre: srv06 Ststusi  Inprogress
& Disk

2 Disk (mported) Re.stnre typer  Disk Publish y Starttime:  10/31/2023 1211716 M

¥ Object Storage Initiated by SRVOMYAdrinistrator Cancel restare task

2% Cloud

2% Cloud (Encrypted) :
> EF Replicas Message Duration
4 [% Last 24 Hours Registering disks in the configuration database

Reason  Parameters log

%} Running (1) Starting the repasitary date mover 0:00:01
B Success Mounting disks 0:00:16
Disks are mounted to srv004.tech.local in CiWeeamFLRYsr 006 tech local_0d6765...

Updating canfiguration database

A Home

E@ Inventary
Close

(33 Beckup Infrastructure

ﬂféi Storage Infrastructure

g Hisory

Connected to: localhost Build: 12.1.0.2131 Enterprise Plus Edition Support expir s remaining

Stopping Publishing Session

To stop a publishing session, do one of the following:

e Open the Home view. In the inventory pane select Instant Recovery. In the working area, double-click the
necessary publishing session and click Cancel restore task in the Restore Session window. Alternatively,
you can select the necessary publishing session and click Stop Publishing on the ribbon or right-click the
session and click Stop Publishing.

e Open the Home view. In the inventory pane select Last 24 hours. In the working area, double-click the
necessary publishing session and click Cancel restore task in the Restore Session window. Alternatively,
you can select the necessary publishing session and click Stop on the ribbon or right-click the session and
click Stop session.

e Open the History view. In the inventory pane select Restore. In the working area, select the necessary
publishing session and double-click it. In the Restore Session window, click Cancel restore task.
Alternatively, you can right-click the publishing session and click Stop session.

490 | Veeam Agent for Microsoft Windows | User Guide



Veeam Backup and Replication

[FENT nstant Recovery

Stop Properties Yeearn &
P Publishing
Properties Online Assistant
Home
Name T Type Hust: Status Restare Paint Backup Marne
= 5006 Disk Publish This server Mounted 11/7/2023 4:01:50 P Job 002
¢ Stop publishing [,
] Praperties...

¥ Disk
2 Disk (Imported)
¥ Object Storage
Cloud

2% Cloud (Encrypted)
> EF Replicas
 Last 24 Hours
[*} Running (1)
[ Success

Harne

E'-
@J Inventary

(33 Beckup Infrastructure
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Exporting Restore Point to Full Backup File

You can restore data from a specific restore point in a Veeam Agent backup and export this data to a standalone
full backup file. The procedure of Veeam Agent backup export does not differ from the same procedure for a
VM. To learn more, see the Exporting Backups section in the Veeam Backup & Replication User Guide.

Veeam Backup and Replication

ERECA B N = i) ARNEE N @\; X &
B BTEA & B e g K = =] VIR
Instant Export Publish Restore Guest Files Guest Files Application = Amazon Microsoft Google  Copy Create Export Scan Delete = Properties Veeam &)

ia Backup Backup from -

Recovery Disks Disks Volumes (Windows) (Othe Items ~ EC2 Azurelsas CE | Backup Recovery Token Miedia
Restore Restore to Cloud Actions Properties Online Assistant
Home Q Tupe in an object name to search for
Job name T Creation time Restare points Repository Platform
4 |5 Basleps a [l Agents
& Disk Ei- FILESRVO! Server Backup 1/15/2023 6:35 PM 3 Default Backup Repository Windows
2, Disk (imported) EL- FILESRVO4 Fileserver Backup  1/22/2023 8:03 PM 4 Default Backup Repository Windows
* Cloud EA 01 DailyBackup E)  Instant recovery. Default Backup Repasitory Linux
&
A Cloud (Encrypted) E srv02 SystemBackup AL Volumne restore.., Default Backup Repasitory Linux
> B Replicas ™ Restore guestfiles »
> [% Last 24 Hours A Restore application items »
(% Restore to Amazon ECZ..
) Restore to Microsoft Azure...
@ Restore to Google CE...
% Copy backup...
I Create recovery token..,
Create recovery media...
©F  Export content as virtual disks...
7 Publish disks...
[ Eport backup.. N
Q) scan backup..
5 Delete from disk
& Home =
7] Properties

%ﬂ Imeentary
(?E"g Backup Infrastructure

[‘3@ Histarny

Connected to: localhost Build: 12.1.0.2131 Enterprise Plus Edition Support expir

1 backup selected

ys remaining
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Performing Administration Tasks

You can manage Veeam Agent backup jobs and backups created with these jobs. Veeam Backup & Replication
allows you to perform the following administration tasks:

e Import Veeam Agent backups.

e Enable and disable Veeam Agent backup jobs.
e View Veeam Agent backup job statistics.

e Delete Veeam Agent backup jobs.

e View Veeam Agent backup properties.

e Create recovery token.

e Copy Veeam Agent backups.

e Remove Veeam Agent backups.

e Delete Veeam Agent backups.

e Configure global settings.

e Assign roles to users.
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Importing Veeam Agent Backups

You may need to import a Veeam Agent backup in the Veeam Backup & Replication console in the following
situations:

e The Veeam Agent backup is stored on a drive managed by another computer (not the Veeam backup
server).

e The Veeam Agent backup is stored in a backup repository managed by another Veeam backup server.
e The Veeam Agent backup has been removed in the Veeam Backup & Replication console.

After importing, the Veeam Agent backup becomes available in the Veeam Backup & Replication console. You
can restore data from such backup in a regular manner.

Before importing a backup, check the following prerequisites:

e The computer or server from which you plan to import the backup must be added to Veeam Backup &
Replication. Otherwise you will not be able to access backup files.

e To be able to restore data from previous backup restore points, make sure that you have all incremental
restore points in the same folder where the full backup file resides.

To import a Veeam Agent backup:
1. In Veeam Backup & Replication, click Import Backup on the Home tab.
2. From the Computer list, select the computer or server on which the backup you want to import is stored.

3. Click Browse and select the necessary VBM or VBK file. If you select the VBM file, the import process will
be notably faster. We recommend that you use the VBK files for import only if a corresponding VBM file is

not available.

4. Click OK. The imported backup will become available in the Home view, under the Backups > Disk
(imported) node in the inventory pane.

Veeam Backup and Replication

Home Backups

e

R AR
] =] (= ] E [E = v =
Backup Replication CDP  Backup Copy SureBackup Restore Failover Import Export Security & Veearn &
Job~  Job-  Policyr Copy Job-  Job v Plan~  Backup Backup Compliance

Primary Jobs Secondary Jobs Restare Actions Online Assistant
Home Q Tupe in an object name to search for
s By lobs Job Mame T Creation Time Restare Points Repositary Platform
4 éaackups b ] Agents

& Disk > % Cloud Backup Copy 51672023 04 PM ABC Company Cloud Repositary Image-Level

* Cloud b % Linu Servers Backup 10/26/2023 1:05 PM Default Backup Repasitary Linux

&

% Cloud Encrypted) b 2 Windows Servers Backup Import Backup % |nd backup repositary Windows

[ Replicas

> [ Last 24 Hours 7 Specify a backup to import, You can import backups from
' “ ' a backup repository or any managed server.

Lacation:

[ winsn004 techacal (Backup server) v

Backup file:
| £8ackup\WINSRVOD_Administratorisn003_| | Browse..

Import guest file system index

B Home
ii Imventary
(?E"g Backup Infrastructure

g Hisory

Connected to: localhost Build: 12.1.0.2131 Enterprise Plus Edition Support expir s remaining

1 backup selected
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Importing Encrypted Backups

You can import Veeam Agent backups that were encrypted by Veeam Backup & Replication or Veeam Agent for
Microsoft Windows.

To import an encrypted backup file:

1.

2w

On the Home tab, click Import Backup.
From the Computer list, select the host on which the backup you want to import is stored.
Click Browse and select the VBM or VBK file.

Click OK. The encrypted backup will appear under the Backups > Disk (encrypted) node in the inventory
pane.

In the working area, select the imported backup and click Specify Password on the ribbon, or right-click
the backup and select Specify password.

In the Password field, enter the password for the backup file. If you changed the password one or several
times while the backup chain was created, you need to specify the latest password. For Veeam Agent
backups, you can use the latest password to restore data form all restore points in the backup chain,
including those restore points that were encrypted with an old password.

If you enter correct password, Veeam Backup & Replication will decrypt the backup file. The backup will be
moved under the Backups > Disk (imported) node in the inventory pane.

Specify Password >

Hint:

Password; [sessssssss I

Ore or rmore backup files are encrypted, Type in the
encheption password for the backup files,

| hawve lost the password

Standard
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Enabling and Disabling Veeam Agent Backup
Jobs

You can disable and enable Veeam Agent jobs in Veeam Backup & Replication.

When you disable the job, you prohibit the user to store the resulting backup in the backup repository. If the
user starts a disabled job manually or the job starts by schedule, the job session will fail and report the " 7he job
has been disabled by the Veeam Backup & Replication administrator" error. To let Veeam Agent store backups in
the backup repository again, you must enable the disabled job.

To disable or enable the scheduled backup job in Veeam Backup & Replication:
1. In Veeam Backup & Replication, open the Home view.

2. Intheinventory pane, click the Jobs node.

3. Select the necessary job in the working area and click Disable on the ribbon, or right-click the necessary
job in the working area and select Disable. To enable the disabled job, click Disable on the toolbar, or
right-click the job and select Disable once again.

Veeam Backup and Replication

& X B

J

Statistics Report | Edit Clone Disable Delete Veeam 4]
Job Control Details Manage Job Online Assistant
Home Q Type in an object name to search for All jobs
; Hame T Type Objects  Status Last Run LastResult  Mext Run Target Description
42 Backup 4 Daily Backup Linuse Agent Backup 1 Stopped  17hoursago  Success 11/29/2023 100 Default Backup..  Veeam Agent for..
> s Backups 4 Systam Backup o 1 Stopped 2 minutssagn  Success 11/29/2023 130 Default Backup..  Weearn Agent for.
[ Replicas 4 Weekly Backup stop 1 Stopped  17hoursage  Success 11/29/2023 100..  Second backup.. Veeam Agent for..
>[5 Last 24 Hours 4 valume Backup - 1 Stopped 16 hours ago Success 11/20/2023 100..  Second backup..  Veeam Agent for.,
etry
Wl Statistics
Report
[ Disable I~
Clone
W Delete
SUMMARY Edit,. I STATUS THROUGHPUT (ALL TIME)
Speed: 93 MB/s
Duration: 00558 Processed: 2491 MB (100%)  Success: 1
Pracessing rate: 93 MB/s Read: 929 MB Warnings: 0
Bottleneck: Prosy Transferred: 652,09 MB (143 Errors: 0
Narne Status Action Duration
A Home L sra0z Success Getting list of local users o000
Local Disk (E:) (90.0 GE) 920.0 MB read at 273 MB/s 00:0
B8 nvento Saving Guesthembersaxml 00:00
w b 5
& Finalizing 00:05
\# ) Bea s Truncating transaction logs o0:01
Truncating SQL server transaction logs 00:00

g Hisory

Active Full backup created
- Processing finished at 11/28/2023 2:40:23 PM v

1 job selected Connected to: localhos Build: 121.02131  Enterprise Plus Edition  Support expires: ys remaining
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Viewing Veeam Agent Backup Job Statistics

You can view statistics about Veeam Agent backup jobs in the Veeam Backup & Replication console. Veeam
Backup & Replication displays statistics for Veeam Agent backup jobs in the similar way as for regular backup
jobs. The difference is that the list of objects included in the job contains a Veeam Agent machine instead of one
or several VMs.

To view Veeam Agent backup job statistics:
1. In Veeam Backup & Replication, open the Home view.
2. Intheinventory pane, click the Jobs node.

3. Inthe working area, select the necessary Veeam Agent backup job and click Statistics on the ribbon, or
right-click the job and select Statistics.

Veeam Backup and Replication

lob pragress: 100% 1 af 1 hosts
Job Control Detl Online Assistant
Home SUMMARY DATA, STATUS
B ,.c el Duration: 02:08 Processed: F18.7 MB (10052) Success: 1 n
42 Backup Processing rate: 15 MEBfs Read: 195 MB W/amings: 0 gent for..
> Backups gent for..
> [ Last 24 Hours Bottleneck: Prozy Transferred: 2.1 ME (9130 Errars: 0 gent ..
THROUGHPUT (ALL TIME) gent for...

Speed GMB/s  (3ent for..

A

Name Status Action Duration
- FILESRVO1 Success Preparing for backup 00:07
Required backup infrastructure resources have been assigned 00:00
Creating V53 snapshot 0016 | Speed SMB/s
Calculating digests 00:06
Getting list of lacal users 00:00
Mew Volume (F3) (90.0 GB) 98.0 ME read at 22 MB/s [CBT] 0.4
Local Disk (€ (30.0 GB) 96.0 MB read at 12 MB/s [CET] 00:08
/ﬁ\ Home Saving Guesthernbers i 00:00 Duratian
ii — Fmallzm.g . 00:08 00:00
Truncating transaction logs 00:02 0.4
(?E"g Backup Infrastructure Incremental backup created o0:08
Processing finished at 11/28/2023 2:40:23 PM 00:00
@ Files 00:08
Hide Details oK

00:02

[‘3@ Histarny

Incremental backup created
: Processing finished at 11/28/2023 2:40:23 PM S

1 job selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 129 days remaining

497 | Veeam Agent for Microsoft Windows | User Guide



Deleting Veeam Agent Backup Jobs

You can delete Veeam Agent backup jobs.

When you delete a Veeam Agent backup job, Veeam Backup & Replication removes all records about the job
from its database and console. When the user starts a new Veeam Agent backup job session manually or the job
starts automatically by schedule, the job will appear in the Veeam Backup & Replication console again, and
records about a new job session will be stored in the Veeam Backup & Replication database.

NOTE

When you delete a Veeam Agent backup job, the backup files become orphaned and can be deleted by the
background retention. For more information about the background retention, see the Background
Retention section in the Veeam Backup & Replication User Guide.

To prevent the job from starting permanently, you must delete the job and unassign access rights permissions
for this user from the backup repository. To completely delete the job, you must perform this operation in
Veeam Agent on the Veeam Agent computer.

To remove a job:
1. In Veeam Backup & Replication, open the Home view.

2. Intheinventory pane, click the Jobs node.

3. Select the necessary job in the working area and click Delete on the ribbon, or right-click the necessary job
in the working area and select Delete.

Veeam Backup and Replication

B X [
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Viewing Veeam Agent Backup Properties

You can view statistics about Veeam Agent backups.
To view Veeam Agent backup statistics:
1. In Veeam Backup & Replication, open the Home view.

2. Inthe inventory pane, click Disk under the Backups node.

3. Inthe working area, expand the Agents node, select the necessary backup and click Properties on the
ribbon, or right-click the backup and select Properties.

Backup
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Creating Recovery Token

If you want to recover volumes or an entire computer protected with Veeam Agent, you can use the Create
recovery token operation.

You can generate the recovery token on the Veeam Backup & Replication side. Then, on the computer side, with
this recovery token get access to the backup and recover data that are stored in the backup.

To learn more, see Backup Server Settings.

Limitations

Before creating a recovery token, consider the following prerequisites and limitations:
e Recovery tokens stay valid for 24 hours.
e You can recover files and folders from the selected backup only.
e During recovery, Veeam Backup & Replication does not stop backup operations.

e You cannot create a recovery token for backups stored in Veeam Cloud Connect repository.

Generating Recovery Token

To create a recovery token on the Veeam Backup & Replication side:
1. Open the Home view.
2. Intheinventory pane, click Backups.

3. Inthe working area, right-click the backup and select Create recovery token.

You can create a recovery token for several backups. To do this, press and hold [CTRL], select multiple
backups, right-click one of the selected backups and select Create recovery token.

4. In the Create Recovery Token window, click Create.

You can modify the existing recovery token using the PowerShell console. To learn more, see the Working with
Tokens section in the Veeam PowerShell Reference.

TIP

Alternatively, you can get access to the backup using user credentials. To learn more, see Backup Server
Settings.

500 | Veeam Agent for Microsoft Windows | User Guide


https://helpcenter.veeam.com/docs/backup/powershell/tokens.html?ver=120
https://helpcenter.veeam.com/docs/backup/powershell/tokens.html?ver=120

Veeam Backup and Replication

Backup

TN s I’ QX

Instant  Export Publish Restore Guest Files G < Application = Amazon Microsoft Google | Copy Create Export Scan Delete  Properties Veearn &
Recovery Disks Disks Volumes (Windows) Items ~ EC2 Azurelaas CE | Backup Recovery Token Backup Backup from -
Restore Restore to Cloud Actions Properties Online Assistant
Home Q Type in an sbyect name to search for
Job name T Creation time Restore points Repository Platfarm
a7l Agents
& Disk EL- FILESRVO! Server Backup 1/15/2023 6:35 PM 3 Default Backup Repository Windows
2 Disk (imported) EL- FILESRVO Fileserver Backup  1/22/2023 2:03 PM 4 Default Backup Repository Windaws
X Cloud EA sne01 DailyBackup Ey  Instant recovery... Default Backup Repository Linux
% Cloud Encrypted) EA sni02 SystemBackup B Volume restare... Default Backup Repository Linux
> EF Replicas P9 Restare guest files »
> [ Last 24 Hours M Restare application items v

Restore to Amazon EC2..,
Restore ta Microsoft Azure..
Restore ta Google CE...

Copy backup...

HE DD»

Create recovery token... I

Create recovery media...
Export content as virtual disks..
Publish disks...

Export backup...

Scan backup..

Delete fram disk

B o0l

A& Home
] Propetie

E'-
@J Inventary

(s Backup Infrestructure

g Hisory

501 | Veeam Agent for Microsoft Windows | User Guide



Copying Veeam Agent Backups

Veeam Backup & Replication offers the copying backup functionality that can be helpful if you want to copy
backups of a backup job to another repository, local or shared folder.

When Veeam Backup & Replication performs the copy operation, it disables the job, copies files to the target
location and then enables the job. After the copy operation finishes, the copied backups are shown in a node
with the (Exported) postfix in the inventory pane.

To copy a backup, do the following:
1. Open the Home view.
2. Intheinventory pane, click Backups.

In the working area, right-click the backup and select Copy backup.
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Removing Veeam Agent Backups

If you want to remove records about Veeam Agent backups from the Veeam Backup & Replication console and
configuration database, you can use the Remove from configuration operation. When you remove a Veeam
Agent backup from configuration, the actual backup files remain in the backup repository. You can import the
backup to the Veeam Backup & Replication at any time later and restore data from it.

To remove a Veeam Agent backup from configuration:
1. Open the Home view.
2. Intheinventory pane, click Backups.

3. Press and hold the [CTRL] key, select the backup, right-click the backup and select Remove from
configuration.

IMPORTANT

You should not remove a Veeam Agent backup from configuration if Veeam Agent is set up to use the
backup cache and the backup cache contains one or several restore points that are not uploaded to the
target location yet. If you remove such backup and then import it in the Veeam Backup & Replication
console, the backup will receive the new ID in the configuration database. As a result, Veeam Agent will
become unable to upload restore points from the backup cache to the target location and to create new
restore points in the backup cache. To continue creating backups in the Veeam backup repository, you will
need to delete restore points from the backup cache and run the backup job to create a new restore point
in the backup repository.
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Deleting Agent Backups from Disk

If you want to delete records about backups from the Veeam Backup & Replication console and configuration
database and, additionally, delete backup files from the backup repository, you can use the Delete from disk
operation.

To remove a Veeam Agent backup from the backup repository:
1. Open the Home view.
2. Intheinventory pane, click Backups.

3. Select the necessary computer and click Delete from > Disk on the ribbon or right-click the computer and
select Delete from disk.
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Configuring Global Settings

Global settings configured on the Veeam backup server apply to Veeam Agent backup jobs as well. You can:

e Configure network throttling settings so that Veeam Agent backup job does not consume all network
resources. To learn more, see the Specifying 1/0O Settings topic in the Veeam Backup & Replication User
Guide.

e Configure the following global notification settings to get alerted about the Veeam Agent backup job
results:

o Email notifications. Veeam Agent for Microsoft Windows sends email notifications on every type of
backup tasks, such as backup job sessions started automatically by schedule, backup job sessions
started from the command line and ad-hoc backup tasks. To learn more, see the Specifying Email
Notification Settings section in the Veeam Backup & Replication User Guide.

o SNMP notifications. To learn more, see the Specifying SNMP Settings section in the Veeam Backup &
Replication User Guide.
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Assigning Roles to Users

User roles configured on the Veeam backup server apply to Veeam Agent backup jobs as well.

To learn more, see the Users and Roles section in the Veeam Backup & Replication User Guide.
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Automating Veeam Agent for Windows
Operations

You can automate Veeam Agent for Microsoft Windows operations with Veeam Agent Configurator.

Veeam Agent Configurator is a tool that provides a command-line interface for Veeam Agent for Microsoft
Windows. With Veeam Agent Configurator, you can perform data protection and administrative operations for
Veeam Agent for Microsoft Windows from the command line, create custom scripts or integrate Veeam Agent
for Microsoft Windows with third-party applications.

Veeam Agent Configurator is available in the Workstation and Server editions of Veeam Agent for Microsoft
Windows.

Veeam Agent Configurator comes with Veeam Agent for Microsoft Windows. The
Veeam.Agent.Configurator.exe fileis placed in the product folder on the computer protected with Veeam
Agent for Microsoft Windows, by default, C:\Program Files\Veeam\Endpoint Backup.

For more information, see the Veeam Agent Configurator Reference.
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Appendix A. Veeam Agent Events

Veeam Agent for Microsoft Windows logs its events to event logs on the computer where the product is
installed. Events can be used for monitoring the backup job activity and alerting about the backup status.

The table below lists all events logged by Veeam Agent for Microsoft Windows.

m =
ID

Event Log

Source

Severity

15

190

191

195

196

197

Backup Job
Started

Backup Job
Resumed

Backup Job
Finished

Backup Job
Retry

Synchronization

Finished

Destination
Changed

Backup Cache

Deleted

Veeam Agent <jobname> has been
started [by user <username>].

Backup Job <jobname> has been
resumed.

Veeam Agent <jobname> finished
with <job status>.

Job details: <additional information
about the job results>'.

Veeam Agent <jobname> finished
with Error and will be retried.

Job details: <additional information
about the job results>'.

Synchronization for cached restore
points finished with <job status>.
<Additional information about
synchronized restore points>.

Backup job destination has been
switched from <target> to Backup
Cache.

Backup cache has been deleted by
<username>.
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Event
ID

1074

4010

4020

4030

4025

4040

4050

4060

10010
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Computer shut
down?

License
Installed

License
Expiring

License Expired

License in
Grace Period

License Support
Expiring

License Support
Expired

Product Edition
Changed

Restore Point
Created

Description

The process

C:\Windows\system32\Shutdown.exe
(<jobname>) has initiated the
shutdown of computer <jobname>
on behalf of user NT
AUTHORITY\SYSTEM for the
following reason: No title for this
reason could be found

Reason Code: 0x800000ff
Shutdown Type: shutdown
Comment: Computer was shut down
after successful backup by Veeam
Agent for Microsoft Windows.

License key for Veeam Agent for
Windows has been installed.

License key for Veeam Agent is about
to expire in <number of days> of

Days.

License key for Veeam Agent has

expired.

Your license has expired and needs to
be renewed. Veeam Agent will
continue to operate for the duration
of the grace period.

Support contract for Veeam Agent is
about to expire in <number of days>

of Days.

Support contract for Veeam Agent
has expired. Contact Veeam sales
representative to renew your support

contract.

Veeam Agent for Windows edition
has been changed from
<previousedition> to

<currentedition>.

'<computername>' restore point has

been created.

Event Log

System

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Source

User32

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Veeam
Agent

Severity

Information

Information

Warning

Error

Error

Warning

Error

Information

Information



Event
ID

10050

23010

23050

23090

23051

23501

23110

23120

26010

178

179

201

202
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Restore Point
Removed

Backup Job
Created

Backup Job
Modified

Backup Job
Deleted

Agent Modified

Agent Updated

Backup Mode
Changed

Backup Source
Updated

USB Device
Ejected

Managed mode
Enabled

Managed mode
Disabled

Read-only
mode Enabled

Read-only
mode Disabled

Description

Restore point for '<computername>
has been removed according to the
configured retention policy.

The <jobname> backup job has been

created.

The <jobname> backup job has been

modified.

EndpointBackup <jobname> has been

deleted.

Veeam Agent option <optionname>
has been changed.:

Veeam Agent has been successfully

updated.

Failed to update Veeam Agent.

The <jobname> backup mode has
been changed from <previousmode>
to <currentmode>.

The <jobname> backup job source
objects have been updated.

Target USB device has been
successfully ejected.

Veeam Agent has been switched to

managed mode.*

Veeam Agent has been switched to

free mode.*

Read only Ul access has been

enabled.*

Read only Ul access has been

disabled.

Event Log
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' Job details contain information about the reason for completing the job with the Warning or Error status.

2 The event is triggered if the user has instructed Veeam Agent for Microsoft Windows to shut down the
computer on successful backup.

3 The event is triggered if the user has changed any Veeam Agent for Microsoft Windows setting other than
backup job settings.

+The event can be triggered if Veeam Agent for Microsoft Windows is managed by a Remote Monitoring and
Management platform, for example, LabTech.
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Appendix B. Moving Veeam Agent
Backups

A Veeam Agent backup job starts a new backup chain when you change a target location in the backup job
settings. If you do not want the backup job to start a new backup chain, you can map a backup job to the
previously made backups and continue the existing backup chain. For more information about backup chains,
see Backup Chain.

This appendix describes the following cases of moving Veeam Agent backups:

e Move a Veeam Agent backup to the Veeam backup repository.

In this section, scenarios describe how to move a locally stored backup to a Veeam backup repository and
how to move a backup from one Veeam backup repository to another and continue the existing backup
chain.

e Move a Veeam Agent backup to the Veeam Cloud Connect repository.

In this section, scenarios describe how to move a locally stored backup to a simple backup repository or
scale-out backup repository used as a cloud repository and continue the existing backup chain.

TIP

This appendix describes how to move backups created by Veeam Agent operating in the standalone mode.
To learn how to move backups created by Veeam Agent operating in the managed mode, see the following
topics:

e If Veeam Agent is managed by Veeam Backup & Replication, see the Moving Backup section in the
Veeam Agent Management Guide.

e If Veeam Agent is managed by Veeam Service Provider Console, see the Moving Veeam Agent
Backups section in the Guide for Service Providers.

For more information about Veeam Agent operation modes, see Standalone and Managed Operation
Modes.
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Moving Veeam Agent Backups to Veeam
Backup Repository

This topic describes how to place existing Veeam Agent backups in a Veeam backup repository so that the
Veeam Agent backup job continues the existing backup chain.

This topic covers the following scenarios:

e Move a backup stored locally to the Veeam backup repository.

e Replace the initial Veeam backup repository with another Veeam backup repository.
NOTE

Keep in mind that the following users participate in implementation of both scenarios:

e Veeam Agent user performs all actions in the Veeam Agent control panel.
e Veeam Backup Administrator performs all actions in the Veeam Backup & Replication console.

Moving Locally Stored Backup to Veeam Backup Repository

In this scenario, a backup job is targeted at a local folder. The backup job ran at least once.

This scenario can be helpful when you need to back up a large amount of data to the Veeam backup repository
but the network connection is slow. In this case, you can create a backup locally and move it to the Veeam

backup repository.

To move locally stored backup files to the Veeam backup repository, the Veeam Backup Administrator must
perform the following steps:

1. Browse to the folder where Veeam backup repository stores backup files. For example, C: \Backup.

For more information, see the Configure Backup Repository Settings section in the Veeam Backup &
Replication User Guide.

2. Inthe c:\Backup folder, create a new folder in the following format:
C:\Backup\<domain name> <user name>\<folder name>, where:

o <domain name>— domain name that Veeam Agent uses to connect to the Veeam backup repository.
o <user name> — user name that Veeam Agent uses to connect to the Veeam backup repository.

o <folder name>— name of the target folder to store backups. You can use the name of the original
backup job or specify a new name for the folder.

For example: C:\Backup\TECH Administrator\System Backup.
3. Using external tools, move all backup files to the folder created at the step 2.

4, Rescan the Veeam backup repository. To learn how to rescan the Veeam backup repository, see the
Rescanning Backup Repositories section in the Veeam Backup & Replication User Guide.

As a result, the moved backup will appear under the Backups > Disk (Imported) node in the inventory
pane.
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NOTE

If the backup file is encrypted, you must decrypt the backup before proceeding to the next step. To
learn more, see the Decrypting Data with Password section in the Veeam Backup & Replication User
Guide.

After the Veeam Backup Administrator moved the backup files to the target folder, the Veeam Agent user must
perform the following steps:

1. Edit the Veeam Agent backup job:

a.

At the Name step of the wizard, make sure that the name of the backup job is the same as the name of
the folder you created at the step 2.

At the Destination step of the wizard, target the backup job at the Veeam backup repository.

At the Backup Server step of the wizard, select a backup repository where you want to store backups
and specify settings for the Veeam backup server that manages the target backup repository. For
more information, see Veeam Backup Repository Settings.

. At the Backup Repository step of the wizard, click the Map backup link and select the moved backup

file.

. At the Summary step of the wizard, make sure that the Run the job when [ click Finish check box is

cleared and click Finish to save changes. As a result, the backup will be moved from the Backups >
Disk (Imported) node to the Backups > Disk node in the inventory pane.

2. Run the Veeam Agent backup job. The backup job will continue the backup chain for the full backup that
was moved to the Veeam backup repository.

Replacing Initial Veeam Backup Repository with Another
Veeam Backup Repository

In this scenario, the backup job is targeted at a Veeam backup repository and you want to replace the initial
repository with another Veeam backup repository.

This scenario can be helpful if you want to move backed up data to a repository that has more storage capacity.

To replace the Veeam Backup & Replication repository, the Veeam Backup Administrator must perform the
following steps:

1. Delete the existing Veeam Agent backup job from the Veeam Backup & Replication console. For more
information, see Deleting Veeam Agent Backup Jobs.

NOTE

Deleting the job from the Veeam Backup & Replication console does not remove the backup job from
the Veeam Agent control panel.

2. Delete configuration database records about backups created by the Veeam Agent backup job. For more
information, see Removing Veeam Agent Backups.

3. Browse to the folder where the target Veeam backup repository stores backup files. For example,
C:\Backup.

For more information, see the Configure Backup Repository Settings section in the Veeam Backup &
Replication User Guide.
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4.

In the c:\Backup folder, create a new folder in the following format:
C:\Backup\<domain name> <user name>\<folder name>, where:

o <domain name> — domain name that Veeam Agent uses to connect to the Veeam backup repository.
o <user name> — user name that Veeam Agent uses to connect to the Veeam backup repository.

o <folder name>— name of the target folder to store backups. You can use the name of the original

backup job or specify a new name for the folder.

For example: C: \Backup\TECH Administrator\System Backup
Using external tools, move all backup files to the folder created at the step 4.

Rescan the Veeam backup repository. To learn more, see the Rescanning Backup Repositories section in
the Veeam Backup & Replication User Guide.

As a result, the moved backup will appear under the Backups > Disk (Imported) node in the inventory
pane.

NOTE

If the backup file is encrypted, you must decrypt the backup before proceeding to the next step. To
learn more, see the Decrypting Data with Password section in the Veeam Backup & Replication User

Guide.

After the Veeam Backup Administrator moved the backup files to the target folder, the Veeam Agent user must
perform the following steps:

1.

Edit the Veeam Agent backup job:

a. At the Name step of the wizard, make sure that the name of the backup job is the same as the name of

the folder you created at the step 4.

b. At the Backup Server step of the wizard, select a new backup repository and specify settings for the

Veeam backup server that manages the target backup repository. For more information, see Veeam
Backup Repository Settings.

c. At the Backup Repository step of the wizard, click the Map backup link and select the moved backup

file.

d. At the Summary step of the wizard, make sure that the Run the job when I click Finish check box is

cleared and click Finish to save changes. As a result, the backup will be moved from the Backups >
Disk (Imported) node to the Backups > Disk node in the inventory pane.

2. Run the Veeam Agent backup job.
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Moving Veeam Agent Backups to Veeam
Cloud Connect Repository

This topic describes how to place existing Veeam Agent backups in a cloud repository in the Veeam Cloud
Connect infrastructure so that the Veeam Agent backup job continues the existing backup chain. For more
information about Veeam Cloud Connect, see the Veeam Cloud Connect Guide.

The scenarios described in this section can be helpful when you need to back up a large amount of data to the
Veeam Cloud Connect repository but the network connection is slow. In this case, you can create a backup
locally and move it to the Veeam Cloud Connect repository.

This topic covers the following scenarios:

e Move a backup to a simple backup repository used as a cloud repository

e Move a backup to a scale-out backup repository used as a cloud repository

NOTE

Keep in mind that the following users participate in implementation of both scenarios:

e Service provider moves backup files to the target repository.

e Veeam Backup Administrator rescans the target repository in the Veeam Backup & Replication
console.

e Veeam Agent user performs actions in the Veeam Agent control panel.

Moving Backup to Simple Backup Repository

Use this scenario if you want to move a locally stored backup to a simple backup repository used as a cloud
repository. For information about simple backup repositories, see the Backup Repositories section in the Veeam
Backup & Replication User Guide.

To move locally stored backup files to the cloud repository, the service provider must perform the following
steps:

1. Browse to the folder where the cloud repository stores backup files. For example, C: \Backup.

For more information, see the Configure Backup Repository Settings section in the Veeam Backup &
Replication User Guide.

2. Inthe c:\Backup folder, create a new folder in the following format:
o [If you work with tenant accounts] C:\Backup\<tenant name>\<folder name>

o [If you work with subtenant accounts]
C:\Backup\<tenant name>\Users\<subtenant name>\<folder name>,

where:

o <tenant name> — name of the tenant account that you use to connect to the service provider. For
more information, see the Tenant Account Credentials section in the Veeam Cloud Connect Guide.

o <subtenant name> — name of the subtenant account that you use to connect to the service
provider. For more information, see the Managing Subtenant Accounts on SP Side section in the
Veeam Cloud Connect Guide.
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o <folder name>— name of the target folder to store backups. You can use the name of the original
backup job or specify a new name for the folder.

For example, C: \Backup\ABC Company\System Backup Of
C:\Backup\ABC Company\Users\John Smith\System Backup.

3. Using external tools, move all backup files to the folder created at the step 2.

After the service provider moved the backup files to the backup folder, the Veeam Backup Administrator must
rescan the cloud repository. To learn how to rescan a repository, see the Rescanning Backup Repositories section
in the Veeam Backup & Replication User Guide.

The information about the added backup will be displayed in the rescan job session window.

After the Veeam Backup Administrator rescanned the backup repository, the Veeam Agent user must perform
the following steps:

1. Edit the Veeam Agent backup job:
a. At the Destination step of the wizard, target the backup job at the Veeam Cloud Connect Repository.

b. At the Service Provider step of the wizard, specify settings for the cloud gateway to connect to the
service provider. For more information, see Specifying Service Provider Settings.

c. At the Credentials step of the wizard, specify settings for the tenant or subtenant account that you
want to use to connect to the service provider. For more information, see Specifying User Account
Settings.

d. At the Backup Resources step of the wizard, click the Map backup link and select the moved backup.
e. At the Summary step of the wizard, click Finish to save changes.

2. Run the Veeam Agent backup job. The backup job will continue the backup chain for the full backup that
was moved to the cloud repository.

Moving Backup to Scale-Out Backup Repository

Use this scenario if you want to move a locally stored backup to a scale-out backup repository used as a cloud
repository. For information about scale-out backup repositories, see the Scale-Out Backup Repositories section
in the Veeam Backup & Replication User Guide.

IMPORTANT

Before you perform the move, make sure that the backup job name, the target backup folder name, the
VBM filename, names of VBM files and paths to VBM files meet the following requirements:

e The names contain only allowed alphanumeric characters: a-z, A-Z, 0-9.

e The names contain only allowed special characters: _-.+=@ *.

e The names of VBM files and paths to VBM files do not contain spaces. If the names or the paths
contain spaces, replace them with underscores.

To move locally stored backup files to the cloud repository, the service provider must perform the following
steps:

1. Browse to the folder where the cloud repository stores backup files. For example, C: \Backup.

For more information, see the Configure Backup Repository Settings section in the Veeam Backup &
Replication User Guide.
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2. Inthe c:\Backup folder, create new folders for each extent of the scale-out backup repository. The
folders must be in the following format:

o [If you work with tenant accounts]
C:\Backup\<extent name>\<tenant name>\<folder name>

o [If you work with subtenant accounts]
C:\Backup\<extent name>\<tenant name>\Users\<subtenant name>\<folder name>,

where:

o <extent name> — name of the backup repository you use as an extent. For more information, see
the Add Performance Extents section in the Veeam Backup & Replication User Guide.

o <tenant name>— name of the tenant account that you use to connect to the service provider. For
more information, see the Tenant Account Credentials section in the Veeam Cloud Connect Guide.

o <subtenant name> — name of the subtenant account that you use to connect to the service
provider. For more information, see the Managing Subtenant Accounts on SP Side section in the
Veeam Cloud Connect Guide.

o <folder name>— name of the target folder to store backups. You can use the name of the original
backup job or specify a new name for the folder.

For example, C:\Backup\Extent 1\ABC Company\System Backup Of
C:\Backup\Extent 1\ABC Company\Users\John Smith\System Backup.

3. Using external tools, copy the VBM file to both folders created at the step 2.

4. Using external tools, copy the VBK and VIB files to the folders created at the step 2 according to the
placement policy specified for the backup repository. For more information, see the Backup File
Placement for Performance Tier section in the Veeam Backup & Replication User Guide.

After the service provider moved the backup files to the backup folder, the Veeam Backup Administrator must
rescan the cloud repository. To learn how to rescan the repository, see the Rescanning Backup Repositories
section in the Veeam Backup & Replication User Guide.

The information about the added backup will be displayed in the rescan job session window.

After the Veeam Backup Administrator rescanned the backup repository, the Veeam Agent user must perform
the following steps:

1. Edit the Veeam Agent backup job:
a. At the Destination step of the wizard, target the backup job at the Veeam Cloud Connect Repository.

b. At the Service Provider step of the wizard, specify settings for the cloud gateway to connect to the
service provider. For more information, see Specifying Service Provider Settings.

c. At the Credentials step of the wizard, specify settings for the tenant or subtenant account that you
want to use to connect to the service provider. For more information, see Specifying User Account
Settings.

d. At the Backup Resources step of the wizard, click the Map backup link and select the moved backup.
e. At the Summary step of the wizard, click Finish to save changes.

2. Run the Veeam Agent backup job. The backup job will continue the backup chain for the full backup that
was moved to the cloud repository.
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